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NEW QUESTION 1
A cybersecurity analyst is supposing an incident response effort via threat intelligence. Which of the following is the analyst MOST likely executing?

A. Requirements analysis and collection planning
B. Containment and eradication

C. Recovery and post-incident review

D. Indicator enrichment and research pivoting

Answer: D

NEW QUESTION 2
An analyst is participating in the solution analysis process for a cloud-hosted SIEM platform to centralize log monitoring and alerting capabilities in the SOC.
Which of the following is the BEST approach for supply chain assessment when selecting a vendor?

A. Gather information from providers, including datacenter specifications and copies of audit reports.
B. Identify SLA requirements for monitoring and logging.

C. Consult with senior management for recommendations.

D. Perform a proof of concept to identify possible solutions.

Answer: B

NEW QUESTION 3
A cybersecurity analyst is reading a daily intelligence digest of new vulnerabilities The type of vulnerability that should be disseminated FIRST is one that:

A. enables remote code execution that is being exploited in the wild.

B. enables data leakage but is not known to be m the environment

C. enables lateral movement and was reported as a proof of concept

D. affected the organization in the past but was probably contained and eradicated

Answer: C

NEW QUESTION 4
A security analyst needs to reduce the overall attack surface.
Which of the following infrastructure changes should the analyst recommend?

A. Implement a honeypot.

B. Air gap sensitive systems.

C. Increase the network segmentation.
D. Implement a cloud-based architecture.

Answer: C

NEW QUESTION 5
A security analyst conducted a risk assessment on an organization's wireless network and identified a high-risk element in the implementation of data confidentially
protection. Which of the following is the BEST technical security control to mitigate this risk?

A. Switch to RADIUS technology
B. Switch to TACACS+ technology.
C. Switch to 802 1X technology

D. Switch to the WPAZ2 protocol.

Answer: B

NEW QUESTION 6

Which of the following should be found within an organization's acceptable use policy?

A. Passwords must be eight characters in length and contain at least one special character.

B. Customer data must be handled properly, stored on company servers, and encrypted when possible
C. Administrator accounts must be audited monthly, and inactive accounts should be removed.
D. Consequences of violating the policy could include discipline up to and including termination.
Answer: D

NEW QUESTION 7

Which of the following is the MOST important objective of a post-incident review?

A. Capture lessons learned and improve incident response processes

B. Develop a process for containment and continue improvement efforts

C. Identify new technologies and strategies to remediate

D. Identify a new management strategy

Answer: A
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NEW QUESTION 8

An organization is moving its infrastructure to the cloud in an effort to meet the budget and reduce staffing requirements. The organization has three environments:
development, testing, and production. These environments have interdependencies but must remain relatively segmented.

Which of the following methods would BEST secure the company's infrastructure and be the simplest to manage and maintain?

A. Create three separate cloud accounts for each environmen

B. Configure account peering and security rules to allow access to and from each environment.

C. Create one cloud account with one VPC for all environment

D. Purchase a virtual firewall and create granular security rules.

E. Create one cloud account and three separate VPCs for each environmen

F. Create security rules to allow access to and from each environment.

G. Create three separate cloud accounts for each environment and a single core account for network service
H. Route all traffic through the core account.

Answer: C

NEW QUESTION 9
During routine monitoring, a security analyst discovers several suspicious websites that are communicating with a local host. The analyst queries for IP
192.168.50.2 for a 24-hour period:
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To further investigate, the analyst should request PCAP for SRC 192.168.50.2 and.

A. DST 138.10.2.5.
B. DST 138.10.25.5.
C.DST 172.10.3.5.
D. DST 172.10.45.5.
E. DST 175.35.20.5.

Answer: A

NEW QUESTION 10
Which of the following BEST describes the process by which code is developed, tested, and deployed in small batches?

A. Agile

B. Waterfall

C.SDLC

D. Dynamic code analysis

Answer: A

NEW QUESTION 10
The inability to do remote updates of certificates. keys software and firmware is a security issue commonly associated with:

A. web servers on private networks.
B. HVAC control systems

C. smartphones

D. firewalls and UTM devices

Answer: B

NEW QUESTION 11

A security analyst has discovered suspicious traffic and determined a host is connecting to a known malicious website. The MOST appropriate action for the
analyst to take would be lo implement a change request to:

A. update the antivirus software

B. configure the firewall to block traffic to the domain

C. add the domain to the blacklist

D. create an IPS signature for the domain

Answer: B
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NEW QUESTION 12
An analyst is reviewing a list of vulnerabilities, which were reported from a recent vulnerability scan of a Linux server.
Which of the following is MOST likely to be a false positive?

A. OpenSSH/OpenSSL Package Random Number Generator Weakness
B. Apache HTTP Server Byte Range DoS

C. GDI+ Remote Code Execution Vulnerability (MS08-052)

D. HTTP TRACE / TRACK Methods Allowed (002-1208)

E. SSL Certificate Expiry

Answer: E

NEW QUESTION 14
A security analyst discovered a specific series of IP addresses that are targeting an organization. None of the attacks have been successful. Which of the following
should the security analyst perform NEXT?

A. Begin blocking all IP addresses within that subnet.
B. Determine the attack vector and total attack surface.
C. Begin a kill chain analysis to determine the impact.
D. Conduct threat research on the IP addresses

Answer: D

NEW QUESTION 17
The security team at a large corporation is helping the payment-processing team to prepare for a regulatory compliance audit and meet the following objectives:

> Reduce the number of potential findings by the auditors.
> Limit the scope of the audit to only devices used by the payment-processing team for activities directly impacted by the regulations.
> Prevent the external-facing web infrastructure used by other teams from coming into scope.

> Limit the amount of exposure the company will face if the systems used by the payment-processing
team are compromised.
Which of the following would be the MOST effective way for the security team to meet these objectives?

A. Limit the permissions to prevent other employees from accessing data owned by the business unit.
B. Segment the servers and systems used by the business unit from the rest of the network.

C. Deploy patches to all servers and workstations across the entire organization.

D. Implement full-disk encryption on the laptops used by employees of the payment-processing team.

Answer: B

NEW QUESTION 21
A security analyst is investigating malicious traffic from an internal system that attempted to download proxy avoidance software as identified from the firewall logs
but the destination IP is blocked and not captured. Which of the following should the analyst do?

A. Shut down the computer

B. Capture live data using Wireshark

C. Take a snapshot

D. Determine if DNS logging is enabled.
E. Review the network logs.

Answer: A

NEW QUESTION 24
An organization developed a comprehensive incident response policy. Executive management approved the policy and its associated procedures. Which of the
following activities would be MOST beneficial to evaluate personnel’s familiarity with incident response procedures?

A. A simulated breach scenario involving the incident response team

B. Completion of annual information security awareness training by all employees

C. Tabletop activities involving business continuity team members

D. Completion of lessons-learned documentation by the computer security incident response team
E. External and internal penetration testing by a third party

Answer: A

NEW QUESTION 25
A company was recently awarded several large government contracts and wants to determine its current risk from one specific APT.
Which of the following threat modeling methodologies would be the MOST appropriate to use during this analysis?

A. Attack vectors

B. Adversary capability

C. Diamond Model of Intrusion Analysis
D. Kill chain

E. Total attack surface

Answer: B
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NEW QUESTION 27
A security analyst suspects a malware infection was caused by a user who downloaded malware after clicking http://<malwaresource>/a.php in a phishing email.
To prevent other computers from being infected by the same malware variation, the analyst should create a rule on the.

A. email server that automatically deletes attached executables.
B. IDS to match the malware sample.

C. proxy to block all connections to <malwaresource>.

D. firewall to block connection attempts to dynamic DNS hosts.

Answer: C

NEW QUESTION 31

You are a cybersecurity analyst tasked with interpreting scan data from Company A's servers. You must verify the requirements are being met for all of the servers
and recommend changes if you find they are not.

The company's hardening guidelines indicate the following:

* TLS 1.2 is the only version of TLS running.

» Apache 2.4.18 or greater should be used.

* Only default ports should be used. INSTRUCTIONS

Using the supplied data, record the status of compliance with the company's guidelines for each server.

The question contains two parts: make sure you complete Part 1 and Part 2. Make recommendations for issues based ONLY on the hardening guidelines
provided.

Partl

AppServl  AppServZ AppServd AppServd Fill aut the following report based on your analysis of the scan data.

AppServ1 is only using TLS 1.2
AppServZ is only using TLS 1.2
AppServ3 Is only using TLS 1.2
AppServd is only using TLS 1.2
AppServt is using Apache 2.4.18 or greater
AppServ2 is using Apache 2.4.18 or greater
AppServd is using Apache 2.4.18 or greater
AppServyd is using Apache 2.4.18 or greater
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Part 1

Compliance Report

AppServl AppServZ AppServd  AppServd Fill out the following report based on your analysis of the scan data.

Scan Data

INFOSEC:~# curl

AppServ is only using TLS 1.2
AppServZ is only using TLS 1.2
AppServd is only using TLS 1.2
AppServd is only using TLS 1.2
AppServl is using Apache 2.4.18 or grealer
AppServZ is using Apache 2.4.18 or greater
AppServd is using Apache 2.4.18 or greater
AppServd is using Apache 2.4.18 or greater

-----------------
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Pari 1

AppServl AppServZ AppServd AppServd Fill out the following report based on your analysis of the scan data.

Scan Data

AppServ1 is only using TLS 1.2
AppServ2 is only using TLS 1.2
AppServ3 is only using TLS 1.2
AppSenryd is only using TLS 1.2
AppServi is using Apache 2.4,18 or greater
AppServ2 is using Apache 2.4.18 or greater
AppSenry3 is using Apache 2.4.18 or greater
AppServd is using Apache 2.4.18 or greater
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Part 1

AppServl AppServZ AppServd  AppServd

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Part 1 Answer

Check on the following:

AppServl is only using TLS.1.2

AppServ4 is only using TLS.1.2

AppServl is using Apache 2.4.18 or greater
AppServ3 is using Apache 2.4.18 or greater
AppServ4 is using Apache 2.4.18 or greater

Your Partner of IT Exam

AppServ1 is only using TLS 1.2
AppServZ is only using TLS 1.2
AppServ3 is only using TLS 1.2
AppServd is only using TLS 1.2
AppServi is using Apache 2.4.18 or greater
AppServ2 is using Apache 2.4.18 or greater
AppSeny3 is using Apache 2.4.18 or grealer
AppServd is using Apache 2.4.18 or greater

AppSrvi
AppSrv2
AppSrv3
AppSrv4

T

AppServl AppServZ AppServd AppServd

Fill out the following report based on your analysis of the scan data.

o Add recommendation for |
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Part 2 Answer
Recommendation:
Recommendation is to disable TLS v1.1 on AppServ2 and AppServ3. Also upgrade AppServ2 Apache to version 2.4.48 from its current version of 2.3.48

et e

PRS- t ; - o Add Recommendalion for  AppSmvz »

r .::_rl:,ﬁ'ru=:'r=.l'-|_':-t cur] --head appsrvd. flctlonal org. com: 843 Server
iy AP ¥
HITP/1.1 28 O

Date: Wed, 76 Jun 3919 21:15:1% M1 SErvice Apache \ersion =
Server: Apache/1.3.48 (CentOs)

Lot -Modificd: Wed, M6 Jun IO1S X1208:22 GMT

ETag: “19520-58c48793017 7" Config Change Upgrade Versiar .
Accept-Ranges: bytes
Content-Length: 79136
Wory: Accept-Encoding o
Coche-Comtrol: max-age=3608 SRrver ApoSnsd -
Fupires: Wed, 36 Jen 3% 27:1%:15 M7
Content-Type: tewxt/hinl

Service HT TRD Secury ¥
rootifINFISEC 1=~ mmap - -script ssl-emm-ciphers appsrvi.fictionalorg.com -p 443 Conflg Change RESMCI TaTLS 15
Starting Mmap 6.90 [ http://rmsp.org | ot 209-06-26 16:87 (DT

o

Nmap scan report for AppSrv? Fictionalorg.com (38,27 .4.6%)

Host Is up (2.042z latency). Server ADErSred .
i8S record for 10.21.4.69: inaddrarps.fictionalorg.coe

Mot shown: 998 filtered ports

PoRT STATE SERVICE —RLYeR SSH v

Baftcp openm htip

A%/ tcp open  hTips -:,.n”: Change
55 ] -enum-clphers:

Remove or Disabhe T

NEW QUESTION 34

A development team uses open-source software and follows an Agile methodology with two-week sprints. Last month, the security team filed a bug for an insecure
version of a common library. The DevOps team updated the library on the server, and then the security team rescanned the server to verify it was no longer
vulnerable. This month, the security team found the same vulnerability on the server.

Which of the following should be done to correct the cause of the vulnerability?

A. Deploy a WAF in front of the application.

B. Implement a software repository management tool.

C. Install a HIPS on the server.

D. Instruct the developers to use input validation in the code.

Answer: B

NEW QUESTION 39

A compliance officer of a large organization has reviewed the firm's vendor management program but has discovered there are no controls defined to evaluate
third-party risk or hardware source authenticity. The compliance officer wants to gain some level of assurance on a recurring basis regarding the implementation of
controls by third parties.

Which of the following would BEST satisfy the objectives defined by the compliance officer? (Choose two.)

A. Executing vendor compliance assessments against the organization's security controls
B. Executing NDAs prior to sharing critical data with third parties

C. Soliciting third-party audit reports on an annual basis

D. Maintaining and reviewing the organizational risk assessment on a quarterly basis

E. Completing a business impact assessment for all critical service providers

F. Utilizing DLP capabilities at both the endpoint and perimeter levels

Answer: AC

NEW QUESTION 40

A Chief Information Security Officer (CISO) wants to upgrade an organization's security posture by improving proactive activities associated with attacks from
internal and external threats.

Which of the following is the MOST proactive tool or technique that feeds incident response capabilities?

A. Development of a hypothesis as part of threat hunting

B. Log correlation, monitoring, and automated reporting through a SIEM platform
C. Continuous compliance monitoring using SCAP dashboards

D. Quarterly vulnerability scanning using credentialed scans

Answer: A

NEW QUESTION 43

A Chief Information Security Officer (CISO) is concerned the development team, which consists of contractors, has too much access to customer data. Developers
use personal workstations, giving the company little to no visibility into the development activities.

Which of the following would be BEST to implement to alleviate the CISO's concern?

A.DLP

B. Encryption
C. Test data
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D. NDA

Answer: D

NEW QUESTION 48
A security team wants to make SaaS solutions accessible from only the corporate campus.
Which of the following would BEST accomplish this goal?

A. Geofencing

B. IP restrictions

C. Reverse proxy
D. Single sign-on

Answer: A

NEW QUESTION 49

A monthly job to install approved vendor software updates and hot fixes recently stopped working. The security team performed a vulnerability scan, which
identified several hosts as having some critical OS vulnerabilities, as referenced in the common vulnerabilities and exposures (CVE) database.

Which of the following should the security team do NEXT to resolve the critical findings in the most effective manner? (Choose two.)

A. Patch the required hosts with the correct updates and hot fixes, and rescan them for vulnerabilities.
B. Remove the servers reported to have high and medium vulnerabilities.

C. Tag the computers with critical findings as a business risk acceptance.

D. Manually patch the computers on the network, as recommended on the CVE website.

E. Harden the hosts on the network, as recommended by the NIST framework.

F. Resolve the monthly job issues and test them before applying them to the production network.

Answer: CE

NEW QUESTION 53
A security analyst is reviewing the following log entries to identify anomalous activity:

GET https://comptia.org/admin/login.htmléuserspassword\ HTTP/1.1

GET http://comptia.org/index.php\ HTTP/1.1

GET http://comptia.org/scripts/..%5c../Windows/System32/cmd.exe?/C+dir+c:\ HITR/1.1
GET http://comptia.org/media/contactus.html\ HITP/1.1

Which of the following attack types is occurring?

A. Directory traversal
B. SQL injection

C. Buffer overflow

D. Cross-site scripting

Answer: A

NEW QUESTION 56
As a proactive threat-hunting technique, hunters must develop situational cases based on likely attack scenarios derived from the available threat intelligence
information. After forming the basis of the scenario, which of the following may the threat hunter construct to establish a framework for threat assessment?

A. Critical asset list
B. Threat vector

C. Attack profile

D. Hypothesis

Answer: A

NEW QUESTION 59
Which of the following sets of attributes BEST illustrates the characteristics of an insider threat from a security perspective?

A. Unauthorized, unintentional, benign
B. Unauthorized, intentional, malicious
C. Authorized, intentional, malicious
D. Authorized, unintentional, benign

Answer: C

NEW QUESTION 64
An analyst has been asked to provide feedback regarding the control required by a revised regulatory framework At this time, the analyst only needs to focus on
the technical controls. Which of the following should the analyst provide an assessment of?

A. Tokenization of sensitive data

B. Establishment o' data classifications

C. Reporting on data retention and purging activities
D. Formal identification of data ownership

E. Execution of NDAs
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Answer: A

NEW QUESTION 66
The inability to do remote updates of certificates, keys, software, and firmware is a security issue commonly associated with:

A. web servers on private networks
B. HVAC control systems

C. smartphones

D. firewalls and UTM devices

Answer: D

NEW QUESTION 69

The computer incident response team at a multinational company has determined that a breach of sensitive data has occurred in which a threat actor has
compromised the organization’s email system. Per the incident response procedures, this breach requires notifying the board immediately. Which of the following
would be the BEST method of communication?

A. Post of the company blog

B. Corporate-hosted encrypted email
C. VoIP phone call

D. Summary sent by certified mail

E. Externally hosted instant message

Answer: C

NEW QUESTION 70
An information security analyst is working with a data owner to identify the appropriate controls to preserve the confidentiality of data within an enterprise
environment One of the primary concerns is exfiltration of data by malicious insiders Which of the following controls is the MOST appropriate to mitigate risks?

A. Data deduplication
B. OS fingerprinting

C. Digital watermarking
D. Data loss prevention

Answer: D

NEW QUESTION 72
A company wants to establish a threat-hunting team. Which of the following BEST describes the rationale for integration intelligence into hunt operations?

A. It enables the team to prioritize the focus area and tactics within the company’s environment.
B. It provide critically analyses for key enterprise servers and services.

C. It allow analysis to receive updates on newly discovered software vulnerabilities.

D. It supports rapid response and recovery during and followed an incident.

Answer: A
NEW QUESTION 73

A security analyst is reviewing the logs from an internal chat server. The chat.log file is too large to review manually, so the analyst wants to create a shorter log
file that only includes lines associated with a user demonstrating anomalous activity. Below is a snippet of the log:

Line User [ime Command Eesult
36570 DEV12 12.01.13.151219 KICK DEV27 OK
36371 JAVASHAREK 02.01.13.151255 JOIN #CHATOPS e32kkl0D OK
36572 DEV1Z2 02.01.13.151325 PART #CHATOPS OK
36573 CHATTER14 02.01.13.151327 JOIN':CAT ../ /etc/config’ OK
36214 PYTHONFUN J2.01.13.1513350 PRIVMSG DEVG99 #2" OK
36575 DEVSS )2.01.13.151358 FRIVMSG PYTHONFUN "OK" OK

Which of the following commands would work BEST to achieve the desired result?

A. grep -v chatter14 chat.log
B. grep -i pythonfun chat.log
C. grep -i javashark chat.log
D. grep -v javashark chat.log
E. grep -v pythonfun chat.log
F. grep -i chatterl4 chat.log

Answer: D

NEW QUESTION 78

A security analyst has received information from a third-party intelligence-sharing resource that indicates employee accounts were breached.
Which of the following is the NEXT step the analyst should take to address the issue?

A. Audit access permissions for all employees to ensure least privilege.

B. Force a password reset for the impacted employees and revoke any tokens.
C. Configure SSO to prevent passwords from going outside the local network.

Your Partner of IT Exam visit - https://www.exambible.com



We recommend you to try the PREMIUM CS0-002 Dumps From Exambible
exam blb|@ https://www.exambible.com/CS0-002-exam/ (186 Q&AS)

D. Set up privileged access management to ensure auditing is enabled.

Answer: B

NEW QUESTION 81
A security analyst wants to identify which vulnerabilities a potential attacker might initially exploit if the
network is compromised Which of the following would provide the BEST results?

A. Baseline configuration assessment
B. Uncredentialed scan

C. Network ping sweep

D. External penetration test

Answer: D

NEW QUESTION 86
A small organization has proprietary software that is used internally. The system has not been well maintained and cannot be updated with the rest of the
environment Which of the following is the BEST solution?

A. Virtualize the system and decommission the physical machine.
B. Remove it from the network and require air gapping.

C. Only allow access to the system via a jumpbox

D. Implement MFA on the specific system.

Answer: A

NEW QUESTION 89
An organization has not had an incident for several month. The Chief information Security Officer (CISO) wants to move to proactive stance for security
investigations. Which of the following would BEST meet that goal?

A. Root-cause analysis

B. Active response

C. Advanced antivirus

D. Information-sharing community
E. Threat hunting

Answer: E

NEW QUESTION 91
Which of me following BEST articulates the benefit of leveraging SCAP in an organization's cybersecurity analysis toolset?

A. It automatically performs remedial configuration changes lo enterprise security services
B. It enables standard checklist and vulnerability analysis expressions for automaton

C. It establishes a continuous integration environment for software development operations
D. It provides validation of suspected system vulnerabilities through workflow orchestration

Answer: B

NEW QUESTION 92

A system is experiencing noticeably slow response times, and users are being locked out frequently. An analyst asked for the system security plan and found the
system comprises two servers: an application server in the DMZ and a database server inside the trusted domain. Which of the following should be performed
NEXT to investigate the availability issue?

A. Review the firewall logs.

B. Review syslogs from critical servers.

C. Perform fuzzing.

D. Install a WAF in front of the application server.

Answer: C

NEW QUESTION 97
A developer wrote a script to make names and other PII data unidentifiable before loading a database export into the testing system Which of the following
describes the type of control that is being used?

A. Data encoding

B. Data masking

C. Data loss prevention
D. Data classification

Answer: C

NEW QUESTION 98
A malicious hacker wants to gather guest credentials on a hotel 802.11 network. Which of the following tools is the malicious hacker going to use to gain access to
information found on the hotel network?
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A. Nikto

B. Aircrak-ng
C. Nessus
D. tcpdump

Answer: A

NEW QUESTION 102
Which of the following roles is ultimately responsible for determining the classification levels assigned to specific data sets?

A. Data custodian

B. Data owner

C. Data processor

D. Senior management

Answer: B

NEW QUESTION 105
A security analyst is supporting an embedded software team. Which of the following is the BEST recommendation to ensure proper error handling at runtime?

A. Perform static code analysis.
B. Require application fuzzing.
C. Enforce input validation

D. Perform a code review

Answer: B

NEW QUESTION 107

A security analyst is investigating a malware infection that occurred on a Windows system. The system was not connected to a network and had no wireless
capability Company policy prohibits using portable media or mobile storage The security analyst is trying to determine which user caused the malware to get onto
the system Which of the following registry keys would MOST likely have this information?

A)

HEEY USERS\<user SID>\Softwars\Microsoft\Windows)

NEAIcftware\Microsolt\Windows \CurrentVersion\R

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 109

Which of the following policies would slate an employee should not disable security safeguards, such as host firewalls and antivirus on company systems?
A. Code of conduct policy

B. Account management policy

C. Password policy

D. Acceptable use policy

Answer: D

NEW QUESTION 111
The help desk provided a security analyst with a screenshot of a user's desktop:

For which of the following is aircrack-ng being used?
A. Wireless access point discovery

B. Rainbow attack

C. Brute-force attack

D. PCAP data collection

Answer: B
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NEW QUESTION 116
A cybersecurity analyst is supporting an incident response effort via threat intelligence. Which of the following is the analyst MOST likely executing?

A. Requirements analysis and collection planning
B. Containment and eradication

C. Recovery and post-incident review

D. Indicator enrichment and research pivoting

Answer: A

NEW QUESTION 118

A team of security analysts has been alerted to potential malware activity. The initial examination indicates one of the affected workstations is beaconing on TCP
port 80 to five IP addresses and attempting to spread across the network over port 445. Which of the following should be the team’s NEXT step during the
detection phase of this response process?

A. Escalate the incident to management, who will then engage the network infrastructure team to keep them informed.

B. Depending on system criticality, remove each affected device from the network by disabling wired and wireless connections.
C. Engage the engineering team to block SMB traffic internally and outbound HTTP traffic to the five IP addresses.

D. Identify potentially affected systems by creating a correlation search in the SIEM based on the network traffic.

Answer: D

NEW QUESTION 123
Which of the following technologies can be used to house the entropy keys for task encryption on desktops and laptops?

A. Self-encrypting drive
B. Bus encryption

C. TPM

D. HSM

Answer: A

NEW QUESTION 127
Bootloader malware was recently discovered on several company workstations. All the workstations run Windows and are current models with UEFI capability.
Which of the following UEFI settings is the MOST likely cause of the infections?

A. Compatibility mode
B. Secure boot mode
C. Native mode

D. Fast boot mode

Answer: A

NEW QUESTION 132

As part of an exercise set up by the information security officer, the IT staff must move some of the network systems to an off-site facility and redeploy them for
testing. All staff members must ensure their respective systems can power back up and match their gold image. If they find any inconsistencies, they must formally
document the information.

Which of the following BEST describes this test?

A. Walk through
B. Full interruption
C. Simulation

D. Parallel

Answer: C

NEW QUESTION 137
Which of the following software security best practices would prevent an attacker from being able to run arbitrary SQL commands within a web application?
(Choose two.)

A. Parameterized queries
B. Session management
C. Input validation

D. Output encoding

E. Data protection

F. Authentication

Answer: AC

NEW QUESTION 138
When attempting to do a stealth scan against a system that does not respond to ping, which of the following Nmap commands BEST accomplishes that goal?

A. nmap —sA -0 <system> -noping
B. nmap —sT -0 <system> -P0O
C. nmap -sS -0 <system> -P0
D. nmap —sQ —O <system> -P0O
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Answer: C

NEW QUESTION 140
A cybersecurity analyst is currently checking a newly deployed server that has an access control list applied. When conducting the scan, the analyst received the

following code snippet of results:
Mail Serverl

Trying 152.168.2.2
Connected

Get / HTTES 1.0

HTTP:1.0 200 Document follows
Server: server/0.10
Connection: close

Set—Cookis: testing=1l; path=/

Which of the following describes the output of this scan?

A. The analyst has discovered a False Positive, and the status code is incorrect providing an OK message.

B. The analyst has discovered a True Positive, and the status code is correct providing a file not found error message.
C. The analyst has discovered a True Positive, and the status code is incorrect providing a forbidden message.

D. The analyst has discovered a False Positive, and the status code is incorrect providing a server error message.

Answer: B

NEW QUESTION 141
During a cyber incident, which of the following is the BEST course of action?

A. Switch to using a pre-approved, secure, third-party communication system.

B. Keep the entire company informed to ensure transparency and integrity during the incident.

C. Restrict customer communication until the severity of the breach is confirmed.

D. Limit communications to pre-authorized parties to ensure response efforts remain confidential.

Answer: D

NEW QUESTION 145
A security analyst has received reports of very slow, intermittent access to a public-facing corporate server. Suspecting the system may be compromised, the
analyst runs the following commands:

[root@wwwl8 /tmp]# uptime

15:23: 35 up 2:133; 1 unser; load average: 87.22, 79.69;, 72.17
[root@wwwl8 /tmpl# crontab -1

* % * % % ftmpf.tft

[root@wwwl8 /tmpl# ps ax | grep tmp

1325 2?2 8s 0:00 /tmp/.t/t
[root@wwwl8 /tmp]# netstat -anlp
tep 0 0 0:0.0:0:22 172.168.0.0:* ESTABLISHED 1204/sshd
tep 8 O I27:0:0:1:631 0.0.0.0:1* LISTEN 1214 /cupsd
tcp 0 0 0.0.0.0:443 0:0:0.0:% LISTEN 12e7/httpd

Based on the output from the above commands, which of the following should the analyst do NEXT to further the investigation?

A. Run crontab -r; rm -rf /tmp/.t to remove and disable the malware on the system.

B. Examine the server logs for further indicators of compromise of a web application.

C. Run kill -9 1325 to bring the load average down so the server is usable again.

D. Perform a binary analysis on the /tmp/.t/t file, as it is likely to be a rogue SSHD server.

Answer: B

NEW QUESTION 149

As part of a merger with another organization, a Chief Information Security Officer (CISO) is working with an assessor to perform a risk assessment focused on
data privacy compliance. The CISO is primarily concerned with the potential legal liability and fines associated with data privacy. Based on the CISO's concerns,
the assessor will MOST likely focus on:

A. qualitative probabilities.
B. quantitative probabilities.
C. qualitative magnitude.
D. quantitative magnitude.

Answer: D

NEW QUESTION 153
A user's computer has been running slowly when the user tries to access web pages. A security analyst runs the command netstat -aon from the command line

and receives the following output:
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LINE PROTOCOL | LOCAL ADDRESS | FOREIGN ADHPE?*T STATE

i (T6P  1127.0.0.1:15453 1127.0.0.1:16374 | ESTABLISHED
2 . ,fg"f:r*iiulg%" .LEE?LQLQL{FR;QE | ESTABLISHED
3 TCP [192.168.0.23:443 [185.23.17.119:17207 | ESTABLISHED
4 Jrcp [192.168 0.23:13985] 172.217.0.14:443 _| ESTABLISHED
5  JrcP  [192.168.0.23:6023 [185.23.17.120:443 |ESTABLISHED
é TCP 192.168.0.23:7264 [10.23.63.217:445 | ESTABLISHED

Which of the following lines indicates the computer may be compromised?

A. Line 1l
B. Line 2
C. Line 3
D. Line 4
E. Line5
F. Line 6

Answer: D

NEW QUESTION 155
An analyst performs a routine scan of a host using Nmap and receives the following output:

$ nmap -s8S 10.0.3.1
Starting Nmap 8.9 (http://nmap.orq)
Nmap scan report for 10.0.3.1

at 2019-01-19 12:03 PST

Host 1s up

(0.

0098s latency}

Not shown: 979 closed port
PORT STATE SERVICE
20/tcp filtered ftp-data
21/tcp filtered ftp
22/tcp open ssh
23/tcp open telnet
80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 0.840 seconds

Which of the following should the analyst investigate FIRST?

A. Port 21
B. Port 22
C. Port 23
D. Port 80

Answer: C

NEW QUESTION 157

A security analyst received a SIEM alert regarding high levels of memory consumption for a critical system. After several attempts to remediate the issue, the
system went down. A root cause analysis revealed a bad actor forced the application to not reclaim memory. This caused the system to be depleted of resources.
Which of the following BEST describes this attack?

A. Injection attack

B. Memory corruption
C. Denial of service
D. Array attack

Answer: B

NEW QUESTION 158
A SIEM solution alerts a security analyst of a high number of login attempts against the company's webmail portal. The analyst determines the login attempts used
credentials from a past data breach. Which of the following is the BEST mitigation to prevent unauthorized access?

A. Single sign-on

B. Mandatory access control

C. Multifactor authentication

D. Federation

E. Privileged access management

Answer: E
NEW QUESTION 162

A security analyst received an alert from the SIEM indicating humerous login attempts from users outside their usual geographic zones, all of which were initiated
through the web-based mail server. The logs indicate all domain accounts experienced two login attempts during the same time frame.

Your Partner of IT Exam visit - https://www.exambible.com



We recommend you to try the PREMIUM CS0-002 Dumps From Exambible
exam blb|@ https://www.exambible.com/CS0-002-exam/ (186 Q&AS)

Which of the following is the MOST likely cause of this issue?

A. A password-spraying attack was performed against the organization.
B. A DDoS attack was performed against the organization.

C. This was normal shift work activity; the SIEM's Al is learning.

D. A credentialed external vulnerability scan was performed.

Answer: A

NEW QUESTION 163

While planning segmentation for an ICS environment, a security engineer determines IT resources will need access to devices within the ICS environment without
compromising security.

To provide the MOST secure access model in this scenario, the jumpbox should be.

A. placed in an isolated network segment, authenticated on the IT side, and forwarded into the ICS network.
B. placed on the ICS network with a static firewall rule that allows IT network resources to authenticate.

C. bridged between the IT and operational technology networks to allow authenticated access.

D. placed on the IT side of the network, authenticated, and tunneled into the ICS environment.

Answer: D

NEW QUESTION 165
An organization has several system that require specific logons Over the past few months, the security analyst has noticed numerous failed logon attempts
followed by password resets. Which of the following should the analyst do to reduce the occurrence of legitimate failed logons and password resets?

A. Use SSO across all applications

B. Perform a manual privilege review

C. Adjust the current monitoring and logging rules
D. Implement multifactor authentication

Answer: B

NEW QUESTION 167
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NEW QUESTION 1
A cybersecurity analyst is supposing an incident response effort via threat intelligence. Which of the following is the analyst MOST likely executing?

A. Requirements analysis and collection planning
B. Containment and eradication

C. Recovery and post-incident review

D. Indicator enrichment and research pivoting

Answer: D

NEW QUESTION 2
An analyst is participating in the solution analysis process for a cloud-hosted SIEM platform to centralize log monitoring and alerting capabilities in the SOC.
Which of the following is the BEST approach for supply chain assessment when selecting a vendor?

A. Gather information from providers, including datacenter specifications and copies of audit reports.
B. Identify SLA requirements for monitoring and logging.

C. Consult with senior management for recommendations.

D. Perform a proof of concept to identify possible solutions.

Answer: B

NEW QUESTION 3
A cybersecurity analyst is reading a daily intelligence digest of new vulnerabilities The type of vulnerability that should be disseminated FIRST is one that:

A. enables remote code execution that is being exploited in the wild.

B. enables data leakage but is not known to be m the environment

C. enables lateral movement and was reported as a proof of concept

D. affected the organization in the past but was probably contained and eradicated

Answer: C

NEW QUESTION 4
A security analyst needs to reduce the overall attack surface.
Which of the following infrastructure changes should the analyst recommend?

A. Implement a honeypot.

B. Air gap sensitive systems.

C. Increase the network segmentation.
D. Implement a cloud-based architecture.

Answer: C

NEW QUESTION 5
A security analyst conducted a risk assessment on an organization's wireless network and identified a high-risk element in the implementation of data confidentially
protection. Which of the following is the BEST technical security control to mitigate this risk?

A. Switch to RADIUS technology
B. Switch to TACACS+ technology.
C. Switch to 802 1X technology

D. Switch to the WPAZ2 protocol.

Answer: B

NEW QUESTION 6

Which of the following should be found within an organization's acceptable use policy?

A. Passwords must be eight characters in length and contain at least one special character.

B. Customer data must be handled properly, stored on company servers, and encrypted when possible
C. Administrator accounts must be audited monthly, and inactive accounts should be removed.
D. Consequences of violating the policy could include discipline up to and including termination.
Answer: D

NEW QUESTION 7

Which of the following is the MOST important objective of a post-incident review?

A. Capture lessons learned and improve incident response processes

B. Develop a process for containment and continue improvement efforts

C. Identify new technologies and strategies to remediate

D. Identify a new management strategy

Answer: A
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NEW QUESTION 8

An organization is moving its infrastructure to the cloud in an effort to meet the budget and reduce staffing requirements. The organization has three environments:
development, testing, and production. These environments have interdependencies but must remain relatively segmented.

Which of the following methods would BEST secure the company's infrastructure and be the simplest to manage and maintain?

A. Create three separate cloud accounts for each environmen

B. Configure account peering and security rules to allow access to and from each environment.

C. Create one cloud account with one VPC for all environment

D. Purchase a virtual firewall and create granular security rules.

E. Create one cloud account and three separate VPCs for each environmen

F. Create security rules to allow access to and from each environment.

G. Create three separate cloud accounts for each environment and a single core account for network service
H. Route all traffic through the core account.

Answer: C

NEW QUESTION 9
During routine monitoring, a security analyst discovers several suspicious websites that are communicating with a local host. The analyst queries for IP
192.168.50.2 for a 24-hour period:

} e
¥ .'._|._|'. ]

6/27/19]

i R l12£.108.20.2| 172.32.£4U.2 WWW.whnatsmylp.com £ o
L | | |
To further investigate, the analyst should request PCAP for SRC 192.168.50.2 and.

A. DST 138.10.2.5.
B. DST 138.10.25.5.
C.DST 172.10.3.5.
D. DST 172.10.45.5.
E. DST 175.35.20.5.

Answer: A

NEW QUESTION 10
Which of the following BEST describes the process by which code is developed, tested, and deployed in small batches?

A. Agile

B. Waterfall

C.SDLC

D. Dynamic code analysis

Answer: A

NEW QUESTION 10
The inability to do remote updates of certificates. keys software and firmware is a security issue commonly associated with:

A. web servers on private networks.
B. HVAC control systems

C. smartphones

D. firewalls and UTM devices

Answer: B

NEW QUESTION 11

A security analyst has discovered suspicious traffic and determined a host is connecting to a known malicious website. The MOST appropriate action for the
analyst to take would be lo implement a change request to:

A. update the antivirus software

B. configure the firewall to block traffic to the domain

C. add the domain to the blacklist

D. create an IPS signature for the domain

Answer: B
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NEW QUESTION 12
An analyst is reviewing a list of vulnerabilities, which were reported from a recent vulnerability scan of a Linux server.
Which of the following is MOST likely to be a false positive?

A. OpenSSH/OpenSSL Package Random Number Generator Weakness
B. Apache HTTP Server Byte Range DoS

C. GDI+ Remote Code Execution Vulnerability (MS08-052)

D. HTTP TRACE / TRACK Methods Allowed (002-1208)

E. SSL Certificate Expiry

Answer: E

NEW QUESTION 14
A security analyst discovered a specific series of IP addresses that are targeting an organization. None of the attacks have been successful. Which of the following
should the security analyst perform NEXT?

A. Begin blocking all IP addresses within that subnet.
B. Determine the attack vector and total attack surface.
C. Begin a kill chain analysis to determine the impact.
D. Conduct threat research on the IP addresses

Answer: D

NEW QUESTION 17
The security team at a large corporation is helping the payment-processing team to prepare for a regulatory compliance audit and meet the following objectives:

> Reduce the number of potential findings by the auditors.
> Limit the scope of the audit to only devices used by the payment-processing team for activities directly impacted by the regulations.
> Prevent the external-facing web infrastructure used by other teams from coming into scope.

> Limit the amount of exposure the company will face if the systems used by the payment-processing
team are compromised.
Which of the following would be the MOST effective way for the security team to meet these objectives?

A. Limit the permissions to prevent other employees from accessing data owned by the business unit.
B. Segment the servers and systems used by the business unit from the rest of the network.

C. Deploy patches to all servers and workstations across the entire organization.

D. Implement full-disk encryption on the laptops used by employees of the payment-processing team.

Answer: B

NEW QUESTION 21
A security analyst is investigating malicious traffic from an internal system that attempted to download proxy avoidance software as identified from the firewall logs
but the destination IP is blocked and not captured. Which of the following should the analyst do?

A. Shut down the computer

B. Capture live data using Wireshark

C. Take a snapshot

D. Determine if DNS logging is enabled.
E. Review the network logs.

Answer: A

NEW QUESTION 24
An organization developed a comprehensive incident response policy. Executive management approved the policy and its associated procedures. Which of the
following activities would be MOST beneficial to evaluate personnel’s familiarity with incident response procedures?

A. A simulated breach scenario involving the incident response team

B. Completion of annual information security awareness training by all employees

C. Tabletop activities involving business continuity team members

D. Completion of lessons-learned documentation by the computer security incident response team
E. External and internal penetration testing by a third party

Answer: A

NEW QUESTION 25
A company was recently awarded several large government contracts and wants to determine its current risk from one specific APT.
Which of the following threat modeling methodologies would be the MOST appropriate to use during this analysis?

A. Attack vectors

B. Adversary capability

C. Diamond Model of Intrusion Analysis
D. Kill chain

E. Total attack surface

Answer: B
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NEW QUESTION 27
A security analyst suspects a malware infection was caused by a user who downloaded malware after clicking http://<malwaresource>/a.php in a phishing email.
To prevent other computers from being infected by the same malware variation, the analyst should create a rule on the.

A. email server that automatically deletes attached executables.
B. IDS to match the malware sample.

C. proxy to block all connections to <malwaresource>.

D. firewall to block connection attempts to dynamic DNS hosts.

Answer: C

NEW QUESTION 31

You are a cybersecurity analyst tasked with interpreting scan data from Company A's servers. You must verify the requirements are being met for all of the servers
and recommend changes if you find they are not.

The company's hardening guidelines indicate the following:

* TLS 1.2 is the only version of TLS running.

» Apache 2.4.18 or greater should be used.

* Only default ports should be used. INSTRUCTIONS

Using the supplied data, record the status of compliance with the company's guidelines for each server.

The question contains two parts: make sure you complete Part 1 and Part 2. Make recommendations for issues based ONLY on the hardening guidelines
provided.

Partl

AppServl  AppServZ AppServd AppServd Fill aut the following report based on your analysis of the scan data.

AppServ1 is only using TLS 1.2
AppServZ is only using TLS 1.2
AppServ3 Is only using TLS 1.2
AppServd is only using TLS 1.2
AppServt is using Apache 2.4.18 or greater
AppServ2 is using Apache 2.4.18 or greater
AppServd is using Apache 2.4.18 or greater
AppServyd is using Apache 2.4.18 or greater
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Part 1

Compliance Report

AppServl AppServZ AppServd  AppServd Fill out the following report based on your analysis of the scan data.

Scan Data

INFOSEC:~# curl

AppServ is only using TLS 1.2
AppServZ is only using TLS 1.2
AppServd is only using TLS 1.2
AppServd is only using TLS 1.2
AppServl is using Apache 2.4.18 or grealer
AppServZ is using Apache 2.4.18 or greater
AppServd is using Apache 2.4.18 or greater
AppServd is using Apache 2.4.18 or greater

-----------------
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Pari 1

AppServl AppServZ AppServd AppServd Fill out the following report based on your analysis of the scan data.

Scan Data

AppServ1 is only using TLS 1.2
AppServ2 is only using TLS 1.2
AppServ3 is only using TLS 1.2
AppSenryd is only using TLS 1.2
AppServi is using Apache 2.4,18 or greater
AppServ2 is using Apache 2.4.18 or greater
AppSenry3 is using Apache 2.4.18 or greater
AppServd is using Apache 2.4.18 or greater
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Part 1

AppServl AppServZ AppServd  AppServd

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Part 1 Answer

Check on the following:

AppServl is only using TLS.1.2

AppServ4 is only using TLS.1.2

AppServl is using Apache 2.4.18 or greater
AppServ3 is using Apache 2.4.18 or greater
AppServ4 is using Apache 2.4.18 or greater

Your Partner of IT Exam

AppServ1 is only using TLS 1.2
AppServZ is only using TLS 1.2
AppServ3 is only using TLS 1.2
AppServd is only using TLS 1.2
AppServi is using Apache 2.4.18 or greater
AppServ2 is using Apache 2.4.18 or greater
AppSeny3 is using Apache 2.4.18 or grealer
AppServd is using Apache 2.4.18 or greater

AppSrvi
AppSrv2
AppSrv3
AppSrv4

T

AppServl AppServZ AppServd AppServd

Fill out the following report based on your analysis of the scan data.

o Add recommendation for |
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Part 2 Answer
Recommendation:
Recommendation is to disable TLS v1.1 on AppServ2 and AppServ3. Also upgrade AppServ2 Apache to version 2.4.48 from its current version of 2.3.48

et e

PRS- t ; - o Add Recommendalion for  AppSmvz »

r .::_rl:,ﬁ'ru=:'r=.l'-|_':-t cur] --head appsrvd. flctlonal org. com: 843 Server
iy AP ¥
HITP/1.1 28 O

Date: Wed, 76 Jun 3919 21:15:1% M1 SErvice Apache \ersion =
Server: Apache/1.3.48 (CentOs)

Lot -Modificd: Wed, M6 Jun IO1S X1208:22 GMT

ETag: “19520-58c48793017 7" Config Change Upgrade Versiar .
Accept-Ranges: bytes
Content-Length: 79136
Wory: Accept-Encoding o
Coche-Comtrol: max-age=3608 SRrver ApoSnsd -
Fupires: Wed, 36 Jen 3% 27:1%:15 M7
Content-Type: tewxt/hinl

Service HT TRD Secury ¥
rootifINFISEC 1=~ mmap - -script ssl-emm-ciphers appsrvi.fictionalorg.com -p 443 Conflg Change RESMCI TaTLS 15
Starting Mmap 6.90 [ http://rmsp.org | ot 209-06-26 16:87 (DT

o

Nmap scan report for AppSrv? Fictionalorg.com (38,27 .4.6%)

Host Is up (2.042z latency). Server ADErSred .
i8S record for 10.21.4.69: inaddrarps.fictionalorg.coe

Mot shown: 998 filtered ports

PoRT STATE SERVICE —RLYeR SSH v

Baftcp openm htip

A%/ tcp open  hTips -:,.n”: Change
55 ] -enum-clphers:

Remove or Disabhe T

NEW QUESTION 34

A development team uses open-source software and follows an Agile methodology with two-week sprints. Last month, the security team filed a bug for an insecure
version of a common library. The DevOps team updated the library on the server, and then the security team rescanned the server to verify it was no longer
vulnerable. This month, the security team found the same vulnerability on the server.

Which of the following should be done to correct the cause of the vulnerability?

A. Deploy a WAF in front of the application.

B. Implement a software repository management tool.

C. Install a HIPS on the server.

D. Instruct the developers to use input validation in the code.

Answer: B

NEW QUESTION 39

A compliance officer of a large organization has reviewed the firm's vendor management program but has discovered there are no controls defined to evaluate
third-party risk or hardware source authenticity. The compliance officer wants to gain some level of assurance on a recurring basis regarding the implementation of
controls by third parties.

Which of the following would BEST satisfy the objectives defined by the compliance officer? (Choose two.)

A. Executing vendor compliance assessments against the organization's security controls
B. Executing NDAs prior to sharing critical data with third parties

C. Soliciting third-party audit reports on an annual basis

D. Maintaining and reviewing the organizational risk assessment on a quarterly basis

E. Completing a business impact assessment for all critical service providers

F. Utilizing DLP capabilities at both the endpoint and perimeter levels

Answer: AC

NEW QUESTION 40

A Chief Information Security Officer (CISO) wants to upgrade an organization's security posture by improving proactive activities associated with attacks from
internal and external threats.

Which of the following is the MOST proactive tool or technique that feeds incident response capabilities?

A. Development of a hypothesis as part of threat hunting

B. Log correlation, monitoring, and automated reporting through a SIEM platform
C. Continuous compliance monitoring using SCAP dashboards

D. Quarterly vulnerability scanning using credentialed scans

Answer: A

NEW QUESTION 43

A Chief Information Security Officer (CISO) is concerned the development team, which consists of contractors, has too much access to customer data. Developers
use personal workstations, giving the company little to no visibility into the development activities.

Which of the following would be BEST to implement to alleviate the CISO's concern?

A.DLP

B. Encryption
C. Test data
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D. NDA

Answer: D

NEW QUESTION 48
A security team wants to make SaaS solutions accessible from only the corporate campus.
Which of the following would BEST accomplish this goal?

A. Geofencing

B. IP restrictions

C. Reverse proxy
D. Single sign-on

Answer: A

NEW QUESTION 49

A monthly job to install approved vendor software updates and hot fixes recently stopped working. The security team performed a vulnerability scan, which
identified several hosts as having some critical OS vulnerabilities, as referenced in the common vulnerabilities and exposures (CVE) database.

Which of the following should the security team do NEXT to resolve the critical findings in the most effective manner? (Choose two.)

A. Patch the required hosts with the correct updates and hot fixes, and rescan them for vulnerabilities.
B. Remove the servers reported to have high and medium vulnerabilities.

C. Tag the computers with critical findings as a business risk acceptance.

D. Manually patch the computers on the network, as recommended on the CVE website.

E. Harden the hosts on the network, as recommended by the NIST framework.

F. Resolve the monthly job issues and test them before applying them to the production network.

Answer: CE

NEW QUESTION 53
A security analyst is reviewing the following log entries to identify anomalous activity:

GET https://comptia.org/admin/login.htmléuserspassword\ HTTP/1.1

GET http://comptia.org/index.php\ HTTP/1.1

GET http://comptia.org/scripts/..%5c../Windows/System32/cmd.exe?/C+dir+c:\ HITR/1.1
GET http://comptia.org/media/contactus.html\ HITP/1.1

Which of the following attack types is occurring?

A. Directory traversal
B. SQL injection

C. Buffer overflow

D. Cross-site scripting

Answer: A

NEW QUESTION 56
As a proactive threat-hunting technique, hunters must develop situational cases based on likely attack scenarios derived from the available threat intelligence
information. After forming the basis of the scenario, which of the following may the threat hunter construct to establish a framework for threat assessment?

A. Critical asset list
B. Threat vector

C. Attack profile

D. Hypothesis

Answer: A

NEW QUESTION 59
Which of the following sets of attributes BEST illustrates the characteristics of an insider threat from a security perspective?

A. Unauthorized, unintentional, benign
B. Unauthorized, intentional, malicious
C. Authorized, intentional, malicious
D. Authorized, unintentional, benign

Answer: C

NEW QUESTION 64
An analyst has been asked to provide feedback regarding the control required by a revised regulatory framework At this time, the analyst only needs to focus on
the technical controls. Which of the following should the analyst provide an assessment of?

A. Tokenization of sensitive data

B. Establishment o' data classifications

C. Reporting on data retention and purging activities
D. Formal identification of data ownership

E. Execution of NDAs
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Answer: A

NEW QUESTION 66
The inability to do remote updates of certificates, keys, software, and firmware is a security issue commonly associated with:

A. web servers on private networks
B. HVAC control systems

C. smartphones

D. firewalls and UTM devices

Answer: D

NEW QUESTION 69

The computer incident response team at a multinational company has determined that a breach of sensitive data has occurred in which a threat actor has
compromised the organization’s email system. Per the incident response procedures, this breach requires notifying the board immediately. Which of the following
would be the BEST method of communication?

A. Post of the company blog

B. Corporate-hosted encrypted email
C. VoIP phone call

D. Summary sent by certified mail

E. Externally hosted instant message

Answer: C

NEW QUESTION 70
An information security analyst is working with a data owner to identify the appropriate controls to preserve the confidentiality of data within an enterprise
environment One of the primary concerns is exfiltration of data by malicious insiders Which of the following controls is the MOST appropriate to mitigate risks?

A. Data deduplication
B. OS fingerprinting

C. Digital watermarking
D. Data loss prevention

Answer: D

NEW QUESTION 72
A company wants to establish a threat-hunting team. Which of the following BEST describes the rationale for integration intelligence into hunt operations?

A. It enables the team to prioritize the focus area and tactics within the company’s environment.
B. It provide critically analyses for key enterprise servers and services.

C. It allow analysis to receive updates on newly discovered software vulnerabilities.

D. It supports rapid response and recovery during and followed an incident.

Answer: A
NEW QUESTION 73

A security analyst is reviewing the logs from an internal chat server. The chat.log file is too large to review manually, so the analyst wants to create a shorter log
file that only includes lines associated with a user demonstrating anomalous activity. Below is a snippet of the log:

Line User [ime Command Eesult
36570 DEV12 12.01.13.151219 KICK DEV27 OK
36371 JAVASHAREK 02.01.13.151255 JOIN #CHATOPS e32kkl0D OK
36572 DEV1Z2 02.01.13.151325 PART #CHATOPS OK
36573 CHATTER14 02.01.13.151327 JOIN':CAT ../ /etc/config’ OK
36214 PYTHONFUN J2.01.13.1513350 PRIVMSG DEVG99 #2" OK
36575 DEVSS )2.01.13.151358 FRIVMSG PYTHONFUN "OK" OK

Which of the following commands would work BEST to achieve the desired result?

A. grep -v chatter14 chat.log
B. grep -i pythonfun chat.log
C. grep -i javashark chat.log
D. grep -v javashark chat.log
E. grep -v pythonfun chat.log
F. grep -i chatterl4 chat.log

Answer: D

NEW QUESTION 78

A security analyst has received information from a third-party intelligence-sharing resource that indicates employee accounts were breached.
Which of the following is the NEXT step the analyst should take to address the issue?

A. Audit access permissions for all employees to ensure least privilege.

B. Force a password reset for the impacted employees and revoke any tokens.
C. Configure SSO to prevent passwords from going outside the local network.
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D. Set up privileged access management to ensure auditing is enabled.

Answer: B

NEW QUESTION 81
A security analyst wants to identify which vulnerabilities a potential attacker might initially exploit if the
network is compromised Which of the following would provide the BEST results?

A. Baseline configuration assessment
B. Uncredentialed scan

C. Network ping sweep

D. External penetration test

Answer: D

NEW QUESTION 86
A small organization has proprietary software that is used internally. The system has not been well maintained and cannot be updated with the rest of the
environment Which of the following is the BEST solution?

A. Virtualize the system and decommission the physical machine.
B. Remove it from the network and require air gapping.

C. Only allow access to the system via a jumpbox

D. Implement MFA on the specific system.

Answer: A

NEW QUESTION 89
An organization has not had an incident for several month. The Chief information Security Officer (CISO) wants to move to proactive stance for security
investigations. Which of the following would BEST meet that goal?

A. Root-cause analysis

B. Active response

C. Advanced antivirus

D. Information-sharing community
E. Threat hunting

Answer: E

NEW QUESTION 91
Which of me following BEST articulates the benefit of leveraging SCAP in an organization's cybersecurity analysis toolset?

A. It automatically performs remedial configuration changes lo enterprise security services
B. It enables standard checklist and vulnerability analysis expressions for automaton

C. It establishes a continuous integration environment for software development operations
D. It provides validation of suspected system vulnerabilities through workflow orchestration

Answer: B

NEW QUESTION 92

A system is experiencing noticeably slow response times, and users are being locked out frequently. An analyst asked for the system security plan and found the
system comprises two servers: an application server in the DMZ and a database server inside the trusted domain. Which of the following should be performed
NEXT to investigate the availability issue?

A. Review the firewall logs.

B. Review syslogs from critical servers.

C. Perform fuzzing.

D. Install a WAF in front of the application server.

Answer: C

NEW QUESTION 97
A developer wrote a script to make names and other PII data unidentifiable before loading a database export into the testing system Which of the following
describes the type of control that is being used?

A. Data encoding

B. Data masking

C. Data loss prevention
D. Data classification

Answer: C

NEW QUESTION 98
A malicious hacker wants to gather guest credentials on a hotel 802.11 network. Which of the following tools is the malicious hacker going to use to gain access to
information found on the hotel network?
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A. Nikto

B. Aircrak-ng
C. Nessus
D. tcpdump

Answer: A

NEW QUESTION 102
Which of the following roles is ultimately responsible for determining the classification levels assigned to specific data sets?

A. Data custodian

B. Data owner

C. Data processor

D. Senior management

Answer: B

NEW QUESTION 105
A security analyst is supporting an embedded software team. Which of the following is the BEST recommendation to ensure proper error handling at runtime?

A. Perform static code analysis.
B. Require application fuzzing.
C. Enforce input validation

D. Perform a code review

Answer: B

NEW QUESTION 107

A security analyst is investigating a malware infection that occurred on a Windows system. The system was not connected to a network and had no wireless
capability Company policy prohibits using portable media or mobile storage The security analyst is trying to determine which user caused the malware to get onto
the system Which of the following registry keys would MOST likely have this information?

A)

HEEY USERS\<user SID>\Softwars\Microsoft\Windows)

NEAIcftware\Microsolt\Windows \CurrentVersion\R

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 109

Which of the following policies would slate an employee should not disable security safeguards, such as host firewalls and antivirus on company systems?
A. Code of conduct policy

B. Account management policy

C. Password policy

D. Acceptable use policy

Answer: D

NEW QUESTION 111
The help desk provided a security analyst with a screenshot of a user's desktop:

For which of the following is aircrack-ng being used?
A. Wireless access point discovery

B. Rainbow attack

C. Brute-force attack

D. PCAP data collection

Answer: B
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NEW QUESTION 116
A cybersecurity analyst is supporting an incident response effort via threat intelligence. Which of the following is the analyst MOST likely executing?

A. Requirements analysis and collection planning
B. Containment and eradication

C. Recovery and post-incident review

D. Indicator enrichment and research pivoting

Answer: A

NEW QUESTION 118

A team of security analysts has been alerted to potential malware activity. The initial examination indicates one of the affected workstations is beaconing on TCP
port 80 to five IP addresses and attempting to spread across the network over port 445. Which of the following should be the team’s NEXT step during the
detection phase of this response process?

A. Escalate the incident to management, who will then engage the network infrastructure team to keep them informed.

B. Depending on system criticality, remove each affected device from the network by disabling wired and wireless connections.
C. Engage the engineering team to block SMB traffic internally and outbound HTTP traffic to the five IP addresses.

D. Identify potentially affected systems by creating a correlation search in the SIEM based on the network traffic.

Answer: D

NEW QUESTION 123
Which of the following technologies can be used to house the entropy keys for task encryption on desktops and laptops?

A. Self-encrypting drive
B. Bus encryption

C. TPM

D. HSM

Answer: A

NEW QUESTION 127
Bootloader malware was recently discovered on several company workstations. All the workstations run Windows and are current models with UEFI capability.
Which of the following UEFI settings is the MOST likely cause of the infections?

A. Compatibility mode
B. Secure boot mode
C. Native mode

D. Fast boot mode

Answer: A

NEW QUESTION 132

As part of an exercise set up by the information security officer, the IT staff must move some of the network systems to an off-site facility and redeploy them for
testing. All staff members must ensure their respective systems can power back up and match their gold image. If they find any inconsistencies, they must formally
document the information.

Which of the following BEST describes this test?

A. Walk through
B. Full interruption
C. Simulation

D. Parallel

Answer: C

NEW QUESTION 137
Which of the following software security best practices would prevent an attacker from being able to run arbitrary SQL commands within a web application?
(Choose two.)

A. Parameterized queries
B. Session management
C. Input validation

D. Output encoding

E. Data protection

F. Authentication

Answer: AC

NEW QUESTION 138
When attempting to do a stealth scan against a system that does not respond to ping, which of the following Nmap commands BEST accomplishes that goal?

A. nmap —sA -0 <system> -noping
B. nmap —sT -0 <system> -P0O
C. nmap -sS -0 <system> -P0
D. nmap —sQ —O <system> -P0O
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Answer: C

NEW QUESTION 140
A cybersecurity analyst is currently checking a newly deployed server that has an access control list applied. When conducting the scan, the analyst received the

following code snippet of results:
Mail Serverl

Trying 152.168.2.2
Connected

Get / HTTES 1.0

HTTP:1.0 200 Document follows
Server: server/0.10
Connection: close

Set—Cookis: testing=1l; path=/

Which of the following describes the output of this scan?

A. The analyst has discovered a False Positive, and the status code is incorrect providing an OK message.

B. The analyst has discovered a True Positive, and the status code is correct providing a file not found error message.
C. The analyst has discovered a True Positive, and the status code is incorrect providing a forbidden message.

D. The analyst has discovered a False Positive, and the status code is incorrect providing a server error message.

Answer: B

NEW QUESTION 141
During a cyber incident, which of the following is the BEST course of action?

A. Switch to using a pre-approved, secure, third-party communication system.

B. Keep the entire company informed to ensure transparency and integrity during the incident.

C. Restrict customer communication until the severity of the breach is confirmed.

D. Limit communications to pre-authorized parties to ensure response efforts remain confidential.

Answer: D

NEW QUESTION 145
A security analyst has received reports of very slow, intermittent access to a public-facing corporate server. Suspecting the system may be compromised, the
analyst runs the following commands:

[root@wwwl8 /tmp]# uptime

15:23: 35 up 2:133; 1 unser; load average: 87.22, 79.69;, 72.17
[root@wwwl8 /tmpl# crontab -1

* % * % % ftmpf.tft

[root@wwwl8 /tmpl# ps ax | grep tmp

1325 2?2 8s 0:00 /tmp/.t/t
[root@wwwl8 /tmp]# netstat -anlp
tep 0 0 0:0.0:0:22 172.168.0.0:* ESTABLISHED 1204/sshd
tep 8 O I27:0:0:1:631 0.0.0.0:1* LISTEN 1214 /cupsd
tcp 0 0 0.0.0.0:443 0:0:0.0:% LISTEN 12e7/httpd

Based on the output from the above commands, which of the following should the analyst do NEXT to further the investigation?

A. Run crontab -r; rm -rf /tmp/.t to remove and disable the malware on the system.

B. Examine the server logs for further indicators of compromise of a web application.

C. Run kill -9 1325 to bring the load average down so the server is usable again.

D. Perform a binary analysis on the /tmp/.t/t file, as it is likely to be a rogue SSHD server.

Answer: B

NEW QUESTION 149

As part of a merger with another organization, a Chief Information Security Officer (CISO) is working with an assessor to perform a risk assessment focused on
data privacy compliance. The CISO is primarily concerned with the potential legal liability and fines associated with data privacy. Based on the CISO's concerns,
the assessor will MOST likely focus on:

A. qualitative probabilities.
B. quantitative probabilities.
C. qualitative magnitude.
D. quantitative magnitude.

Answer: D

NEW QUESTION 153
A user's computer has been running slowly when the user tries to access web pages. A security analyst runs the command netstat -aon from the command line

and receives the following output:
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LINE PROTOCOL | LOCAL ADDRESS | FOREIGN ADHPE?*T STATE

i (T6P  1127.0.0.1:15453 1127.0.0.1:16374 | ESTABLISHED
2 . ,fg"f:r*iiulg%" .LEE?LQLQL{FR;QE | ESTABLISHED
3 TCP [192.168.0.23:443 [185.23.17.119:17207 | ESTABLISHED
4 Jrcp [192.168 0.23:13985] 172.217.0.14:443 _| ESTABLISHED
5  JrcP  [192.168.0.23:6023 [185.23.17.120:443 |ESTABLISHED
é TCP 192.168.0.23:7264 [10.23.63.217:445 | ESTABLISHED

Which of the following lines indicates the computer may be compromised?

A. Line 1l
B. Line 2
C. Line 3
D. Line 4
E. Line5
F. Line 6

Answer: D

NEW QUESTION 155
An analyst performs a routine scan of a host using Nmap and receives the following output:

$ nmap -s8S 10.0.3.1
Starting Nmap 8.9 (http://nmap.orq)
Nmap scan report for 10.0.3.1

at 2019-01-19 12:03 PST

Host 1s up

(0.

0098s latency}

Not shown: 979 closed port
PORT STATE SERVICE
20/tcp filtered ftp-data
21/tcp filtered ftp
22/tcp open ssh
23/tcp open telnet
80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 0.840 seconds

Which of the following should the analyst investigate FIRST?

A. Port 21
B. Port 22
C. Port 23
D. Port 80

Answer: C

NEW QUESTION 157

A security analyst received a SIEM alert regarding high levels of memory consumption for a critical system. After several attempts to remediate the issue, the
system went down. A root cause analysis revealed a bad actor forced the application to not reclaim memory. This caused the system to be depleted of resources.
Which of the following BEST describes this attack?

A. Injection attack

B. Memory corruption
C. Denial of service
D. Array attack

Answer: B

NEW QUESTION 158
A SIEM solution alerts a security analyst of a high number of login attempts against the company's webmail portal. The analyst determines the login attempts used
credentials from a past data breach. Which of the following is the BEST mitigation to prevent unauthorized access?

A. Single sign-on

B. Mandatory access control

C. Multifactor authentication

D. Federation

E. Privileged access management

Answer: E
NEW QUESTION 162

A security analyst received an alert from the SIEM indicating humerous login attempts from users outside their usual geographic zones, all of which were initiated
through the web-based mail server. The logs indicate all domain accounts experienced two login attempts during the same time frame.
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Which of the following is the MOST likely cause of this issue?

A. A password-spraying attack was performed against the organization.
B. A DDoS attack was performed against the organization.

C. This was normal shift work activity; the SIEM's Al is learning.

D. A credentialed external vulnerability scan was performed.

Answer: A

NEW QUESTION 163

While planning segmentation for an ICS environment, a security engineer determines IT resources will need access to devices within the ICS environment without
compromising security.

To provide the MOST secure access model in this scenario, the jumpbox should be.

A. placed in an isolated network segment, authenticated on the IT side, and forwarded into the ICS network.
B. placed on the ICS network with a static firewall rule that allows IT network resources to authenticate.

C. bridged between the IT and operational technology networks to allow authenticated access.

D. placed on the IT side of the network, authenticated, and tunneled into the ICS environment.

Answer: D

NEW QUESTION 165
An organization has several system that require specific logons Over the past few months, the security analyst has noticed numerous failed logon attempts
followed by password resets. Which of the following should the analyst do to reduce the occurrence of legitimate failed logons and password resets?

A. Use SSO across all applications

B. Perform a manual privilege review

C. Adjust the current monitoring and logging rules
D. Implement multifactor authentication

Answer: B

NEW QUESTION 167
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