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NEW QUESTION 1
Why containers are less secure that virtual machines?

A. Host OS on containers has a larger surface attack.

B. Containers may full fill disk space of the host.

C. A compromise container may cause a CPU starvation of the host.
D. Containers are attached to the same virtual network.

Answer: A

NEW QUESTION 2
Study the following log extract and identify the attack.

12/26-07:0622:31.167035 207.21%9.207.240:1882 -> 17216.1.106:80

TCP TTL:13 TTL:50 TOS:0x0 IP:53476 DFF
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A. Hexcode Attack

B. Cross Site Scripting

C. Multiple Domain Traversal Attack
D. Unicode Directory Traversal Attack

Answer: D

NEW QUESTION 3

What does the following command in netcat do? nc -l -u -p55555 < /etc/passwd
A. logs the incoming connections to /etc/passwd file

B. loads the /etc/passwd file to the UDP port 55555

C. grabs the /etc/passwd file when connected to UDP port 55555

D. deletes the /etc/passwd file when connected to the UDP port 55555

Answer: C

NEW QUESTION 4
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A network administrator discovers several unknown files in the root directory of his Linux FTP server. One of the files is a tarball, two are shell script files, and the
third is a binary file is named "nc." The FTP server's access logs show that the anonymous user account logged in to the server, uploaded the files, and extracted
the contents of the tarball and ran the script using a function provided by the FTP server's software. The “ps” command shows that the “nc” file is running as

process, and the netstat command shows the “nc” process is listening on a network port.

What kind of vulnerability must be present to make this remote attack possible?
A. File system permissions

B. Privilege escalation
C. Directory traversal
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D. Brute force login

Answer: A

NEW QUESTION 5
Which of the following is the structure designed to verify and authenticate the identity of individuals within the enterprise taking part in a data exchange?

A. SOA

B. biometrics

C. single sign on
D. PKI

Answer: D

NEW QUESTION 6
What two conditions must a digital signature meet?

A. Has to be the same number of characters as a physical signature and must be unique.
B. Has to be unforgeable, and has to be authentic.

C. Must be unigue and have special characters.

D. Has to be legible and neat.

Answer: B

NEW QUESTION 7

When you are getting information about a web server, it is very important to know the HTTP Methods (GET, POST, HEAD, PUT, DELETE, TRACE) that are
available because there are two critical methods (PUT and DELETE). PUT can upload a file to the server and DELETE can delete a file from the server. You can
detect all these methods (GET, POST, HEAD, DELETE, PUT, TRACE) using NMAP script engine. What Nmap script will help you with this task?

A. http-methods
B. http enum

C. http-headers
D. http-git

Answer: A

NEW QUESTION 8
Which of the following tools can be used to perform a zone transfer?

A. NSLookup
B. Finger

C. Dig

D. Sam Spade
E. Host

F. Netcat

G. Neotrace

Answer: ACDE

NEW QUESTION 9

Vlady works in a fishing company where the majority of the employees have very little understanding of IT let alone IT Security. Several information security issues
that Vlady often found includes, employees sharing password, writing his/her password on a post it note and stick it to his/her desk, leaving the computer unlocked,
didn’t log out from emails or other social media accounts, and etc.

After discussing with his boss, Vlady decided to make some changes to improve the security environment in his company. The first thing that Vlady wanted to do is
to make the employees understand the importance of keeping confidential information, such as password, a secret and they should not share it with other persons.
Which of the following steps should be the first thing that Vlady should do to make the employees in his company understand to importance of keeping confidential
information a secret?

A. Warning to those who write password on a post it note and put it on his/her desk

B. Developing a strict information security policy

C. Information security awareness training

D. Conducting a one to one discussion with the other employees about the importance of information security

Answer: A

NEW QUESTION 10

An incident investigator asks to receive a copy of the event logs from all firewalls, proxy servers, and Intrusion Detection Systems (IDS) on the network of an
organization that has experienced a possible breach of security. When the investigator attempts to correlate the information in all of the logs, the sequence of
many of the logged events do not match up.

What is the most likely cause?

A. The network devices are not all synchronized.

B. Proper chain of custody was not observed while collecting the logs.
C. The attacker altered or erased events from the logs.

D. The security breach was a false positive.

Answer: A
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NEW QUESTION 10

Scenariol:

* 1. Victim opens the attacker's web site.

* 2. Attacker sets up a web site which contains interesting and attractive content like ‘Do you want to make

$1000 in a day?'.

* 3. Victim clicks to the interesting and attractive content URL.

* 4, Attacker creates a transparent ‘'iframe’ in front of the URL which victim attempts to click, so victim thinks that he/she clicks to the 'Do you want to make $1000
in a day?' URL but actually he/she clicks to the content or URL that exists in the transparent ‘iframe' which is setup by the attacker.

What is the name of the attack which is mentioned in the scenario?

A. Session Fixation

B. HTML Injection

C. HTTP Parameter Pollution
D. Clickjacking Attack

Answer: D

NEW QUESTION 14
A network admin contacts you. He is concerned that ARP spoofing or poisoning might occur on his network. What are some things he can do to prevent it? Select
the best answers.

A. Use port security on his switches.

B. Use a tool like ARPwatch to monitor for strange ARP activity.
C. Use a firewall between all LAN segments.

D. If you have a small network, use static ARP entries.

E. Use only static IP addresses on all PC's.

Answer: ABD

NEW QUESTION 18
Which of the following describes the characteristics of a Boot Sector Virus?

A. Modifies directory table entries so that directory entries point to the virus code instead of the actual program.
B. Moves the MBR to another location on the RAM and copies itself to the original location of the MBR.

C. Moves the MBR to another location on the hard disk and copies itself to the original location of the MBR.

D. Overwrites the original MBR and only executes the new virus code.

Answer: C

NEW QUESTION 23
Which of the following is the BEST way to defend against network sniffing?

A. Using encryption protocols to secure network communications

B. Register all machines MAC Address in a Centralized Database

C. Use Static IP Address

D. Restrict Physical Access to Server Rooms hosting Critical Servers

Answer: A

NEW QUESTION 26
Which of the following algorithms can be used to guarantee the integrity of messages being sent, in transit, or stored?

A. symmetric algorithms
B. asymmetric algorithms
C. hashing algorithms

D. integrity algorithms

Answer: C

NEW QUESTION 29
In the field of cryptanalysis, what is meant by a “rubber-hose” attack?

A. Forcing the targeted keystream through a hardware-accelerated device such as an ASIC.

B. A backdoor placed into a cryptographic algorithm by its creator.

C. Extraction of cryptographic secrets through coercion or torture.

D. Attempting to decrypt ciphertext by making logical assumptions about the contents of the original plaintext.

Answer: C

NEW QUESTION 34

Suppose your company has just passed a security risk assessment exercise. The results display that the risk of the breach in the main company application is
50%. Security staff has taken some measures and

implemented the necessary controls. After that, another security risk assessment was performed showing that risk has decreased to 10%. The risk threshold for

the application is 20%. Which of the following risk decisions will be the best for the project in terms of its successful continuation with the most business profit?

A. Accept the risk
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B. Introduce more controls to bring risk to 0%
C. Mitigate the risk
D. Avoid the risk

Answer: A

NEW QUESTION 35
Based on the following extract from the log of a compromised machine, what is the hacker really trying to steal?

A. har.txt

B. SAM file
C. wwwroot
D. Repair file

Answer: B

NEW QUESTION 38
Which of the following is assured by the use of a hash?

A. Authentication
B. Confidentiality
C. Availability

D. Integrity

Answer: D

NEW QUESTION 39

Log monitoring tools performing behavioral analysis have alerted several suspicious logins on a Linux server occurring during non-business hours. After further
examination of all login activities, it is noticed that none of the logins have occurred during typical work hours. A Linux administrator who is investigating this
problem realizes the system time on the Linux server is wrong by more than twelve hours. What protocol used on Linux servers to synchronize the time has
stopped working?

A. Time Keeper
B. NTP

C. PPP

D. OSPP

Answer: B

NEW QUESTION 43
In Trojan terminology, what is a covert channel?

A. A channel that transfers information within a computer system or network in a way that violates the security policy
B. A legitimate communication path within a computer system or network for transfer of data

C. Itis a kernel operation that hides boot processes and services to mask detection

D. It is Reverse tunneling technique that uses HTTPS protocol instead of HTTP protocol to establish connections

Answer: A

NEW QUESTION 45
MX record priority increases as the number increases. (True/False.)

A. True
B. False

Answer: B

NEW QUESTION 47

An attacker has installed a RAT on a host. The attacker wants to ensure that when a user attempts to go to "www.MyPersonalBank.com”, the user is directed to a
phishing site.

Which file does the attacker need to modify?

A. Boot.ini
B. Sudoers
C. Networks
D. Hosts
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Answer: D

NEW QUESTION 52
How can you determine if an LM hash you extracted contains a password that is less than 8 characters long?

A. There is no way to tell because a hash cannot be reversed
B. The right most portion of the hash is always the same

C. The hash always starts with AB923D

D. The left most portion of the hash is always the same

E. A portion of the hash will be all 0's

Answer: B

NEW QUESTION 56
You have successfully logged on a Linux system. You want to now cover your trade Your login attempt may be logged on several files located in /var/log. Which
file does NOT belongs to the list:

A. user.log
B. auth.fesg
C. wtmp

D. btmp

Answer: C

NEW QUESTION 61

Tremp is an IT Security Manager, and he is planning to deploy an IDS in his small company. He is looking for an IDS with the following characteristics: - Verifies
success or failure of an attack - Monitors system activities Detects attacks that a network-based IDS fails to detect - Near real-time detection and response - Does
not require additional hardware - Lower entry cost Which type of IDS is best suited for Tremp's requirements?

A. Gateway-based IDS
B. Network-based IDS
C. Host-based IDS

D. Open source-based

Answer: C

NEW QUESTION 64
What kind of detection techniques is being used in antivirus softwares that identifies malware by collecting data from multiple protected systems and instead of
analyzing files locally it's made on the premiers environment

A. VCloud based
B. Honypot based
C. Behaviour based
D. Heuristics based

Answer: A

NEW QUESTION 67
Which of the following statements about a zone transfer is correct? (Choose three.)

A. A zone transfer is accomplished with the DNS

B. A zone transfer is accomplished with the nslookup service

C. A zone transfer passes all zone information that a DNS server maintains

D. A zone transfer passes all zone information that a nslookup server maintains

E. A zone transfer can be prevented by blocking all inbound TCP port 53 connections
F. Zone transfers cannot occur on the Internet

Answer: ACE

NEW QUESTION 68

Email is transmitted across the Internet using the Simple Mail Transport Protocol. SMTP does not encrypt email, leaving the information in the message vulnerable
to being read by an unauthorized person. SMTP can upgrade a connection between two mail servers to use TLS. Email transmitted by SMTP over TLS is
encrypted. What is the name of the command used by SMTP to transmit email over TLS?

A. OPPORTUNISTICTLS
B. UPGRADETLS

C. FORCETLS

D. STARTTLS

Answer: D
NEW QUESTION 71
Hackers often raise the trust level of a phishing message by modeling the email to look similar to the internal email used by the target company. This includes

using logos, formatting, and names of the target company. The phishing message will often use the name of the company CEO, President, or Managers. The time
a hacker spends performing research to locate this information about a company is known as?
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A. Exploration

B. Investigation

C. Reconnaissance
D. Enumeration

Answer: C

NEW QUESTION 73
If you want to only scan fewer ports than the default scan using Nmap tool, which option would you use?

A. —r

B. —F
C.-P

D. —sP
Answer: B

NEW QUESTION 76

You went to great lengths to install all the necessary technologies to prevent hacking attacks, such as expensive firewalls, antivirus software, anti-spam systems
and intrusion detection/prevention tools in your company's network. You have configured the most secure policies and tightened every device on your network.
You are confident that hackers will never be able to gain access to your network with complex security system in place.

Your peer, Peter Smith who works at the same department disagrees with you.

He says even the best network security technologies cannot prevent hackers gaining access to the network because of presence of "weakest link" in the security
chain.

What is Peter Smith talking about?

A. Untrained staff or ignorant computer users who inadvertently become the weakest link in your securitychain

B. "zero-day" exploits are the weakest link in the security chain since the IDS will not be able to detect these attacks

C. "Polymorphic viruses" are the weakest link in the security chain since the Anti-Virus scanners will not be able to detect these attacks

D. Continuous Spam e-mails cannot be blocked by your security system since spammers use different techniques to bypass the filters in your gateway

Answer: A

NEW QUESTION 80
Study the snort rule given below:

alert tcp SEXTERMAL NET any -» SHOME MET 135

(mag: "NETEIOS DCEBRPC ISystemfctivator bind attempt®™;

flow:to szerver, established; content: ™[03|7: distance: 0; within: 1;
content: “]obj”; distance: 1; within: 1; bvte test: 1, &, 1, 0, relacive;
content: “|A0 O01 00 00 OO0 OO0 00 OO CO 00 OO OO0 00 OD 00 46]":

di=stance: 28%; within: 16; reference: cwve, CAN-Z003-0352;

classtype: attempted-admin; =sid: 21582; rewv: 1:)

alert tcp SEXTERMAL NET any -» SHOME MET 445 (m=g: “NETBICSE SME

DCERPC ISystemictivator bind attempt”™; flow: to server, established;
content: “|FF|SME[j25]": nocase; offset:4d, depth:S; content: ™|26 00|7;
nocase; distance:5; within: 12 content: “j05|"; distance:0; within:1;
content: “job|[*: distance: 1; within: 1; byte test: 1, &, 1, O, relatiwe;
content: ™JAQ 01 G0 00 0O GO 00 0O CO 00 0O GO 00 00 OO0 46)7;

distance: 28; within: 1&6; reference: cve, CAN-Z003-03532:;

cla=zstype: attempted-admin; sid: 21583; rev: 1]

From the options below, choose the exploit against which this rule applies.

A. WebDav

B. SQL Slammer
C. MS Blaster

D. MyDoom

Answer: C

NEW QUESTION 84

During a recent security assessment, you discover the organization has one Domain Name Server (DNS) in a Demilitarized Zone (DMZ) and a second DNS server
on the internal network.

What is this type of DNS configuration commonly called?

A. DynDNS

B. DNS Scheme
C. DNSSEC

D. Split DNS

Answer: D
NEW QUESTION 86
User A is writing a sensitive email message to user B outside the local network. User A has chosen to use PKI to secure his message and ensure only user B can

read the sensitive email. At what layer of the OSI layer does the encryption and decryption of the message take place?

A. Application
B. Transport
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C. Session
D. Presentation

Answer: D

NEW QUESTION 89

Bob, your senior colleague, has sent you a mail regarding a deal with one of the clients. You are requested to accept the offer and you oblige. After 2 days. Bob
denies that he had ever sent a mail. What do you want to "know" to prove yourself that it was Bob who had send a mail?

A. Authentication

B. Confidentiality

C. Integrity

D. Non-Repudiation

Answer: D

NEW QUESTION 93
Which type of sniffing technique is generally referred as MiTM attack?

MAC Flooding
DNS Poisoning

ARP Poisoning

DHCP Attacks

Password Sniffing

Spoofing Attack

A. Password Sniffing
B. ARP Poisoning
C. Mac Flooding

D. DHCP Sniffing

Answer: B

NEW QUESTION 98
A zone file consists of which of the following Resource Records (RRs)?

A. DNS, NS, AXFR, and MX records
B. DNS, NS, PTR, and MX records
C. SOA, NS, AXFR, and MX records
D. SOA, NS, A, and MX records

Answer: D

NEW QUESTION 101

Which of the following viruses tries to hide from anti-virus programs by actively altering and corrupting the chosen service call interruptions when they are being
run?

A. Macro virus

B. Stealth/Tunneling virus

C. Cavity virus

D. Polymorphic virus

Answer: B

NEW QUESTION 102
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Let's imagine three companies (A, B and C), all competing in a challenging global environment. Company A and B are working together in developing a product
that will generate a major competitive advantage for them. Company A has a secure DNS server while company B has a DNS server vulnerable to spoofing. With
a spoofing attack on the DNS server of company B, company C gains access to outgoing e-mails from company B. How do you prevent DNS spoofing?

A. Install DNS logger and track vulnerable packets
B. Disable DNS timeouts

C. Install DNS Anti-spoofing

D. Disable DNS Zone Transfer

Answer: C

NEW QUESTION 105
Eve is spending her day scanning the library computers. She notices that Alice is using a computer whose port 445 is active and listening. Eve uses the ENUM tool
to enumerate Alice machine. From the command prompt, she types the following command.

For /f "tokens=1 %%a in (hackfile.txt) do net use *
ZWA010.1.2.3\c% Suser:"Administrator™ %%a

What is Eve trying to do?

A. Eve is trying to connect as a user with Administrator privileges

B. Eve is trying to enumerate all users with Administrative privileges

C. Eve is trying to carry out a password crack for user Administrator

D. Eve is trying to escalate privilege of the null user to that of Administrator

Answer: C

NEW QUESTION 107

Bob is going to perform an active session hijack against Brownies Inc. He has found a target that allows session oriented connections (Telnet) and performs the
sequence prediction on the target operating system. He manages to find an active session due to the high level of traffic on the network. What is Bob supposed to
do next?

A. Take over the session

B. Reverse sequence prediction
C. Guess the sequence numbers
D. Take one of the parties offline

Answer: C

NEW QUESTION 108
OpenSSL on Linux servers includes a command line tool for testing TLS. What is the name of the tool and the correct syntax to connect to a web server?

A. openssl s_client -site www.website.com:443

B. openssl_client -site www.website.com:443

C. openssl s_client -connect www.website.com:443
D. openssl_client -connect www.website.com:443

Answer: C

NEW QUESTION 110
Which of the following is not a Bluetooth attack?

A. Bluedriving

B. Bluesmacking
C. Bluejacking
D. Bluesnarfing

Answer: A

NEW QUESTION 112
Which of the following incident handling process phases is responsible for defining rules, collaborating human workforce, creating a back-up plan, and testing the
plans for an organization?

A. Preparation phase
B. Containment phase
C. Identification phase
D. Recovery phase

Answer: A

NEW QUESTION 114

A technician is resolving an issue where a computer is unable to connect to the Internet using a wireless access point. The computer is able to transfer files locally
to other machines, but cannot successfully reach the Internet. When the technician examines the IP address and default gateway they are both on the

192.168.1.0/24. Which of the following has occurred?

A. The computer is not using a private IP address.
B. The gateway is not routing to a public IP address.
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C. The gateway and the computer are not on the same network.

D. The computer is using an invalid IP address.

Answer: B

NEW QUESTION 115

To determine if a software program properly handles a wide range of invalid input, a form of automated testing can be used to randomly generate invalid input in

an attempt to crash the program.

What term is commonly used when referring to this type of testing?

A. Randomizing
B. Bounding

C. Mutating

D. Fuzzing

Answer: D

NEW QUESTION 116

How is the public key distributed in an orderly, controlled fashion so that the users can be sure of the sender’s identity?

A. Hash value
B. Private key
C. Digital signature
D. Digital certificate

Answer: D

NEW QUESTION 121

Which of the following programs is usually targeted at Microsoft Office products?

A. Polymorphic virus
B. Multipart virus

C. Macro virus

D. Stealth virus

Answer: C

NEW QUESTION 123

Which of the following is the primary objective of a rootkit?
A. It opens a port to provide an unauthorized service
B. It creates a buffer overflow

C. It replaces legitimate programs

D. It provides an undocumented opening in a program
Answer: C

NEW QUESTION 125

What is the purpose of DNS AAAA record?

A. Authorization, Authentication and Auditing record
B. Address prefix record

C. Address database record

D. IPv6 address resolution record

Answer: D

NEW QUESTION 130

Peter extracts the SIDs list from Windows 2000 Server machine using the hacking tool "SIDExtractor”. Here is the output of the SIDs:

s-1-5-21-1125394485-807628933-54978560-100Johns
-5-21-1125394485-807628933-54978560-652Rebecca
-5-21-1125394485-807628933-54978560-412Sheela
-5-21-1125394485-807628933-54978560-999Shawn
-5-21-1125394485-807628933-54978560-777Somia
1-5-21-1125394485-807628933-54978560-500chang
§-1-5-21-1125394485-807628933-54978560-555Micah

From the above list identify the user account with System Administrator privileges.

s-1
s-1
s-1
s-1
-

A. John

B. Rebecca
C. Sheela
D. Shawn
E. Somia
F. Chang
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G. Micah

Answer: F

NEW QUESTION 132
Although FTP traffic is not encrypted by default, which layer 3 protocol would allow for end-to-end encryption of the connection?

A. SFTP
B. Ipsec
C. SSL

D. FTPS

Answer: B

NEW QUESTION 134

In this attack, a victim receives an e-mail claiming from PayPal stating that their account has been disabled and confirmation is required before activation. The
attackers then scam to collect not one but two credit card numbers, ATM PIN number and other personal details. Ignorant users usually fall prey to this scam.
Which of the following statement is incorrect related to this attack?

A. Do not reply to email messages or popup ads asking for personal or financial information
B. Do not trust telephone numbers in e-mails or popup ads

C. Review credit card and bank account statements regularly

D. Antivirus, anti-spyware, and firewall software can very easily detect these type of attacks
E. Do not send credit card numbers, and personal or financial information via e-mail

Answer: D

NEW QUESTION 138
This kind of password cracking method uses word lists in combination with numbers and special characters:

A. Hybrid

B. Linear

C. Symmetric
D. Brute Force

Answer: A

NEW QUESTION 141
Some clients of TPNQM SA were redirected to a malicious site when they tried to access the TPNQM main site. Bob, a system administrator at TPNQM SA, found
that they were victims of DNS Cache Poisoning. What should Bob recommend to deal with such a threat?

A. The use of security agents in clients’ computers
B. The use of DNSSEC

C. The use of double-factor authentication

D. Client awareness

Answer: B

NEW QUESTION 145
Bob received this text message on his mobile phone: “Hello, this is Scott Smelby from the Yahoo Bank. Kindly contact me for a vital transaction on:
scottsmelby@yahoo.com”. Which statement below is true?

A. This is a scam as everybody can get a @yahoo address, not the Yahoo customer service employees.
B. This is a scam because Bob does not know Scaott.

C. Bob should write to scottmelby@yahoo.com to verify the identity of Scott.

D. This is probably a legitimate message as it comes from a respectable organization.

Answer: A

NEW QUESTION 146
Take a look at the following attack on a Web Server using obstructed URL:

2
f

X

http://www.certifiedhacker.com/script.ext
BT4%E63%2E£%70%61%73%7

template=%2e%Z2e%2f%2e%2e%2f%2e%2e%2E
This regusst is mads up of:
t2e%Ze%2f%2e%iftle%iexif = L./ LS L

565%74%63 = etc

o
oo

E17HG4

Ll

.
o

How would you protect from these attacks?

A. Configure the Web Server to deny requests involving "hex encoded" characters
B. Create rules in IDS to alert on strange Unicode requests

C. Use SSL authentication on Web Servers

D. Enable Active Scripts Detection at the firewall and routers
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Answer: B

NEW QUESTION 148
Study the snort rule given below and interpret the rule. alert tcp any any -->192.168.1.0/24 111 (content:"|00 01 86 a5|"; msG. "mountd access";)

A. An alert is generated when a TCP packet is generated from any IP on the 192.168.1.0 subnet and destined to any IP on port 111

B. An alert is generated when any packet other than a TCP packet is seen on the network and destined for the 192.168.1.0 subnet

C. An alert is generated when a TCP packet is originated from port 111 of any IP address to the 192.168.1.0 subnet

D. An alert is generated when a TCP packet originating from any IP address is seen on the network and destined for any IP address on the 192.168.1.0 subnet on
port 111

Answer: D

NEW QUESTION 149
Which of the following are well known password-cracking programs?

A. LOphtcrack

B. NetCat

C. Jack the Ripper
D. Netbus

E. John the Ripper

Answer: AE

NEW QUESTION 153
Which results will be returned with the following Google search query? site:target.com — site:Marketing.target.com accounting

A. Results from matches on the site marketing.target.com that are in the domain target.com but do not include the word accounting.
B. Results matching all words in the query.

C. Results for matches on target.com and Marketing.target.com that include the word “accounting”

D. Results matching “accounting” in domain target.com but not on the site Marketing.target.com

Answer: D

NEW QUESTION 157

You are the Network Admin, and you get a complaint that some of the websites are no longer accessible. You try to ping the servers and find them to be
reachable. Then you type the IP address and then you try on the browser, and find it to be accessible. But they are not accessible when you try using the URL.
What may be the problem?

A. Traffic is Blocked on UDP Port 53
B. Traffic is Blocked on TCP Port 80
C. Traffic is Blocked on TCP Port 54
D. Traffic is Blocked on UDP Port 80

Answer: A

NEW QUESTION 161
Todd has been asked by the security officer to purchase a counter-based authentication system. Which of the following best describes this type of system?

A. A biometric system that bases authentication decisions on behavioral attributes.

B. A biometric system that bases authentication decisions on physical attributes.

C. An authentication system that creates one-time passwords that are encrypted with secret keys.
D. An authentication system that uses passphrases that are converted into virtual passwords.

Answer: C

NEW QUESTION 162
By using a smart card and pin, you are using a two-factor authentication that satisfies

A. Something you are and something you remember
B. Something you have and something you know

C. Something you know and something you are

D. Something you have and something you are

Answer: B

NEW QUESTION 163
What is the way to decide how a packet will move from an untrusted outside host to a protected inside that is behind a firewall, which permits the hacker to
determine which ports are open and if the packets can pass through the packet-filtering of the firewall?

A. Session hijacking

B. Firewalking

C. Man-in-the middle attack
D. Network sniffing
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Answer: B

NEW QUESTION 167

In the context of password security, a simple dictionary attack involves loading a dictionary file (a text file full of dictionary words) into a cracking application such
as LOphtCrack or John the Ripper, and running it against user accounts located by the application. The larger the word and word fragment selection, the more
effective the dictionary attack is. The brute force method is the most inclusive, although slow. It usually tries every possible letter and number combination in its
automated exploration. If you would use both brute force and dictionary methods combined together to have variation of words, what would you call such an

attack?

A. Full Blown
B. Thorough
C. Hybrid

D. BruteDics

Answer: C

NEW QUESTION 170

Peter is surfing the internet looking for information about DX Company. Which hacking process is Peter doing?

A. Scanning

B. Footprinting

C. Enumeration

D. System Hacking

Answer: B

NEW QUESTION 174

Susan has attached to her company's network. She has managed to synchronize her boss's sessions with that of the file server. She then intercepted his traffic

destined for the server, changed it the way she wanted to and then placed it on the server in his home directory.

What kind of attack is Susan carrying on?

A. A sniffing attack
B. A spoofing attack

C. A man in the middle attack

D. A denial of service attack

Answer: C

NEW QUESTION 175

is a set of extensions to DNS that provide the origin authentication of DNS data to DNS clients (resolvers) so as to reduce the threat of DNS poisoning, spoofing,
and similar types of attacks.

A. DNSSEC

B. Resource records
C. Resource transfer
D. Zone transfer

Answer: A

NEW QUESTION 176

The following is an entry captured by a network IDS. You are assigned the task of analyzing this entry. You notice the value 0x90, which is the most common

NOOP instruction for the Intel processor. You figure that the attacker is attempting a buffer overflow attack.
You also notice "/bin/sh" in the ASCII part of the output. As an analyst what would you conclude about the attack?
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06 38 02 03

0.05inxvy..
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A. The buffer overflow attack has been neutralized by the IDS

B. The attacker is creating a directory on the compromised machine

C. The attacker is attempting a buffer overflow attack and has succeeded
D. The attacker is attempting an exploit that launches a command-line shell

Answer: D

NEW QUESTION 178
You are attempting to run an Nmap port scan on a web server. Which of the following commands would result in a scan of common ports with the least amount of
noise in order to evade IDS?

A.nmap -A - Pn

B. nmap -sP -p-65535 -T5

C. nmap -sT -O -TO

D. nmap -A --host-timeout 99 -T1

Answer: C

NEW QUESTION 183
Which of the following is the best countermeasure to encrypting ransomwares?

A. Use multiple antivirus softwares

B. Pay a ransom

C. Keep some generation of off-line backup

D. Analyze the ransomware to get decryption key of encrypted data

Answer: C

NEW QUESTION 184
Which of the following is a low-tech way of gaining unauthorized access to systems?

A. Social Engineering
B. Eavesdropping

C. Scanning

D. Sniffing

Answer: A

NEW QUESTION 185
Which address translation scheme would allow a single public IP address to always correspond to a single machine on an internal network, allowing "server
publishing"?

A. Overloading Port Address Translation
B. Dynamic Port Address Translation

C. Dynamic Network Address Translation
D. Static Network Address Translation

Answer: D

NEW QUESTION 190
Identify the web application attack where the attackers exploit vulnerabilities in dynamically generated web pages to inject client-side script into web pages viewed
by other users.

A. LDAP Injection attack

B. Cross-Site Scripting (XSS)

C. SQL injection attack

D. Cross-Site Request Forgery (CSRF)

Answer: B

NEW QUESTION 191

A company's policy requires employees to perform file transfers using protocols which encrypt traffic. You suspect some employees are still performing file
transfers using unencrypted protocols because the employees do not like changes. You have positioned a network sniffer to capture traffic from the laptops used
by employees in the data ingest department. Using Wire shark to examine the captured traffic, which command can be used as a display filter to find unencrypted
file transfers?

A. tcp.port 1= 21

B. tcp.port = 23

C. tcp.port ==21

D. tcp.port ==21 || tcp.port ==22
Answer: D

NEW QUESTION 196
Which mode of IPSec should you use to assure security and confidentiality of data within the same LAN?
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A. ESP transport mode
B. ESP confidential
C. AH permiscuous
D. AH Tunnel mode

Answer: A

NEW QUESTION 201
If a token and 4-digit personal identification number (PIN) are used to access a computer system and the token performs off-line checking for the correct PIN, what
type of attack is possible?

A. Birthday

B. Brute force

C. Man-in-the-middle
D. Smurf

Answer: B

NEW QUESTION 202
Which of the following is a command line packet analyzer similar to GUI-based Wireshark?

A. nessus

B. tcpdump

C. ethereal

D. jack the ripper

Answer: B

NEW QUESTION 205

An attacker is trying to redirect the traffic of a small office. That office is using their own mail server, DNS server and NTP server because of the importance of their
job. The attacker gain access to the DNS server and redirect the direction www.google.com to his own IP address. Now when the employees of the office want to
go to Google they are being redirected to the attacker machine. What is the name of this kind of attack?

A. MAC Flooding
B. Smurf Attack
C. DNS spoofing
D. ARP Poisoning

Answer: C

NEW QUESTION 207

While using your bank’s online servicing you notice the following string in the URL bar:

“http: // www. MyPersonalBank. com/ account?id=368940911028389&Damount=10980&Camount=21"

You observe that if you modify the Damount & Camount values and submit the request, that data on the web page reflects the changes.
Which type of vulnerability is present on this site?

A. Cookie Tampering

B. SQL Injection

C. Web Parameter Tampering
D. XSS Reflection

Answer: C

NEW QUESTION 208
Which method of password cracking takes the most time and effort?

A. Dictionary attack
B. Shoulder surfing
C. Rainbow tables

D. Brute force

Answer: D

NEW QUESTION 211
Which of the following LM hashes represent a password of less than 8 characters? (Choose two.)

A. BA810DBA98995F1817306D272A9441BB
B. 44EFCE164AB921CQAAD3B435B51404EE
C. 0182BD0BD4444BF836077A718CCDF409
D. CEC52EB9C8E3455DC2265B23734E0DAC
E. B757BF5C0D87772FAAD3B435B51404EE
F. E52CAC67419A9A224A3B108F3FAGCB6D

Answer: BE

NEW QUESTION 214
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A. Grabbing the etc/passwd file

B. Grabbing the SAM

C. Connecting to a Linux computer through Samba.
D. This command is used to connect as a null session
E. Enumeration of Cisco routers

Answer: D

NEW QUESTION 216
John the Ripper is a technical assessment tool used to test the weakness of which of the following?

A. Passwords
B. File permissions
C. Firewall rulesets
D. Usernames

Answer: A

NEW QUESTION 217

Which definition among those given below best describes a covert channel?
A. A server program using a port that is not well known.

B. Making use of a protocol in a way it is not intended to be used.

C. It is the multiplexing taking place on a communication link.

D. It is one of the weak channels used by WEP which makes it insecure

Answer: B

NEW QUESTION 218
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