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NEW QUESTION 1
Which of the following steps in the troubleshooting theory should be performed after a solution has been implemented? (Choose two.)

A. Perform a root cause analysis
B. Develop a plan of action

C. Document the findings

D. Escalate the issue

E. Scope the issue

F. Notify the users

Answer: CF

NEW QUESTION 2

A server administrator is exporting Windows system files before patching and saving them to the following location:
\\server\ITDept\

Which of the following is a storage protocol that the administrator is MOST likely using to save this data?

A. eSATA
B. FCoE
C.CIFS
D. SAS

Answer: C

NEW QUESTION 3
A server is reporting a hard drive S.M.A.R.T. error. When a technician checks on the drive, however, it appears that all drives in the server are functioning
normally. Which of the following is the reason for this issue?

A.ASMAR.

B. error is a predictive failure notic

C. The drive will fail in the near future and should be replaced at the next earliest time possible

D. AS.M.AR.

E. error is a write operation erro

F. It has detected that the write sent to the drive was incorrectly formatted and has requested a retransmission of the write from the controller
G. ASMAR.

H. error is simply a bad secto

I. The drive has marked the sector as bad and will continue to function properly

J.ASMAR.

K. erroris an ECC erro

L. Due to error checking and correcting, the drive has corrected the missing bit and completed the write operation correctly.

Answer: C

NEW QUESTION 4
A company’s IDS has identified outbound traffic from one of the web servers coming over port 389 to an outside address. This server only hosts websites. The
company’s SOC administrator has asked a technician to harden this server. Which of the following would be the BEST way to complete this request?

A. Disable port 389 on the server
B. Move traffic from port 389 to port 443
C. Move traffic from port 389 to port 637
D. Enable port 389 for web traffic

Answer: C

NEW QUESTION 5
Which of the following would be BEST to help protect an organization against social engineering?

A. More complex passwords

B. Recurring training and support

C. Single sign-on

D. An updated code of conduct to enforce social media

Answer: D

NEW QUESTION 6
A systems administrator is performing maintenance on 12 Windows servers that are in different racks at a large datacenter. Which of the following would allow the
administrator to perform maintenance on all 12 servers without having to physically be at each server? (Choose two.)

A. Remote desktop

B. IP KVM

C. A console connection

D. A virtual administration console
E. Remote drive access

F. A crash cart

Answer: AB
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NEW QUESTION 7
Which of the following backup types only records changes to the data blocks on a virtual machine?

A. Differential
B. Snapshot

C. Incremental
D. Synthetic full

Answer: C

NEW QUESTION 8
Which of the following server types would benefit MOST from the use of a load balancer?

A. DNS server
B. File server
C. DHCP server
D. Web server

Answer: D

NEW QUESTION 9
A server administrator needs to keep a copy of an important fileshare that can be used to restore the share as quickly as possible. Which of the following is the
BEST solution?

A. Copy the fileshare to an LTO-4 tape drive

B. Configure a new incremental backup job for the fileshare

C. Create an additional partition and move a copy of the fileshare
D. Create a snapshot of the fileshare

Answer: D

NEW QUESTION 10
Which of the following can be BEST described as the amount of time a company can afford to be down during recovery from an outage?

A. SLA
B. MTBF
C.RTO
D. MTTR

Answer: C

NEW QUESTION 10
An administrator is configuring a server that will host a high-performance financial application. Which of the following disk types will serve this purpose?

A. SAS SSD

B. SATA SSD

C. SAS drive with 10000rpm
D. SATA drive with 15000rpm

Answer: A

NEW QUESTION 14
Which of the following DR testing scenarios is described as verbally walking through each step of the DR plan in the context of a meeting?

A. Live failover

B. Simulated failover
C. Asynchronous

D. Tabletop

Answer: A

NEW QUESTION 17

Users in an office lost access to a file server following a short power outage. The server administrator noticed the server was powered off. Which of the following
should the administrator do to prevent this situation in the future?

A. Connect the server to a KVM

B. Use cable management

C. Connect the server to a redundant network

D. Connect the server to a UPS

Answer: D

NEW QUESTION 19
A technician is trying to determine the reason why a Linux server is not communicating on a network. The returned network configuration is as follows:
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ethO: flags=4163<UP, BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 127.0.0.1 network 255.255.0.0 broadcast 127.0.0.1
Which of the following BEST describes what is happening?

A. The server is configured to use DHCP on a network that has multiple scope options

B. The server is configured to use DHCP, but the DHCP server is sending an incorrect subnet mask
C. The server is configured to use DHCP on a network that does not have a DHCP server

D. The server is configured to use DHCP, but the DHCP server is sending an incorrect MTU setting

Answer: B

NEW QUESTION 24
A company is running an application on a file server. A security scan reports the application has a known vulnerability. Which of the following would be the
company’s BEST course of action?

A. Upgrade the application package
B. Tighten the rules on the firewall
C. Install antivirus software

D. Patch the server OS

Answer: D

NEW QUESTION 25
A storage administrator is investigating an issue with a failed hard drive. A technician replaced the drive in the storage array; however, there is still an issue with
the logical volume. Which of the following best describes the NEXT step that should be completed to restore the volume?

A. Initialize the volume
B. Format the volume

C. Replace the volume
D. Rebuild the volume

Answer: D

NEW QUESTION 26

A server technician has been asked to upload a few files from the internal web server to the internal FTP server. The technician logs in to the web server using
PUTTY, but the connection to the FTP server fails. However, the FTP connection from the technician’s workstation is su?cessful. To troubleshoot the issue, the
technician executes the following command on both the web server and the workstation:

ping ftp.acme.local

The IP address in the command output is different on each machine. Which of the following is the MOST likely reason for the connection failure?

A. A misconfigured firewall

B. A misconfigured hosts.deny file
C. A misconfigured hosts file

D. A misconfigured hosts.allow file

Answer: D

NEW QUESTION 30
A technician is attempting to update a server’s firmware. After inserting the media for the firmware and restarting the server, the machine starts normally into the
OS. Which of the following should the technician do NEXT to install the firmware?

A. Press F8 to enter safe mode

B. Boot from the media

C. Enable HIDS on the server

D. Log in with an administrative account

Answer: B

NEW QUESTION 35
A server administrator mounted a new hard disk on a Linux system with a mount point of /newdisk. It was later determined that users were unable to create
directories or files on the new mount point. Which of the following commands would successfully mount the drive with the required parameters?

A. echo /newdisk >> /etc/fstab

B. net use /newdisk

C. mount —o remount, rw /newdisk
D. mount —a

Answer: C

NEW QUESTION 38

Which of the following BEST describes the concept of right to downgrade?

A. It allows for the return of a new OS license if the newer OS is not compatible with the currently installed software and is returning to the previously used OS
B. It allows a server to run on fewer resources than what is outlined in the minimum requirements document without purchasing a license

C. It allows for a previous version of an OS to be deployed in a test environment for each current license that is purchased
D. It allows a previous version of an OS to be installed and covered by the same license as the newer version
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Answer: B

NEW QUESTION 41
A server that recently received hardware upgrades has begun to experience random BSOD conditions. Which of the following are likely causes of the issue?
(Choose two.)

A. Faulty memory

B. Data partition error

C. Incorrectly seated memory
D. Incompatible disk speed
E. Uninitialized disk

F. Overallocated memory

Answer: AC

NEW QUESTION 42

A systems administrator is setting up a new server that will be used as a DHCP server. The administrator installs the OS but is then unable to log on using Active
Directory credentials. The administrator logs on using the local administrator account and verifies the server has the correct IP address, subnet mask, and default
gateway. The administrator then gets on another server and can ping the new server. Which of the following is causing the issue?

A. Port 443 is not open on the firewall

B. The server is experiencing a downstream failure
C. The local hosts file is blank

D. The server is not joined to the domain

Answer: D

NEW QUESTION 43
Which of the following is a method that is used to prevent motor vehicles from getting too close to building entrances and exits?

A. Bollards

B. Reflective glass
C. Security guards
D. Security cameras

Answer: A

NEW QUESTION 45
A server administrator is using remote access to update a server. The administrator notices numerous error messages when using YUM to update the applications
on a server. Which of the following should the administrator check FIRST?

A. Network connectivity on the server
B. LVM status on the server

C. Disk space in the /var directory

D. YUM dependencies

Answer: D

NEW QUESTION 47
Which of the following is typical of software licensing in the cloud?

A. Per socket

B. Perpetual

C. Subscription-based
D. Site-based

Answer: C

NEW QUESTION 52
A company has implemented a requirement to encrypt all the hard drives on its servers as part of a data loss prevention strategy. Which of the following should the
company also perform as a data loss prevention method?

A. Encrypt all network traffic

B. Implement MFA on all the servers with encrypted data
C. Block the servers from using an encrypted USB

D. Implement port security on the switches

Answer: D
NEW QUESTION 56
An administrator needs to perform bare-metal maintenance on a server in a remote datacenter. Which of the following should the administrator use to access the

server’'s console?

A. IP KVM
B. VNC
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C. A crash cart
D. RDP
E. SSH

Answer: D

NEW QUESTION 57
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