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NEW QUESTION 1
A company installed a new backup and recovery system. Which of the following types of backups should be completed FIRST?

A. Full

B. Non-parity

C. Differential

D. Incremental

Answer: A

Explanation:

The type of backup that should be completed FIRST after installing a new backup and recovery system is a full backup. This is because a full backup is a complete
backup of all data and is the foundation for all other backups. After a full backup is completed, other types of backups, such as differential and incremental
backups, can be performed.

NEW QUESTION 2

A user turns on a new laptop and attempts to log in to specialized software, but receives a message stating that the address is already in use. The user logs on to
the old desktop and receives the same message. A technician checks the account and sees a comment that the user requires a specifically allocated address
before connecting to the software. Which of the following should the technician do to MOST likely resolve the issue?

A. Bridge the LAN connection between the laptop and the desktop.
B. Set the laptop configuration to DHCP to prevent conflicts.

C. Remove the static IP configuration from the desktop.

D. Replace the network card in the laptop, as it may be defective.

Answer: C

Explanation:
The new laptop was set up with the static IP it needs to connect to the software. The old desktop is still configured with that IP, hence the conflict.

NEW QUESTION 3
A technician is troubleshooting a customer's PC and receives a phone call. The technician does not take the call and sets the phone to silent. Which of the
following BEST describes the technician's actions?

A. Avoid distractions

B. Deal appropriately with customer's confidential material
C. Adhere to user privacy policy

D. Set and meet timelines

Answer: A

Explanation:

The technician has taken the appropriate action by not taking the call and setting the phone to silent in order to avoid any distractions and remain focused on the
task at hand. This is a good example of how to maintain focus and productivity when working on a customer's PC, and will help to ensure that the job is completed
in a timely and efficient manner.

NEW QUESTION 4
A user is having issues with document-processing software on a Windows workstation. Other users that log in to the same device do not have the same issue.
Which of the following should a technician do to remediate the issue?

A. Roll back the updates.
B. Increase the page file.
C. Update the drivers.
D. Rebuild the profile.

Answer: D

Explanation:
The issue is specific to the user’s profile, so the technician should rebuild the profile. Rebuilding the profile will create a new profile and transfer the user’s data to
the new profilel

NEW QUESTION 5
A call center technician receives a call from a user asking how to update Windows Which of the following describes what the technician should do?

A. Have the user consider using an iPad if the user is unable to complete updates

B. Have the user text the user's password to the technician.

C. Ask the user to click in the Search field, type Check for Updates, and then press the Enter key
D. Advise the user to wait for an upcoming, automatic patch

Answer: C
Explanation:
The technician should guide the user to update Windows through the built-in "Check for Updates" feature. This can be done by having the user click in the Search

field, type "Check for Updates”, and then press the Enter key. This will bring up the Windows Update function, which will search for any available updates and give
the user the option to install them.
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NEW QUESTION 6
A technician receives a ticket indicating the user cannot resolve external web pages However, specific IP addresses are working. Which of the following does the
technician MOST likely need to change on the workstation to resolve the issue?

A. Default gateway
B. Host address
C. Name server
D. Subnet mask

Answer: A

Explanation:

The technician most likely needs to change the default gateway on the workstation to resolve the issue. The default gateway is the IP address of the router that
connects the workstation to the internet, and it is responsible for routing traffic between the workstation and the internet. If the default gateway is incorrect, the
workstation will not be able to access external web pages.

NEW QUESTION 7
After a company installed a new SOHO router customers were unable to access the company-hosted public website. Which of the following will MOST likely allow
customers to access the website?

A. Port forwarding

B. Firmware updates
C. IP filtering

D. Content filtering

Answer: B

Explanation:

If customers are unable to access the company-hosted public website after installing a new SOHO router, the company should check for firmware updatesl.
Firmware updates can fix bugs and compatibility issues that may be preventing customers from accessing the websitel. The company should also ensure that the
router is properly configured to allow traffic to the websitel. If the router is blocking traffic to the website, the company should configure the router to allow traffic to
the websitel.

NEW QUESTION 8

A help desk team lead contacts a systems administrator because the technicians are unable to log in to a Linux server that is used to access tools. When the
administrator tries to use remote desktop to log in to the server, the administrator sees the GUI is crashing. Which of the following methods can the administrator
use to troubleshoot the server effectively?

A. SFTP
B. SSH
C.VNC
D. MSRA

Answer: C

Explanation:

The administrator can use Virtual Network Computing (VNC) to troubleshoot the server effectively. VNC is a graphical desktop sharing system that allows the
administrator to remotely control the desktop of a Linux

server.

NEW QUESTION 9
A technician installed a known-good, compatible motherboard on a new laptop. However, the motherboard is not working on the laptop. Which of the following
should the technician MOST likely have done to prevent damage?

A. Removed all jewelry

B. Completed an inventory of tools before use
C. Practiced electrical fire safety

D. Connected a proper ESD strap

Answer: D

Explanation:

The technician should have connected a proper ESD strap to prevent damage to the motherboard. ESD (electrostatic discharge) can cause damage to electronic
components, and an ESD strap helps to prevent this by grounding the technician and preventing the buildup of static electricity. Removing all jewelry is also a good
practice, but it is not the most likely solution to this problem.

NEW QUESTION 10
A technician has spent hours trying to resolve a computer issue for the company's Chief Executive Officer (CEO). The CEO needs the device returned as soon as
possible. Which of the following steps should the technician take NEXT?

A. Continue researching the issue

B. Repeat the iterative processes

C. Inform the CEO the repair will take a couple of weeks
D. Escalate the ticket

Answer: D

Explanation:
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The technician should escalate the ticket to ensure that the CEO’s device is returned as soon as possiblel

NEW QUESTION 10
A user installed a new application that automatically starts each time the user logs in to a Windows 10 system. The user does not want this to happen and has
asked for this setting to be changed. Which of the following tools would the technician MOST likely use to safely make this change?

A. Registry Editor

B. Task Manager

C. Event Viewer

D. Local Users and Groups

Answer: B

Explanation:

The technician would most likely use the Task Manager tool to safely make this chaln2ge

The Task Manager tool can be used to disable applications from starting automatically on Windows 10

The tool that a technician would most likely use to stop an application from automatically starting when a user logs in to a Windows 10 system is the Task
Manager. The Task Manager can be used to view and manage processes, including those that are set to automatically start when a user logs in to the system.

NEW QUESTION 12
A user is attempting to make a purchase at a store using a phone. The user places the phone on the payment pad, but the device does not recognize the phone.
The user attempts to restart the phone but still has the same results. Which of the following should the user do to resolve the issue?

A. Turn off airplane mode while at the register.
B. Verify that NFC is enabled.

C. Connect to the store's Wi-Fi network.

D. Enable Bluetooth on the phone.

Answer: B

Explanation:

The user should verify that NFC is enabled on their phone. NFC is a technology that allows two devices to communicate with each other when they are in close
proximity2.

NFC (Near Field Communication) technology allows a phone to wirelessly communicate with a payment terminal or other compatible device. In order to use NFC
to make a payment or transfer information, the feature must be enabled on the phone. Therefore, the user should verify that NFC is enabled on their phone before
attempting to make a payment with it. The other options, such as turning off airplane mode, connecting to Wi-Fi, or enabling Bluetooth, do not pertain to the NFC
feature and are unlikely to resolve the issue. This information is covered in the Comptia A+ Core2 documents/guide under the Mobile Devices section.

NEW QUESTION 14
A user enabled a mobile device's screen lock function with pattern unlock. The user is concerned someone could access the mobile device by repeatedly
attempting random patterns to unlock the device. Which of the following features BEST addresses the user's concern?

A. Remote wipe

B. Anti-malware

C. Device encryption

D. Failed login restrictions

Answer: A

Explanation:
The feature that BEST addresses the user’s concern is remote wipe. This is because remote wipe allows the user to erase all data on the mobile device if it is lost
or stolen, which will prevent unauthorized access to the devicel.

NEW QUESTION 18
A technician is troubleshooting an issue involving programs on a Windows 10 machine that are loading on startup but causing excessive boot times. Which of the
following should the technician do to selectively prevent programs from loading?

A. Right-click the Windows button, then select Run entering shell startup and clicking OK, and then move items one by one to the Recycle Bin
B. Remark out entries listed HKEY_LOCAL_MACHINE>SOFTWARE>Microsoft>Windows>CurrentVersion>Run

C. Manually disable all startup tasks currently listed as enabled and reboot checking for issue resolution at startup

D. Open the Startup tab and methodically disable items currently listed as enabled and reboot, checking for issue resolution at each startup.

Answer: D

Explanation:

This is the most effective way to selectively prevent programs from loading on a Windows 10 machine. The Startup tab can be accessed by opening Task Manager
and then selecting the Startup tab. From there, the technician can methodically disable items that are currently listed as enabled, reboot the machine, and check
for issue resolution at each startup. If the issue persists, the technician can then move on to disabling the next item on the list.

NEW QUESTION 21
Sensitive data was leaked from a user's smartphone. A technician discovered an unapproved application was installed, and the user has full access to the device's
command shell. Which of the following is the NEXT step the technician should take to find the cause of the leaked data?

A. Restore the device to factory settings.

B. Uninstall the unapproved application.

C. Disable the ability to install applications from unknown sources.
D. Ensure the device is connected to the corporate WiFi network.
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Answer: B

Explanation:

The technician should disable the user’s access to the device’'s command shell. This will prevent the user from accessing sensitive data and will help to prevent
further data leaks. The technician should then investigate the unapproved application to determine if it is the cause of the data leak. If the application is found to be
the cause of the leak, the technician should uninstall the application and restore the device to factory settings. If the application is not the cause of the leak, the
technician should investigate further to determine the cause of the leak. Disabling the ability to install applications from unknown sources can help to prevent future
data leaks, but it is not the next step the technician should take in this scenario. Ensuring the device is connected to the corporate WiFi network is not relevant to
this scenariol

NEW QUESTION 23
A technician has verified that a user's computer has a virus, and the antivirus software is out Of date. Which of the following steps should the technician take
NEXT?

A. Quarantine the computer.

B. use a previous restore point,

C. Educate the end user about viruses
D. Download the latest virus definitions

Answer: D

Explanation:

This will ensure that the antivirus software is up-to-date, and can detect any new viruses that may have been released since the last virus definition update.

The CompTIA A+ Core 2 220-1002 exam covers this topic in the following domains: 1.3 Explain the importance of security awareness and 2.2 Given a scenario,
use secure data management and disaster recovery principles.

NEW QUESTION 25
A user's system is infected with malware. A technician updates the anti-malware software and runs a scan that removes the malware. After the user reboots the
system, it once again becomes infected with malware. Which of the following will MOST likely help to permanently remove the malware?

A. Enabling System Restore
B. Educating the user

C. Booting into safe mode
D. Scheduling a scan

Answer: B

Explanation:

Although updating the anti-malware software and running scans are important steps in removing malware, they may not be sufficient to permanently remove the
malware if the user keeps engaging in behaviors that leave the system vulnerable, such as downloading unknown files or visiting malicious websites. Therefore,
educating the user on safe computing practices is the best way to prevent future infections and permanently remove the malware.

Enabling System Restore, Booting into safe mode, and scheduling a scan are not the most efficient ways to permanently remove the malware. Enabling System
Restore and Booting into safe mode may help in some cases, but they may not be sufficient to permanently remove the malware. Scheduling a scan is also
important for detecting and removing malware, but it may not be sufficient to prevent future infections.
https://partners.comptia.org/docs/default-source/resources/comptia-a-220-1102-exam-objectives-(3-0)

NEW QUESTION 30
A technician is configuring a SOHO device Company policy dictates that static IP addresses cannot be used. The company wants the server to maintain the same
IP address at all times. Which of the following should the technician use?

A. DHCP reservation
B. Port forwarding
C. DNS A record

D. NAT

Answer: A

Explanation:
The technician should use DHCP reservation to maintain the same IP address for the server at all times. DHCP reservation allows the server to obtain an IP
address dynamically from the DHCP server, while ensuring that the same IP address is assigned to the server each time it requests an IP address.

NEW QUESTION 34
A user reports a PC is running slowly. The technician suspects it has a badly fragmented hard drive. Which of the following tools should the technician use?

A. resmon exe
B. msconfig.extf
C. dfrgui exe

D. msmfo32.exe

Answer: C
Explanation:

The technician should use dfrgui.exe to defragment the hard drivel

NEW QUESTION 39
A company is Issuing smartphones to employees and needs to ensure data is secure if the devices are lost or stolen. Which of the following provides the BEST
solution?
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A. Anti-malware

B. Remote wipe

C. Locator applications
D. Screen lock

Answer: B

Explanation:
This is because remote wipe allows the data on the smartphone to be erased remotely, which helps to ensure that sensitive data does not fall into the wrong
hands.

NEW QUESTION 41

Ann, a CEO, has purchased a new consumer-class tablet for personal use, but she is unable to connect it to the company’s wireless network. All the corporate
laptops are connecting without issue. She has asked you to assist with getting the device online.

INSTRUCTIONS

Review the network diagrams and device configurations to determine the cause of the problem and resolve any discovered issues.

If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.
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NEW QUESTION 43

A user calls the help desk to report potential malware on a computer. The anomalous activity began after the user clicked a link to a free gift card in a recent email
The technician asks the user to describe any unusual activity, such as slow performance, excessive pop-ups, and browser redirections. Which of the following
should the technician do NEXT?

A. Advise the user to run a complete system scan using the OS anti-malware application

B. Guide the user to reboot the machine into safe mode and verify whether the anomalous activities are still present

C. Have the user check for recently installed applications and outline those installed since the link in the email was clicked
D. Instruct the user to disconnect the Ethernet connection to the corporate network.

Answer: D

Explanation:
First thing you want to do is quarantine/disconnect the affected system from the network so whatever malicious software doesn't spread.

NEW QUESTION 46
A technician is tasked with configuring a computer for a visually impaired user. Which of the following utilities should the technician use?

A. Device Manager

B. System

C. Ease of Access Center
D. Programs and Features

Answer: C

Explanation:

The Ease of Access Center is a built-in utility in Windows that provides tools and options for making a computer easier to use for individuals with disabilities,
including the visually impaired. In the Ease of Access Center, the technician can turn on options like high contrast display, screen magnification, and screen reader
software to help the user better interact with the computer.

NEW QUESTION 51
Which of the following is an example of MFA?

A. Fingerprint scan and retina scan
B. Password and PIN

C. Username and password

D. Smart card and password

Answer: D
Explanation:

Smart card and password is an example of two-factor authentication (2FA), not multi-factor authentication (MFA). MFA requires two or more authentication factors.
Smart card and password is an example of two-factor authentication (2FA)2

NEW QUESTION 53
A user reports that text on the screen is too small. The user would like to make the text larger and easier to see. Which of the following is the BEST way for the
user to increase the size of text, applications, and other items using the Windows 10 Settings tool?

A. Open Settings select Devices, select Display, and change the display resolution to a lower resolution option
B. Open Settings, select System, select Display, and change the display resolution to a lower resolution option.
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C. Open Settings Select System, select Display, and change the Scale and layout setting to a higher percentage.
D. Open Settings select Personalization, select Display and change the Scale and layout setting to a higher percentage

Answer: C

Explanation:
Open Settings, select System, select Display, and change the Scale and layout setting to a higher percentagel2 3

NEW QUESTION 57
A technician has been tasked with installing a workstation that will be used tor point-of-sale transactions. The point-of-sale system will process credit cards and
loyalty cards. Which of the following encryption technologies should be used to secure the workstation in case of theft?

A. Data-in-transit encryption
B. File encryption

C. USB drive encryption

D. Disk encryption

Answer: D

Explanation:
Disk encryption should be used to secure the workstation in case of theft. Disk encryption can help to protect data on the hard drive by encrypting it so that it
cannot be accessed without the correct encryption key.

NEW QUESTION 59
A user reports a workstation has been performing strangely after a suspicious email was opened on it earlier in the week. Which of the following should the
technician perform FIRST?

A. Escalate the ticket to Tier 2.

B. Run a virus scan.

C. Utilize a Windows restore point.
D. Reimage the computer.

Answer: B

Explanation:

https://partners.comptia.org/docs/default-source/resources/comptia-a-220-1102-exam-objectives-(3-0)

When a user reports that their workstation is behaving strangely after opening a suspicious email, the first step a technician should take is to run a virus scan on
the computer. This is because opening a suspicious email is a common way for viruses and malware to infect a computer. Running a virus scan can help identify
and remove any infections that may be causing the computer to behave strangely.

NEW QUESTION 61
Which of the following is the MOST basic version of Windows that includes BitLocker?

A. Home

B. pro

C. Enterprise

D. Pro for Workstations

Answer: D

Explanation:

The most basic version of Windows that includes BitLocker is Windows Pro. BitLocker is a feature of Windows Pro that provides full disk encryption for all data on
a storage drive [1]. It helps protect data from unauthorized access or theft and can help secure data from malicious attacks. Pro for Workstations includes this
feature, as well as other features such as support for up to 6 TB of RAM and ReFS.

NEW QUESTION 66
A suite of security applications was installed a few days ago on a user's home computer. The user reports that the computer has been running slowly since the
installation. The user notices the hard drive activity light is constantly solid. Which of the following should be checked FIRST?

A. Services in Control Panel to check for overutilization

B. Performance Monitor to check for resource utilization

C. System File Checker to check for modified Windows files
D. Event Viewer to identify errors

Answer: C

Explanation:

System File Checker to check for modified Windows files. System File Checker (SFC) is a Windows utility that can be used to scan for and restore corrupt
Windows system files. SFC can be used to detect and fix any modified or corrupted system files on a computer, and thus should be checked first when a user
reports that their computer has been running slowly since the installation of security applications [1][2]. By checking SFC, any modified or corrupted system files
can be identified and fixed, potentially improving the overall performance of the computer.

NEW QUESTION 67
An incident handler needs to preserve evidence for possible litigation. Which of the following will the incident handler MOST likely do to preserve the evidence?

A. Encrypt the files
B. Clone any impacted hard drives
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C. Contact the cyber insurance company
D. Inform law enforcement

Answer: B

Explanation:

The incident handler should clone any impacted hard drives to preserve evidence for possible litigationl

NEW QUESTION 70

A technician connects an additional monitor to a PC using a USB port. The original HDMI monitor is mounted to the left of the new monitor. When moving the
mouse to the right from the original monitor to the new monitor, the mouse stops at the end of the screen on the original monitor. Which

of the following will allow the mouse to correctly move to the new monitor?

A. Rearranging the monitor's position in display settings
B. Swapping the cables for the monitors

C. Using the Ctrl+Alt+> to correct the display orientation

D. Updating the display drivers for the video card

Answer: B

Explanation:

The correct answer is B. Swapping the cables for the monitors. When the second monitor is connected with the HDMI port, it is necessary to swap the cables for
the monitors so that the mouse can move from the original monitor to the new monitor. This is because the HDMI port is designed to only support one monitor, and

the mouse will not be able to move from one to the other without the cables being swapped.

According to CompTIA A+ Core 2 documents, "When connecting multiple displays to a system, the cables used to connect the displays must be swapped between
the displays. For example, if a monitor is connected to a system using a VGA cable, the VGA cable must be moved to the next display to allow the mouse to move
between the two displays.”

NEW QUESTION 71

Welcome to your first day as a Fictional Company. LLC helpdesk employee. Please work the tickets in your helpdesk ticket queue.

Click on individual tickers to see the ticket details. View attachments to determine the problem.

Select the appropriate issue from the ‘issue' drop-down menu. Then, select the MOST efficient resolution from the 'Resolution' drop-down menu. Finally, select the
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated
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NEW QUESTION 74
A change advisory board just approved a change request. Which of the following is the MOST likely next step in the change process?

A. End user acceptance

B. Perform risk analysis

C. Communicate to stakeholders
D. Sandbox testing

Answer: D

Explanation:
The risk analysis should be performed before it's taken to the board. The step after the board approves the change is End User Agreenment Reference:
https://www.youtube.com/watch?v=Ru77iZxuEIA&list=PLG49S3nxzAnna96gzhJrzkii4AhH_mgwW4b&index=59

NEW QUESTION 76
A bank would like to enhance building security in order to prevent vehicles from driving into the building while also maintaining easy access for customers. Which
of the following BEST addresses this need?

A. Guards

B. Bollards

C. Motion sensors

D. Access control vestibule

Answer: B

Explanation:

Bollards are the best solution to enhance building security in order to prevent vehicles from driving into the building while also maintaining easy access for
customers4

References: 2. Bollards. Retrieved from https://en.wikipedia.org/wiki/Bollard

NEW QUESTION 80
A user reports that antivirus software indicates a computer is infected with viruses. The user thinks this happened white browsing the internet. The technician does
not recognize the interface with which the antivirus message is presented. Which of the following is the NEXT step the technician should take?

A. Shut down the infected computer and swap it with another computer

B. Investigate what the interface is and what triggered it to pop up

C. Proceed with initiating a full scan and removal of the viruses using the presented interface
D. Call the phone number displayed in the interface of the antivirus removal tool

Answer: B
Explanation:
The technician should not proceed with initiating a full scan and removal of the viruses using the presented interface or call the phone number displayed in the

interface of the antivirus removal tool12
Shutting down the infected computer and swapping it with another computer is not necessary at this point12 The technician should not immediately assume that
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the message is legitimate or perform any actions without knowing what the interface is and what triggered it to pop up. It is important to investigate the issue
further, including checking the legitimacy of the antivirus program and the message it is displaying.

NEW QUESTION 81

A user receives a notification indicating the antivirus protection on a company laptop is out of date. A technician is able to ping the user's laptop. The technician
checks the antivirus parent servers and sees the

latest signatures have been installed. The technician then checks the user's laptop and finds the antivirus engine and definitions are current. Which of the following
has MOST likely occurred?

A. Ransomware

B. Failed OS updates
C. Adware

D. Missing system files

Answer: B

Explanation:

The most likely reason for the antivirus protection on a company laptop being out of date is failed OS updatesl. Antivirus software relies on the operating system to
function properly. If the operating system is not up-to-date, the antivirus software may not function properly and may not be able to receive the latest virus
definitions and updates2. Therefore, it is important to keep the operating system up-to-date to ensure the antivirus software is functioning properly2.

NEW QUESTION 86
A technician is setting up a backup method on a workstation that only requires two sets of tapes to restore. Which of the following would BEST accomplish this
task?

A. Differential backup
B. Off-site backup

C. Incremental backup
D. Full backup

Answer: D

Explanation:
A full backup involves creating a copy of all data on the workstation, including system files and user-created data, and storing it on a set of tapes. This ensures that
all data is backed up, and ensures that the data can be restored in the event of a system failure or data loss.

NEW QUESTION 90
A technician suspects a rootkit has been installed and needs to be removed. Which of the following would BEST resolve the issue?

A. Application updates
B. Anti-malware software
C. OS reinstallation

D. File restore

Answer: C

Explanation:

If a rootkit has caused a deep infection, then the only way to remove the rootkit is to reinstall the operating system. This is because rootkits are designed to be
difficult to detect and remove, and they can hide in the operating system’s kernel, making it difficult to remove them without reinstalling the operating system
https://www.minitool.com/backup-tips/how-to-get-rid-of-rootkit-windows-10.html

NEW QUESTION 95
A technician is setting up a desktop computer in a small office. The user will need to access files on a drive shared from another desktop on the network. Which of
the following configurations should the technician employ to achieve this goal?

A. Configure the network as private

B. Enable a proxy server

C. Grant the network administrator role to the user
D. Create a shortcut to public documents

Answer: A
Explanation:

The technician should configure the network as private to allow the user to access files on a drive shared from another desktop on the networkl

NEW QUESTION 97
A user created a file on a shared drive and wants to prevent its data from being accidentally deleted by others. Which of the following applications should the
technician use to assist the user with hiding the file?

A. Device Manager

B. Indexing Options

C. File Explorer

D. Administrative Tools

Answer: C

Explanation:
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The technician should use the File Explorer application to assist the user with hiding the file 1. The user can right-click the file and select Properties. In the
Properties dialog box, select the Hidden check box, and then click OK 1.

NEW QUESTION 98
Which of the following change management documents includes how to uninstall a patch?

A. Purpose of change
B. Rollback plan

C. Scope of change
D. Risk analysis

Answer: B

Explanation:

The change management document that includes how to uninstall a patch is called the “rollback plan”. The rollback plan is a document that outlines the steps that
should be taken to undo a change that has been made to a system. In the case of a patch, the rollback plan would include instructions on how to uninstall the
patch if it causes problems or conflicts with other softwarel12

NEW QUESTION 100
A manager reports that staff members often forget the passwords to their mobile devices and applications. Which of the following should the systems administrator
do to reduce the number of help desk tickets submitted?

A. Enable multifactor authentication.

B. Increase the failed log-in threshold.

C. Remove complex password requirements.
D. Implement a single sign-on with biometrics.

Answer: A

Explanation:

Multifactor authentication (MFA) is a security measure that requires users to provide multiple pieces of evidence when logging in to an account or system. This can
include a combination of something the user knows (e.g. a password or PIN), something the user has (e.g. a security token or smartphone) and something the
user is (e.g. biometrics such as a fingerprint or face scan). By enabling MFA, the systems administrator can ensure that users are required to provide multiple
pieces of evidence when logging in, making it more difficult for unauthorized users to gain access to the system. This can help reduce the number of help desk
tickets submitted due to forgotten passwords.

NEW QUESTION 105
A technician is setting up a new laptop. The company's security policy states that users cannot install virtual machines. Which of the following should the technician
implement to prevent users from enabling virtual technology on their laptops?

A. UEFI password

B. Secure boot

C. Account lockout

D. Restricted user permissions

Answer: B

Explanation:

A technician setting up a new laptop must ensure that users cannot install virtual machines as the company's security policy states One way to prevent users from
enabling virtual technology is by implementing Secure Boot. Secure Boot is a feature of UEFI firmware that ensures the system only boots using firmware that is
trusted by the manufacturer. It verifies the signature of all bootloaders, operating systems, and drivers before running them, preventing any unauthorized
modifications to the boot process. This will help prevent users from installing virtual machines on the laptop without authorization.

NEW QUESTION 108
Which of the following is MOST likely contained in an EULA?

A. Chain of custody

B. Backup of software code

C. Personally identifiable information
D. Restrictions of use

Answer: D

Explanation:

An EULA (End-User License Agreement) is a legally binding contract between a software supplier and a customer or end-user, generally made available to the
customer via a retailer acting as an intermediary. A EULA specifies in detail the rights and restrictions which apply to the use of the software. Some of the main
terms included in an EULA are the terms and scope of the license, any licensing fees, warranties and disclaimers, limitation of liability, revocation or termination of
the license, and intellectual property information and restrictions on using the license (e.g. modification and copyingl)
https://www.termsfeed.com/blog/eula-vs-terms-conditions/

NEW QUESTION 113
A technician downloaded software from the Internet that required the technician to scroll through a text box and at the end of the text box, click a button labeled
Accept Which of the following agreements IS MOST likely in use?

A. DRM
B. NDA
C. EULA
D. MOU
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Answer: C

Explanation:

The most likely agreement in use here is a EULA (End User License Agreement). This is a legally binding agreement between the user and the software
developer, outlining the terms and conditions that the user must agree to in order to use the software. It is important that the user understands and agrees to the
EULA before they can proceed with downloading and installing the software. As stated in the CompTIA A+ Core 2 exam objectives, users should be aware of the
EULA before downloading any software.

NEW QUESTION 117

A user is unable to use any internet-related functions on a smartphone when it is not connected to Wi-Fi When the smartphone is connected to Wi-Fi the user can
browse the internet and send and receive email. The user is also able to send and receive text messages and phone calls when the smartphone is not connected
to Wi-Fi. Which of the following is the MOST likely reason the user is unable to use the internet on the smartphone when it is not connected to Wi-Fi?

A. The smartphone's line was not provisioned with a data plan
B. The smartphone's SIM card has failed

C. The smartphone's Bluetooth radio is disabled.

D. The smartphone has too many applications open

Answer: A
Explanation:
The smartphone’s line was not provisioned with a data plan. The user is unable to use any internet-related functions on the smartphone when it is not connected

to Wi-Fi because the smartphone’s line was not provisioned with a data plan. The user can send and receive text messages and phone calls when the
smartphone is not connected to Wi-Fi because these functions do not require an internet connectionl

NEW QUESTION 122
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