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NEW QUESTION 1
DRAG DROP

Match the Palo Alto Networks Security Operating Platform architecture to its description.
Select and Place:

Identifies and inspects all traffic to block

known threat
Threat Intelligence Clond Drag answer here =
Gathers, analyzes, correlates, and
) i dissemminates threats fo and from the
Next-Generation Firewall Dirag answer here network and endpoints located within the
network.
Inspects processes and ﬁ]cs_u:u prevent
Advanced Endpolat e e known and unknown exploits.
Protection
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Gathers, analyzes, correlates, and Identifies and inspects all traffic to block
disseminates threats (o and from the known threats,
Threat Intelligence Clond | network and endpoints locatsd within the
network.
Identifies and inspects all trafficto block  Gathers, analyzes, correlates, and
kmown fheeais, disseminates threats to and from the
Next-Generation Firevwall network and endpoints locared within the
network
Inspects processes and files to prevent Inspects processes and files to prevent
known and unknown exploits. known and unknown exploits.

Advanced Endpoint
Protection

NEW QUESTION 2
Which firewall plane provides configuration, logging, and reporting functions on a separate processor?

A. control

B. network processing
C. data

D. security processing

Answer: A

NEW QUESTION 3
How many zones can an interface be assigned with a Palo Alto Networks firewall?

A. two
B. three
C. four
D. one

Answer: BC

Explanation:
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Palo Alto Networks User-ID Agent Se

Enable Security Log -/
Server Log Monitor Frequency (sec) 15
Enable Session ./
Server Session Read Frequency (sec) 10
Movell eDirectory Query Interval (sec) 30
Syslog Service Profile
Enable Probing
Probe Interval (min) 20
Enable User Identification Timeout -/
User Identification Timeout (min) 45
Allow matching usemames without domains
Enable NTLM
NTLM Domain
User-ID Collector Name
A. Enable Security Log
B. Server Log Monitor Frequency (sec)
C. Enable Session
D. Enable Probing

NEW QUESTION 4

5. Which two configuration settings shown are not the default? (Choose two.)

Employees are shown an application block page when they try to access YouTube. Which security policy is blocking the YouTube application?

Name Type Zone URL Action | Profile
Category

1| Deny Universal | Inside Any Deny | None
Google

2 | Aliowed- | Universal | Inside Any Allow | None
Security Ssh
serv... 5l

3 | inwrazone- | Intrazone | Any | Any (intrazone) | Any Any Any Any Allow | None
default

4 | Interzone- | Imerzone | Any | Any Any Any Any Any Any Deny | None
detault

A. intrazone-default

B. Deny Google

C. allowed-security services
D. interzone-default

Answer: D

NEW QUESTION 5

NAT Policy Rule

| General  Original Packet '

A. Translation Type
B. Interface

C. Address Type

D. IP Address

Answer: A

NEW QUESTION 6
Which interface does not require a MAC or IP address?

A. Virtual Wire
B. Layer3

C. Layer2

D. Loopback
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Answer: A

NEW QUESTION 7
What are two differences between an implicit dependency and an explicit dependency in App- ID? (Choose two.)

A. An implicit dependency does not require the dependent application to be added in the security policy
B. An implicit dependency requires the dependent application to be added in the security policy
C. An explicit dependency does not require the dependent application to be added in the security policy
D. An explicit dependency requires the dependent application to be added in the security policy

Answer: AD

NEW QUESTION 8
In which stage of the Cyber-Attack Lifecycle would the attacker inject a PDF file within an email?

A. Weaponization

B. Reconnaissance

C. Installation

D. Command and Control
E. Exploitation

Answer: A

NEW QUESTION 9

Identify the correct order to configure the PAN-OS integrated USER-ID agent.

3. add the service account to monitor the server(s)

2. define the address of the servers to be monitored on the firewall

4. commit the configuration, and verify agent connection status

1. create a service account on the Domain Controller with sufficient permissions to execute the User- ID agent

A. 2-3-4-1
B. 1-4-3-2
C.3-1-24
D. 1-3-2-4

Answer: D

NEW QUESTION 10
Based on the security policy rules shown, ssh will be allowed on which port?

Source Destination
Hame Type Zone | Address | Zone Address | Application | Service UL Action | Profile
Category

1| Deny Universal | Inside | Any Outside Ay Google- Apphication=d | Any Deny | None
Google docs-base

2 | Allowed- Universal Inside | Any Cutside Ay Sampyd Application-d | Any Alow None
sELunty Ssh
SETV.. 551

3| intrazome- | Imirazone | Any Any [intrazone) | Amy Any Ary Any Allow None
default

4 | Interzone- | Interzone | Any Any Any Ay Any Ay Any Deny None
default

A. 80

B. 53

C.22

D. 23

Answer: C

NEW QUESTION 10

An administrator notices that protection is needed for traffic within the network due to malicious lateral movement activity. Based on the image shown, which traffic

would the administrator need to monitor and block to mitigate the malicious activity?
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A. branch office traffic
B. north-south traffic
C. perimeter traffic

D. east-west traffic

Answer: D

NEW QUESTION 15
Given the topology, which zone type should zone A and zone B to be configured with?
Zome A Farewall Zou: B

A. Layer3

B. Tap

C. Layer2

D. Virtual Wire

Answer: A

NEW QUESTION 18
To use Active Directory to authenticate administrators, which server profile is required in the authentication profile?

A. domain controller
B. TACACS+

C. LDAP

D. RADIUS

Answer: C

NEW QUESTION 19

Which interface type is used to monitor traffic and cannot be used to perform traffic shaping?
A. Layer 2

B. Tap

C. Layer 3

D. Virtual Wire

Answer: B

NEW QUESTION 23

Which administrator type provides more granular options to determine what the administrator can view and modify when creating an administrator account?

A. Root

B. Dynamic
C. Role-based
D. Superuser

Answer: C

NEW QUESTION 24

Which administrator type utilizes predefined roles for a local administrator account?
A. Superuser

B. Role-based

C. Dynamic

D. Device administrator

Answer: C

NEW QUESTION 29
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Name Tags | Type Zone | Address | User | HIP Zone Address | Hit Last | First | Application | Service Action | Profile
Profile Count | Hit Hit
1| Allow None | Universal | Inside | Any Any | Aagy Outside | Any - - - Office- Application- | Allow | None
Office program d..
Programs
2| Allow FTP | None | Universal | Inside | Aay Any | Any Outside | fip- - - any fip-service.. | Allow | Neae
to web ser.. server
3| Allow None | Universal | Inside | Any Any | Any Outside | Any - . facebook Application- | Allow | None
Social d..:
Networkin .
Given the image, which two options are true about the Security policy rules. (Choose two.)
A. The Allow Office Programs rule is using an Application Filter
B. In the Allow FTP to web server rule, FTP is allowed using App-1D
C. The Allow Office Programs rule is using an Application Group
D. In the Allow Social Networking rule, allows all of Facebook’s functions
Answer: BC
NEW QUESTION 32
Which file is used to save the running configuration with a Palo Alto Networks firewall?
A. running-config.xml
B. run-config.xml
C. running-configuration.xml
D. run-configuratin.xml
Answer: A
NEW QUESTION 33
In the example security policy shown, which two websites would be blocked? (Choose two.)
Name | Tags Zone | Address | Zone | Address | Application | Service | URL Action | Profile
Category
1 | Block- | outbound | Inside | Any Outside | Any Any any Social- Deny | None
Sites networking
A. LinkedIn
B. Facebook
C. YouTube
D. Amazon
Answer: AB

NEW QUESTION 34
Which five Zero Trust concepts does a Palo Alto Networks firewall apply to achieve an integrated approach to prevent threats? (Choose five.)

A. User identification

B. Filtration protection

C. Vulnerability protection
D. Antivirus

E. Application identification
F. Anti-spyware

Answer: ACDEF

NEW QUESTION 39
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