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NEW QUESTION 1
A server technician has received reports of database update errors. The technician checks the server logs and determines the database is experiencing
synchronization errors. To attempt to correct the errors, the technician should FIRST ensure:

A. the correct firewall zone is active
B. the latest firmware was applied
C. NTP is running on the database system
D. the correct dependencies are installed

Answer: C

NEW QUESTION 2
A technician is connecting a Linux server to a share on a NAS. Which of the following is the MOST appropriate native protocol to use for this task?

A. CIFS
B. FTP
C. SFTP
D. NFS

Answer: A

NEW QUESTION 3
A server is reporting a hard drive S.M.A.R.T. error. When a technician checks on the drive, however, it appears that all drives in the server are functioning
normally. Which of the following is the reason for this issue?

A. A S.M.A.R.
B. error is a predictive failure notic
C. The drive will fail in the near future and should be replaced at the next earliest time possible
D. A S.M.A.R.
E. error is a write operation erro
F. It has detected that the write sent to the drive was incorrectly formatted and has requested a retransmission of the write from the controller
G. A S.M.A.R.
H. error is simply a bad secto
I. The drive has marked the sector as bad and will continue to function properly
J. A S.M.A.R.
K. error is an ECC erro
L. Due to error checking and correcting, the drive has corrected the missing bit and completed the write operation correctly.

Answer: C

NEW QUESTION 4
Which of the following access control methodologies can be described BEST as allowing a user the least access based on the jobs the user needs to perform?

A. Scope-based
B. Role-based
C. Location-based
D. Rule-based

Answer: B

NEW QUESTION 5
A datacenter technician is attempting to troubleshoot a server that keeps crashing. The server runs normally for approximately five minutes, but then it crashes.
After restoring the server to operation, the same cycle repeats. The technician confirms none of the configurations have changed, and the load on the server is
steady from power-on until the crash. Which of the following will MOST likely resolve the issue?

A. Reseating any expansion cards in the server
B. Replacing the failing hard drive
C. Reinstalling the heat sink with new thermal paste
D. Restoring the server from the latest full backup

Answer: C

NEW QUESTION 6
Which of the following would MOST likely be part of the user authentication process when implementing SAML across multiple applications?

A. SSO
B. LDAP
C. TACACS
D. MFA

Answer: A

NEW QUESTION 7
A company is building a new datacenter next to a busy parking lot. Which of the following is the BEST strategy to ensure wayward vehicle traffic does not interfere
with datacenter operations?

The Leader of IT Certification visit - https://www.certleader.com



100% Valid and Newest Version SK0-005 Questions & Answers shared by Certleader
https://www.certleader.com/SK0-005-dumps.html (112 Q&As)

A. Install security cameras
B. Utilize security guards
C. Install bollards
D. Install a mantrap

Answer: C

NEW QUESTION 8
A technician has been asked to check on a SAN. Upon arrival, the technician notices the red LED indicator shows a disk has failed. Which of the following should
the technician do NEXT, given the disk is hot swappable?

A. Stop sharing the volume
B. Replace the disk
C. Shut down the SAN
D. Stop all connections to the volume

Answer: B

NEW QUESTION 9
A technician is connecting a server’s secondary NIC to a separate network. The technician connects the cable to the switch but then does not see any link lights
on the NIC. The technician confirms there is nothing wrong on the network or with the physical connection. Which of the following should the technician perform
NEXT?

A. Restart the server
B. Configure the network on the server
C. Enable the port on the server
D. Check the DHCP configuration

Answer: C

NEW QUESTION 10
A systems administrator is performing maintenance on 12 Windows servers that are in different racks at a large datacenter. Which of the following would allow the
administrator to perform maintenance on all 12 servers without having to physically be at each server? (Choose two.)

A. Remote desktop
B. IP KVM
C. A console connection
D. A virtual administration console
E. Remote drive access
F. A crash cart

Answer: AB

NEW QUESTION 10
A technician recently upgraded several pieces of firmware on a server. Ever since the technician rebooted the server, it no longer communicates with the network.
Which of the following should the technician do FIRST to return the server to service as soon as possible?

A. Replace the NIC
B. Make sure the NIC is on the HCL
C. Reseat the NIC
D. Downgrade the NIC firmware

Answer: D

NEW QUESTION 14
A server administrator has noticed that the storage utilization on a file server is growing faster than planned. The administrator wants to ensure that, in the future,
there is a more direct relationship between the number of users using the server and the amount of space that might be used. Which of the following would BEST
enable this correlation?

A. Partitioning
B. Deduplication
C. Disk quotas
D. Compression

Answer: C

NEW QUESTION 17
A server administrator needs to keep a copy of an important fileshare that can be used to restore the share as quickly as possible. Which of the following is the
BEST solution?

A. Copy the fileshare to an LTO-4 tape drive
B. Configure a new incremental backup job for the fileshare
C. Create an additional partition and move a copy of the fileshare
D. Create a snapshot of the fileshare

Answer: D
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NEW QUESTION 22
Which of the following can be BEST described as the amount of time a company can afford to be down during recovery from an outage?

A. SLA
B. MTBF
C. RTO
D. MTTR

Answer: C

NEW QUESTION 27
Which of the following actions should a server administrator take once a new backup scheme has been configured?

A. Overwrite the backups
B. Clone the configuration
C. Run a restore test
D. Check the media integrity

Answer: D

NEW QUESTION 29
Which of the following describes the installation of an OS contained entirely within another OS installation?

A. Host
B. Bridge
C. Hypervisor
D. Guest

Answer: C

NEW QUESTION 31
A server technician is installing a Windows server OS on a physical server. The specifications for the installation call for a 4TB data volume. To ensure the partition
is available to the OS, the technician must verify the:

A. hardware is UEFI compliant
B. volume is formatted as GPT
C. volume is formatted as MBR
D. volume is spanned across multiple physical disk drives

Answer: A

NEW QUESTION 33
A server technician is deploying a server with eight hard drives. The server specifications call for a RAID configuration that can handle up to two drive failures but
also allow for the least amount of drive space lost to RAID overhead. Which of the following RAID levels should the technician configure for this drive array?

A. RAID 0
B. RAID 5
C. RAID 6
D. RAID 10

Answer: C

NEW QUESTION 37
Users in an office lost access to a file server following a short power outage. The server administrator noticed the server was powered off. Which of the following
should the administrator do to prevent this situation in the future?

A. Connect the server to a KVM
B. Use cable management
C. Connect the server to a redundant network
D. Connect the server to a UPS

Answer: D

NEW QUESTION 38
Ann, an administrator, is configuring a two-node cluster that will be deployed. To check the cluster’s functionality, she shuts down the active node. Cluster
behavior is as expected, and the passive node is now active. Ann powers on the server again and wants to return to the original configuration. Which of the
following cluster features will allow Ann to complete this task?

A. Heartbeat
B. Failback
C. Redundancy
D. Load balancing

Answer: B
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NEW QUESTION 40
A company is running an application on a file server. A security scan reports the application has a known vulnerability. Which of the following would be the
company’s BEST course of action?

A. Upgrade the application package
B. Tighten the rules on the firewall
C. Install antivirus software
D. Patch the server OS

Answer: D

NEW QUESTION 44
A large number of connections to port 80 is discovered while reviewing the log files on a server. The server is not functioning as a web server. Which of the
following represent the BEST immediate actions to prevent unauthorized server access? (Choose two.)

A. Audit all group privileges and permissions
B. Run a checksum tool against all the files on the server
C. Stop all unneeded services and block the ports on the firewall
D. Initialize a port scan on the server to identify open ports
E. Enable port forwarding on port 80
F. Install a NIDS on the server to prevent network intrusions

Answer: AD

NEW QUESTION 48
A server administrator needs to harden a server by only allowing secure traffic and DNS inquiries. A port scan reports the following ports are open:

A. 21
B. 22
C. 23
D. 53
E. 443
F. 636

Answer: D

NEW QUESTION 52
Which of the following must a server administrator do to ensure data on the SAN is not compromised if it is leaked?

A. Encrypt the data that is leaving the SAN
B. Encrypt the data at rest
C. Encrypt the host servers
D. Encrypt all the network traffic

Answer: B

NEW QUESTION 56
A company deploys antivirus, anti-malware, and firewalls that can be assumed to be functioning properly. Which of the following is the MOST likely system
vulnerability?

A. Insider threat
B. Worms
C. Ransomware
D. Open ports
E. Two-person integrity

Answer: A

NEW QUESTION 60
A technician is attempting to update a server’s firmware. After inserting the media for the firmware and restarting the server, the machine starts normally into the
OS. Which of the following should the technician do NEXT to install the firmware?

A. Press F8 to enter safe mode
B. Boot from the media
C. Enable HIDS on the server
D. Log in with an administrative account

Answer: B

NEW QUESTION 63
Which of the following BEST describes the concept of right to downgrade?

A. It allows for the return of a new OS license if the newer OS is not compatible with the currently installed software and is returning to the previously used OS
B. It allows a server to run on fewer resources than what is outlined in the minimum requirements document without purchasing a license
C. It allows for a previous version of an OS to be deployed in a test environment for each current license that is purchased
D. It allows a previous version of an OS to be installed and covered by the same license as the newer version

The Leader of IT Certification visit - https://www.certleader.com



100% Valid and Newest Version SK0-005 Questions & Answers shared by Certleader
https://www.certleader.com/SK0-005-dumps.html (112 Q&As)

Answer: B

NEW QUESTION 65
Which of the following is the MOST appropriate scripting language to use for a logon script for a Linux box?

A. VBS
B. Shell
C. Java
D. PowerShell
E. Batch

Answer: A

NEW QUESTION 69
A server administrator has configured a web server. Which of the following does the administrator need to install to make the website trusted?

A. PKI
B. SSL
C. LDAP
D. DNS

Answer: A

NEW QUESTION 71
A technician is installing a variety of servers in a rack. Which of the following is the BEST course of action for the technician to take while loading the rack?

A. Alternate the direction of the airflow
B. Install the heaviest server at the bottom of the rack
C. Place a UPS at the top of the rack
D. Leave 1U of space between each server

Answer: A

NEW QUESTION 74
A technician is configuring a server that requires secure remote access. Which of the following ports should the technician use?

A. 21
B. 22
C. 23
D. 443

Answer: D

NEW QUESTION 76
Which of the following is typical of software licensing in the cloud?

A. Per socket
B. Perpetual
C. Subscription-based
D. Site-based

Answer: C

NEW QUESTION 78
After configuring IP networking on a newly commissioned server, a server administrator installs a straight-through network cable from the patch panel to the switch.
The administrator then returns to the server to test network connectivity using the ping command. The partial output of the ping and ipconfig commands are
displayed below:

The administrator returns to the switch and notices an amber link light on the port where the server is connected. Which of the following is the MOST likely reason
for the lack of network connectivity?

A. Network port security
B. An improper VLAN configuration
C. A misconfigured DHCP server
D. A misconfigured NIC on the server

Answer: D

NEW QUESTION 80
A user cannot save large files to a directory on a Linux server that was accepting smaller files a few minutes ago. Which of the following commands should a
technician use to identify the issue?

A. pvdisplay
B. mount
C. df -h
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D. fdisk -l

Answer: C

NEW QUESTION 85
Following a recent power outage, a server in the datacenter has been constantly going offline and losing its configuration. Users have been experiencing access
issues while using the application on the server. The server technician notices the data and time are incorrect when the server is online. All other servers are
working. Which of the following would MOST likely cause this issue? (Choose two.)

A. The server has a faulty power supply
B. The server has a CMOS battery failure
C. The server requires OS updates
D. The server has a malfunctioning LED panel
E. The servers do not have NTP configured
F. The time synchronization service is disabled on the servers

Answer: CF

NEW QUESTION 89
A systems administrator is setting up a server on a LAN that uses an address space that follows the RFC 1918 standard. Which of the following IP addresses
should the administrator use to be in compliance with the standard?

A. 11.251.196.241
B. 171.245.198.241
C. 172.16.19.241
D. 193.168.145.241

Answer: C

Explanation: 
Reference: https://whatis.techtarget.com/definition/RFC-1918

NEW QUESTION 94
......
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