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NEW QUESTION 1

A security analyst receives an alert from the SIEM regarding unusual activity on an authorized public SSH jump server. To further investigate, the analyst pulls the
event logs directly from /var/log/ auth.log: graphic.ssh_auth_log.

Which of the following actions would BEST address the potential risks by the activity in the logs?

A. Alerting the misconfigured service account password
B. Modifying the AllowUsers configuration directive

C. Restricting external port 22 access

D. Implementing host-key preferences

Answer: C

Explanation:
Reference: https://www.rapid7.com/blog/post/2017/10/04/how-to-secure-ssh-server-using-port-knocking-on-ubuntu-linux/

NEW QUESTION 2

A company undergoing digital transformation is reviewing the resiliency of a CSP and is concerned about meeting SLA requirements in the event of a CSP
incident.

Which of the following would be BEST to proceed with the transformation?

A. An on-premises solution as a backup

B. A load balancer with a round-robin configuration
C. A multicloud provider solution

D. An active-active solution within the same tenant

Answer: D

NEW QUESTION 3

A disaster recovery team learned of several mistakes that were made during the last disaster recovery parallel test. Computational resources ran out at 70% of
restoration of critical services.

Which of the following should be modified to prevent the issue from reoccurring?

A. Recovery point objective
B. Recovery time objective

C. Mission-essential functions
D. Recovery service level

Answer: B

Explanation:
Reference: https://www.nakivo.com/blog/disaster-recovery-in-cloud-computing/

NEW QUESTION 4
A threat hunting team receives a report about possible APT activity in the network. Which of the following threat management frameworks should the team
implement?

A. NIST SP 800-53

B. MITRE ATT&CK

C. The Cyber Kill Chain

D. The Diamond Model of Intrusion Analysis

Answer: A

Explanation:
Reference: https://nvipubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-30r1.pdf

NEW QUESTION 5

A security architect is implementing a web application that uses a database back end. Prior to the production, the architect is concerned about the possibility of
XSS attacks and wants to identify security controls that could be put in place to prevent these attacks.

Which of the following sources could the architect consult to address this security concern?

A.SDLC
B. OVAL
C. IEEE
D. OWASP
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Answer: B

Explanation:
Reference: https://dzone.com/articles/what-is-oval-a-community-driven-vulnerability-mana

NEW QUESTION 6

A company has decided to purchase a license for software that is used to operate a mission-critical process. The third-party developer is new to the industry but is
delivering what the company needs at this time.

Which of the following BEST describes the reason why utilizing a source code escrow will reduce the operational risk to the company if the third party stops
supporting the application?

A. The company will have access to the latest version to continue development.

B. The company will be able to force the third-party developer to continue support.

C. The company will be able to manage the third-party developer’'s development process.
D. The company will be paid by the third-party developer to hire a new development team.

Answer: B

NEW QUESTION 7

A shipping company that is trying to eliminate entire classes of threats is developing an SELinux policy to ensure its custom Android devices are used exclusively
for package tracking.
After compiling and implementing the policy, in which of the following modes must the company ensure the devices are configured to run?

A. Protecting
B. Permissive
C. Enforcing

D. Mandatory

Answer: B

Explanation:
Reference: https://source.android.com/security/selinux/customize

NEW QUESTION 8
Which of the following terms refers to the delivery of encryption keys to a CASB or a third-party entity?

A. Key sharing

B. Key distribution
C. Key recovery
D. Key escrow

Answer: B
Explanation:

Reference: https://www.open.edu/openlearn/ocw/mod/oucontent/view.php?id=483228ion=1.3

NEW QUESTION 9

A customer reports being unable to connect to a website at www.test.com to consume services. The customer notices the web application has the following
published cipher suite:
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Which of the following is the MOST likely cause of the customer’s inability to connect?

A. Weak ciphers are being used.

B. The public key should be using ECDSA.
C. The default should be on port 80.

D. The server name should be test.com.

Answer: B

Explanation:
Reference: https://security.stackexchange.com/questions/23383/ssh-key-type-rsa-dsa-ecdsa-are-there-easy-answers-forwhich-to-choose-when

NEW QUESTION 10
A developer wants to maintain integrity to each module of a program and ensure the code cannot be altered by malicious users. Which of the following would be
BEST for the developer to perform? (Choose two.)

A. Utilize code signing by a trusted third party.
B. Implement certificate-based authentication.
C. Verify MD5 hashes.

D. Compress the program with a password.
E. Encrypt with 3DES.

F. Make the DACL read-only.

Answer: AB

NEW QUESTION 10
An organization’s hunt team thinks a persistent threats exists and already has a foothold in the enterprise network.
Which of the following techniques would be BEST for the hunt team to use to entice the adversary to uncover malicious activity?

A. Deploy a SOAR tool.

B. Modify user password history and length requirements.
C. Apply new isolation and segmentation schemes.

D. Implement decoy files on adjacent hosts.

Answer: C

Explanation:
Reference: https://www.cynet.com/network-attacks/network-attacks-and-network-security-threats/

NEW QUESTION 15
A security analyst is reviewing network connectivity on a Linux workstation and examining the active TCP connections using the command line. Which of the
following commands would be the BEST to run to view only active Internet connections?

A. sudo netstat -antu | grep “LISTEN” | awk {print$5}
B. sudo netstat -nlt -p | grep “ESTABLISHED”

C. sudo netstat -pIntu | grep -v “Foreign Address”

D. sudo netstat -pnut -w | column -t -s $'\w’

E. sudo netstat -pnut | grep -P ~tcp

Answer: B

Explanation:
Reference: https://www.codegrepper.com/code-examples/shell/netstat+find+port

NEW QUESTION 20

An energy company is required to report the average pressure of natural gas used over the past quarter. A PLC sends data to a historian server that creates the
required reports.

Which of the following historian server locations will allow the business to get the required reports in an ?? and IT environment?

A. In the ?? environment, use a VPN from the IT environment into the ?? environment.

B. In the ?? environment, allow IT traffic into the ?? environment.

C. In the IT environment, allow PLCs to send data from the ?? environment to the IT environment.
D. Use a screened subnet between the ?? and IT environments.
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Answer: A

NEW QUESTION 23
Which of the following is a benefit of using steganalysis techniques in forensic response?

A. Breaking a symmetric cipher used in secure voice communications

B. Determining the frequency of unique attacks against DRM-protected media
C. Maintaining chain of custody for acquired evidence

D. Identifying least significant bit encoding of data in a .wav file

Answer: D

Explanation:
Reference: https://www.garykessler.net/library/fsc_stego.html

Steganography
Technical Linguistic
Steganography Steganography
Semagrams Open Codes

Visual Text Jgr%‘m | Covered

Semagrams Semagrams e . C'_'p her*_s
Null Grille
Cipher Cipher

Figure 1. Classification of Steganography Techniques (Adapted from Bauer 2002)

NEW QUESTION 28

A satellite communications ISP frequently experiences outages and degraded modes of operation over one of its legacy satellite links due to the use of deprecated
hardware and software. Three days per week, on average, a contracted company must follow a checklist of 16 different high-latency commands that must be run in
serial to restore nominal performance. The ISP wants this process to be automated.

Which of the following techniques would be BEST suited for this requirement?

A. Deploy SOAR utilities and runbooks.

B. Replace the associated hardware.

C. Provide the contractors with direct access to satellite telemetry data.
D. Reduce link latency on the affected ground and satellite segments.

Answer: A

NEW QUESTION 31

DRAG DROP

An organization is planning for disaster recovery and continuity of operations. INSTRUCTIONS

Review the following scenarios and instructions. Match each relevant finding to the affected host.

After associating scenario 3 with the appropriate host(s), click the host to select the appropriate corrective action for that finding. Each finding may be used more
than once.

If at any time you would like to bring back the initial state of the simulation, please click the Reset All button. Select and Place:
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Answer: A

NEW QUESTION 34

After a security incident, a network security engineer discovers that a portion of the company’s sensitive external traffic has been redirected through a secondary
ISP that is not normally used.

Which of the following would BEST secure the routes while allowing the network to function in the event of a single provider failure?

A. Disable BGP and implement a single static route for each internal network.
B. Implement a BGP route reflector.

C. Implement an inbound BGP prefix list.

D. Disable BGP and implement OSPF.

Answer: B

NEW QUESTION 37
A developer implement the following code snippet.

Which of the following vulnerabilities does the code snippet resolve?

A. SQL inject

B. Buffer overflow

C. Missing session limit
D. Information leakage

Answer: D

NEW QUESTION 38

A security analyst is investigating a series of suspicious emails by employees to the security team. The email appear to come from a current business partner and
do not contain images or URLs. No images or URLs were stripped from the message by the security tools the company uses instead, the emails only include the
following in plain text.

Which of the following should the security analyst perform?

A. Contact the security department at the business partner and alert them to the email event.

B. Block the IP address for the business partner at the perimeter firewall.

C. Pull the devices of the affected employees from the network in case they are infected with a zero-day virus.
D. Configure the email gateway to automatically quarantine all messages originating from the business partner.

Answer: A

NEW QUESTION 40
A company is repeatedly being breached by hackers who valid credentials. The company’s Chief information Security Officer (CISO) has installed multiple
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controls for authenticating users, including biometric and token-based factors. Each successive control has increased overhead and complexity but has failed to
stop further breaches. An external consultant is evaluating the process currently in place to support the authentication controls .
Which of the following recommendation would MOST likely reduce the risk of unauthorized access?

A. Implement strict three-factor authentication.
B. Implement least privilege policies

C. Switch to one-time or all user authorizations.
D. Strengthen identify-proofing procedures

Answer: A

NEW QUESTION 44
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