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NEW QUESTION 1
A FortiGate is configured as an explicit web proxy. Clients using this web proxy are reposting DNS errors when accessing any website. The administrator executes
the following debug commands and observes that the n-dns-timeout counter is increasing:
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What should the administrator check to fix the problem?

A. The connectivity between the FortiGate unit and the DNS server.

B. The connectivity between the client workstations and the DNS server.

C. That DNS traffic from client workstations is allowed by the explicit web proxy policies.
D. That DNS service is enabled in the explicit web proxy interface.

Answer: A

NEW QUESTION 2

What is the purpose of an internal segmentation firewall (ISFW)?

A. It inspects incoming traffic to protect services in the corporate DMZ.

B. It is the first line of defense at the network perimeter.

C. It splits the network into multiple security segments to minimize the impact of breaches.

D. Itis an all-in-one security appliance that is placed at remote sites to extend the enterprise network.
Answer: C

Explanation:

ISFW splits your network into multiple security segments. They serve as a breach containers from attacks that come from inside.

NEW QUESTION 3

df682 len=426

NTATION 4§
HTATION
ar identi

Which two statements about this debug output are correct? (Choose two.)

A. The remote gateway IP address is 10.0.0.1.

B. The initiator provided remote as its IPsec peer ID.

C. It shows a phase 1 negotiation.

D. The negotiation is using AES128 encryption with CBC hash.

Answer: BC

NEW QUESTION 4
Exhibits:
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Refer to the exhibits, which contain the network topology and BGP configuration for a hub.

An administrator is trying to configure ADVPN with a hub-spoke VPN setup using iBGP. All the VPNs are up and connected to the hub. The hub is receiving route
information from both spokes over iBGP; however, the spokes are not receiving route information from each other.

What change must the administrator make to the hub BGP configuration so that the routes learned by one spoke are forwarded to the other spokes?

A. Configure an individual neighbor and remove neighbor-range configuration.

B. Configure the hub as a route reflector client.

C. Change the router id to 10.1.0.254.

D. Make the configuration of remote-as different from the configuration of local-as.
Answer: B

NEW QUESTION 5
Examine the output of the ‘diagnose sys session list expectation’ command shown in the exhibit; than answer the question below.

Which statement is true regarding the session in the exhibit?

A. It was created by the FortiGate kernel to allow push updates from FotiGuard.
B. It is for management traffic terminating at the FortiGate.

C. It is for traffic originated from the FortiGate.

D. It was created by a session helper or ALG.
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Answer: D

NEW QUESTION 6
A FortiGate has two default routes:

config router static
edit 1

set gateway 10.200.1.254
et priority 5
set device “portl”
next
dit2
set gateway 10.200.2.254

set priority 10
set device “porti¥
next
end

All Internet traffic is currently using portl. The exhibit shows partial information for one sample session of Internet traffic from an internal user:

i diagnose ays seszsion list

Sessicon info: prote=6 proto_state=0l duratieon =17 expire=7 timecut=3&00
flags= COO000000 =2o0ck£flag=00000000 sockport=0 av idx=0 use=3

ha_ad=0 policy_dir=0 tunnel=/

state=may_dirty none app ntf

statistic (bytes/packetsfallow err): oxg=373/7/1 reply=23367/15/1 tuples=2

origin—>*sink: org pre—>post, reply pre—>post dev=4->Z/Z->4
gwy=10.200.1.254/10.0.1.10

hook=post dir=org act=snat 10.0.1.10:4%07-
>34.235.158.170:80(10.200.1.1:64507)

hook=pre 'dir=reply act=dnat 54.239.138.170:80-
>10.200.1.1:64507({10.0.1.10:64507)

pos/ (kefore, after) 0/(0,0}, 0/{0,0]

misc=0 policy id=l auth_anfo=0 chk_client ainfo=0 wd=0
aaerzal=000002%4 to=s=ff/ff ips_?iﬁw=ﬂ app_li5t=ﬂ app=0

dd type=0 dd mode=0
What would happen with the traffic matching the above session if the priority on the first default route (IDd1) were changed from 5 to 20?

A. The session would be deleted, and the client would need to start a new session.

B. The session would remain in the session table, and its traffic would start to egress from port2.

C. The session would remain in the session table, but its traffic would now egress from both portl and port2.
D. The session would remain in the session table, and its traffic would still egress from port1.

Answer: D

NEW QUESTION 7
Examine the IPsec configuration shown in the exhibit; then answer the question below.

Name Remote

Comments
Comments

IF Version @ IPvd O IPvE
Eemote Gateway e aid -

Static IP Address W4
IP Address 10.0.10.1 ]

Interface

Mode Config

NAT Trawversal @

Heapalive Freguency

(=
=

Dead Peer Detection \\f

An administrator wants to monitor the VPN by enabling the IKE real time debug using these commands: diagnose vpn ike log-filter src-addr4 10.0.10.1
diagnose debug application ike -1 diagnose debug enable
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The VPN is currently up, there is no traffic crossing the tunnel and DPD packets are being interchanged between both IPsec gateways. However, the IKE real time
debug does NOT show any output. Why isn’t there any output?

. The IKE real time shows the phases 1 and 2 negotiations onl

. It does not show any more output once the tunnel is up.

. The log-filter setting is set incorrectl

. The VPN's traffic does not match this filter.

. The IKE real time debug shows the phase 1 negotiation onl

. For information after that, the administrator must use the IPsec real time debug instead: diagnose debug application ipsec -1.
. The IKE real time debug shows error messages onl

. If it does not provide any output, it indicates that the tunnel is operating normally.

IOMNMMmMmOO >

Answer: B

NEW QUESTION 8
Which statement about memory conserve mode is true?

A. A FortiGate exits conserve mode when the configured memory use threshold reaches yellow.

B. A FortiGate starts dropping all the new and old sessions when the configured memory use threshold reaches extreme.
C. A FortiGate starts dropping new sessions when the configured memory use threshold reaches red

D. A FortiGate enters conserve mode when the configured memory use threshold reaches red

Answer: D

NEW QUESTION 9
Refer to the exhibits.

config vpn ipsec phasel-interface

“user-1"
dynamic
rface "portl"

mode main
xauthtype aute
dUutnusrgrp “lisers-1"
peertype any
dhgrp 14 15
proposal aer

psksecrel

Which contain the partial configurations of two VPNs on FortiGate.

An administrator has configured two VPNs for two different user groups. Users who are in the Users-2 group are not able to connect to the VPN. After running a
diagnostics command, the administrator discovered that FortiGate is not matching the user-2 VPN for members of the Users-2 group.

Which two changes must administrator make to fix the issue? (Choose two.)

A. Use different pre-shared keys on both VPNs
B. Enable Mode Config on both VPNs.

C. Set up specific peer IDs on both VPNs.

D. Change to aggressive mode on both VPNSs.

Answer: CD

NEW QUESTION 10
A FortiGate device has the following LDAP configuration:

The administrator executed the ‘dsquery’ command in the Windows LDAp server 10.0.1.10, and got the following output:
>dsquery user —samid administrator

“CN=Administrator, CN=Users, DC=trainingAD, DC=training, DC=lab” Based on the output, what FortiGate LDAP setting is configured incorrectly?
A. cnid.

B. username.

C. password.

D. dn.

Answer: B

Explanation:
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https://kb.fortinet.com/kb/viewContent.do?externalld=FD37516

NEW QUESTION 10
Examine the output of the ‘get router info ospf neighbor’ command shown in the exhibit; then answer the question below.

¥ get router info ospf neighbor

QSPF process

Neighbor ID Pri State Dead Time Addres=ss Interface
] ). 65 1 Full/DR 00:00:32 10.126.0.65 wanl
0.0.0.117 1 Full/DRCther 00:00:34 103.126.0.117 wanl
0.0.0.2 1 Full/ - 30:00:36 172.16.1.2 ToRemote

Which statements are true regarding the output in the exhibit? (Choose two.) Refer to the exhibit, which shows the output of a debug command.
Which statement about the output is true?

A. TheOSPF routers with the IDs 0.0.0.69 and 0.0.0.117 are both designated routers for the wa
B. | network.

C. The OSPF router with the ID 0.0.0.2 is the designated router for the ToRemote network.

D. The local FortiGate is the designated router for the wanl network.

E. The interface ToRemote is a point-to-point OSPF network.

Answer: D
Explanation:

https://www.cisco.com/c/en/us/support/docs/ip/open-shortest-path-first-ospf/13685-13.html

NEW QUESTION 11
Examine the output of the 'diagnose debug rating' command shown in the exhibit; then answer the question below.

M e e AL S R

Which statement are true regarding the output in the exhibit? (Choose two.)

A. There are three FortiGuard servers that are not responding to the queries sent by the FortiGate.

B. The TZ value represents the delta between each FortiGuard server's time zone and the FortiGate's time zone.
C. FortiGate will send the FortiGuard queries to the server with highest weight.

D. A server's round trip delay (RTT) is not used to calculate its weight.

Answer: BC

NEW QUESTION 16
Which of the following statements are correct regarding application layer test commands? (Choose two.)

A. They are used to filter real-time debugs.

B. They display real-time application debugs.

C. Some of them display statistics and configuration information about a feature or process.
D. Some of them can be used to restart an application.

Answer: CD
Explanation:

Application layer test commands don't display info in real time, but they do show statistics and configuration info about a feature or process. You can also use
some of these commands to restart a process or execute a change in its operation.

NEW QUESTION 18
Refer to the exhibit, which contains a TCL script configuration on FortiManager.
An administrator has configured the TCL script on FortiManager, but the TCL script failed to apply any changes to the managed device after being run.
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Ty e TCL Script
Run script on Remaoate FortiGate
Script details !
proc do cmd {cmd] |
puts [exec "Somdin™ "#  10]
!
run_cmicd "config system interface ”

run_cmd “edit portl”
run_cmd “set ip 10.0.1.10 255.255.255.0"
run - cemed Trext”

run_cmd "end

Why did the TCL script fail to make any changes to the managed device?

A. The TCL command run_cmd has not been created.

B. The TCL script must start with tinclude <>.

C. Incomplete commands are ignored in TCL scripts.

D. Changes to an interface configuration can be made only by a CLI script.

Answer: A

NEW QUESTION 22
Which two conditions must be met for a statistic route to be active in the routing table? (Choose two.)

A. The link health monitor (if configured) is up.

B. There is no other route, to the same destination, with a higher distance.
C. The outgoing interface is up.

D. The next-hop IP address is up.

Answer: AC

NEW QUESTION 26
Examine the output of the ‘diagnose ips anomaly list' command shown in the exhibit; then answer the question below.

= diagnose 1ps anomaly hst

list nids meter:

1id=ip_dst_session 1p=192.168.1.10  dos_id=2 exp=3646 pps=0 freq=0
id=udp_dst_session ip=192.168.1.10 dos_i1d=2 exp=3646 pps=0 freq=0
id=udp_scan ip=192.168.1.110 dos_id=1 exp=649 pps=0 freq=0
id=udp_flood 1p=192.168.1.110 dos_id=2 exp=653 pps=0 freq=
id=tcp_src_session  1p=192.168.1.110 dos_id=1 exp=5175 pps=0 freq=8§
1d=tcp_port_scan 1ip=192.168.1.110 dos_id=1 exp=175 pps=0 treq=0
id=1p_src_session 1ip=192.168.1.110 dos_i1d=1 exp=5649 pps=0 treq=30
id=udp src_sesston  1p=192.168.1.110 dos 1d=1 exp=5649 pps=0 freq=22

Which IP addresses are included in the output of this command?

A. Those whose traffic matches a DoS policy.

B. Those whose traffic matches an IPS sensor.

C. Those whose traffic exceeded a threshold of a matching DoS policy.
D. Those whose traffic was detected as an anomaly by an IPS sensor.

Answer: A

NEW QUESTION 29
View the global IPS configuration, and then answer the question below.

config ips global
set fail-open disable
set 1ntelligent-mode disable
set engine-count 0
set algorithm engine-pick
end
Which of the following statements is true regarding this configuration?
A. IPS will scan every byte in every session.
B. FortiGate will spawn IPS engine instances based on the system load.
C. New packets will be passed through without inspection if the IPS socket buffer runs out of memory.

D. IPS will use the faster matching algorithm which is only available for units with more than 4 GB memory.

Answer: A
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NEW QUESTION 30
View the exhibit, which contains the partial output of an IKE real-time debug, and then answer the question below.
: oomas 10.0.0.2:500-> 10.0.0.1:500, ifindex-7 .

1 axchange-Aggr : 23TE/3f405e 395 f6fda 1an 430
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Which statements about this debug output are correct? (Choose two.)

A. The remote gateway IP address is 10.0.0.1.

B. It shows a phase 1 negotiation.

C. The negotiation is using AES128 encryption with CBC hash.
D. The initiator has provided remote as its IPsec peer ID.

Answer: BD

NEW QUESTION 32
Examine the following routing table and BGP configuration; then answer the question below.
#get router info routing-table all
*0.0.0.0/0 [10/0) via 10.200.1 254, port1
C10.200.1.0/24 1s directly connected, port1
=192.168.0.0M16 [10/0) via 10.200.1.254, port1
# show router bgp
config router bgp
set router-id 10.200.1.1
set network-import-check enable
set ebgp-miltipath disable
config neighbor
edit"10.200.3.1"
set remote-as 63301
next
end
config network
edit
TheBGP connection is up, but the local peer is NOT advertising the prefix 192.168.1.0/24. Which configuration change will make the local peer advertise this
prefix?

A. Enable the redistribution of connected routers into BGP.
B. Enable the redistribution of static routers into BGP.

C. Disable the setting network-import-check.

D. Enable the setting ebgp-multipath.

Answer: C

NEW QUESTION 34
Examine the output of the ‘get router info ospf interface’ command shown in the exhibit; then answer the
guestion below.
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Which statements are true regarding the above output? (Choose two.)

A. The port4 interface is connected to the OSPF backbone area.

B. The local FortiGate has been elected as the OSPF backup designated router.
C. There are at least 5 OSPF routers connected to the port4 network.

D. Two OSPF routers are down in the port4 network.

Answer: AC

Explanation:
on BROADCAST network there are 4 neighbors, among which 1*DR +1*BDR. So our FG has 4 neighbors, but create adjacency only with 2 (with DR and BDR). 2
neighbors DRother (not down).

NEW QUESTION 39
Which two statements about OCVPN are true? (Choose two.)

A. Only root vdom supports OCVPN.

B. OCVPN supports static and dynamic IPs in WAN interface.

C. OCVPN offers only Hub-Spoke VPNSs.

D. FortiGate devices under different FortiCare accounts can be used to form OCVPN.

Answer: AB

NEW QUESTION 40
View the exhibit, which contains the output of a BGP debug command, and then answer the question below.
FGT # gec routcer info bgp summary
er identifier 0.0.0.117, local A3 number 65117

Total nuribher of neighbors 3

Which of the following statements about the exhibit are true? (Choose two.)

A. The local router's BGP state is Established with the 10.125.0.60 peer.

B. Since the counters were last reset; the 10.200.3.1 peer has never been down.
C. The local router has received a total of three BGP prefixes from all peers.

D. The local router has not established a TCP session with 100.64.3.1.

Answer: AD

NEW QUESTION 45
View these partial outputs from two routing debug commands:

Which outbound interface will FortiGate use to route web traffic from internal users to the Internet?
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A. Both portl and port2
B. port3
C. portl
D. port2

Answer: C

NEW QUESTION 50

Which two statements about bulk configuration changes made using FortiManager CLI scripts are correct? (Choose two.)

A. When run on the Device Database, you must use the installation wizard to apply the changes to the managed FortiGate device.
B. When run on the Remote FortiGate directly, administrators do not have the option to review the changes prior to installation.

C. When run on the All FortiGate in ADOM, changes are automatically installed without the creation of a new revision history.

D. When run on the Policy Package, ADOM database, changes are applied directly to the managed FortiGate device.

Answer: AB

NEW QUESTION 53
View the exhibit, which contains the partial output of a diagnose command, and then answer the question below.

Spoka-2 §F dia vpn tunnal list
list all ipsec tunnel in vd O
nama=yEFH ver=1 serial=1 10.200.5.1:0=->10.200.4.1:0
Ih'.\lJ.Ellﬁ_lf=_.'| 11M'=5t-!.tll'_‘.l"1 tun=intf /0 moda=auto/l EnCAp=TonS f§
proxyid pu==1 child m==0 refcnt=15 ilast=10 olast=T92 auto-discovery=0
stat: rxp=0 txp=0 rxb=0 txb=0
dpd: modeson-demand en®sl 1dles20000 ms retry=3 count=0 segno=Q0
natt: mode=nons draft=0 interval=0 Tﬂlﬂtﬂﬁf'::'&
proxyid=VPN proto=0 sa=]l ref=2 serial=l
exrc: 0:10,1.2.0/2
dst: 0:10.1.1.0/255.255.255.0:0
8A: ref=3 optiocns=2e type=00 soft=0 mtu=1438 expire=42403/0B replaywin=2048 seqno=1 asn=0
replaywin lastasge0d0000000
life: Eype=01 bytas=0,/0 timscut=43177/43200
dec: spi=ccclfédd « key=18 280eScdfffbaccESacTTIE55c4 640 fhd
ah=shal key=20 c&B E8753578785da6aTashl TEbS06CE2 Tale
anc: spi=drfl4200b asp=ass key=l6 bBOZaTesfS5542Zb6RArf6anidliibaalas
ah=shal key20 BESLTS25887c215c25550balbaliletinlasitTha
dec:pkts/bytas=0,/0, enc:pkts/bytes=0,/0

Based on the output, which of the following statements is correct?

A. Anti-reply is enabled.

B. DPD is disabled.

C. Quick mode selectors are disabled.
D. Remote gateway IP is 10.200.5.1.

Answer: A

NEW QUESTION 54
Examine the output from the ‘diagnose vpn tunnel list command shown in the exhibit; then answer the question below.

zdiagnose vpn tunnel list
name=Dial Up_0 ver=1 serial=5 10.200.1.1:4500->10.200.3.2: 64916 lgwy=static
nun=intf mede=dial _inst.bound if=2
parent=DialUp index=0
procyid_um=1 child_nun=0 refent=8 ilast=4 olast=4
stat: rxp=104 txp=8 mmb=27302 txb=48(
dpd: moade=active on=1 idle=5000ms retry=3 count=0 segno=70
natt: mode=silent draft=32 interval= 10 remote_pori=64916
proxyid= DhalUp proto=0 sa=1 ref=2 senal=1 add-route
gre: 0:0.0.0.0.-255.255. 255 245:0
dst: 0:10.0.10.10.-10.0.10.10:0
SA: ref=3 options= 00000085 type=00 soft=0 mtu=1422 expire =42321]
replaywin=2048 seqno=2
life: type=01 bytes=0/0 timeout= 4318543200
dec: spi=ch3afidla esp=acs key=16 73651 Talfd555ec3Bbifad Td650c1a2
ah=shal key=20 946bfb0d23bEb53TT0dcf48ac2afB2b8ccctaalds
enc: spi=datd2Bac esp=acs keyv=16 3def4dacTe816782ca3de0a07 72543
ah=shal key=20 Tefde387592fc4635ab8dbEddf0dES1d868bI43E
dec:pktsbytes=104/19026, enc:pkts bytes=8/1024

Which command can be used to sniffer the ESP traffic for the VPN DialUP_0?
A. diagnose sniffer packet any ‘port 500’

B. diagnose sniffer packet any ‘esp’

C. diagnose sniffer packet any ‘host 10.0.10.10’

D. diagnose sniffer packet any ‘port 4500’

Answer: D

Explanation:

NAT-T is enabled. natt: mode=silentProtocol ESP is used. ESP is encapsulated in UDP port 4500 when NAT-T is enabled.
natt: mode=silent means IPSec is behind NAT (NAT traversal) https://kb.fortinet.com/kb/documentLink.do?externallD=FD48755
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NEW QUESTION 59
Which real time debug should an administrator enable to troubleshoot RADIUS authentication problems?

A. Diagnose debug application radius -1.
B. Diagnose debug application fnbamd -1.
C. Diagnose authd console —log enable.
D. Diagnose radius console —log enable.

Answer: B

Explanation:
https://kb.fortinet.com/kb/documentLink.do?externallD=FD32838

NEW QUESTION 62
View the following FortiGate configuration.

config system global
set snat-route-change disable
end
config router static
edit 1
set gateway 10.200.1.254
set priority 5
set device “portl”
next
edit 2
set gateway 10.200.2.254
set priority 10
set device “port2”
next
end

All traffic to the Internet currently egresses from portl. The exhibit shows partial session information for Internet traffic from a user on the internal network:

# diagnose sys session list

session info: proto=6 proto state+01 duration=17 expire=7 timeout=3600
flags=00000000 sockflag=00000000 sockport=0 av 1dx=0 use=3
ha_i1d=0 policy dir=0 tunnel=/

state=may_dirty none app ntf

statistic(bvtes/packets/allow err): org=57555/7/1 reply=23367/19/1 mples=2
orgin-=sink: org pre-=posi, reply pre-=post dev==4-=2/2->4
gwy=10.200.1.254/10.0.1.10

hook=post dir=org act=snat 10.0.1.10:64907-
>54.239.158.170:80(10.200.1.1:64907)

hook=pre dir=reply act=dnar 54.239.158.170:80-
>10.200.1.1:64907(10.0.1.10:64907)

pos/(before, after) 0/{0,0), 0/{0,0)

misc=0 policy_id=1 auth_info=0 chk_client_info=0 vd=0
serial=00000294 tos=fI/fT 1ps view=0 app list=0 app=0
dd type=0 dd mode=0

If the priority on route ID 1 were changed from 5 to 20, what would happen to traffic matching that user’s session?
A. The session would remain in the session table, and its traffic would still egress from port1.

B. The session would remain in the session table, but its traffic would now egress from both portl and port2.

C. The session would remain in the session table, and its traffic would start to egress from port2.

D. The session would be deleted, so the client would need to start a new session.

Answer: A

Explanation:

http://kb.fortinet.com/kb/documentLink.do?externallD=FD40943
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