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NEW QUESTION 1
After the A record of a public website was updated, some visitors were unable to access the website. Which of the following should be adjusted to address the
issue?

A. TTL
B. MX
C. TXT
D. SOA

Answer: A

NEW QUESTION 2
A network technician needs to correlate security events to analyze a suspected intrusion Which of the following should the technician use?

A. SNMP
B. Log review
C. Vulnerability scanning
D. SIEM

Answer: D

NEW QUESTION 3
Wireless users are reporting intermittent internet connectivity. Connectivity is restored when the users disconnect and reconnect, utilizing the web authentication
process each time. The network administrator can see the devices connected to the APs at all times. Which of the following steps will MOST likelydetermine the
cause of the issue?

A. Verify the session time-out configuration on the captive portal settings
B. Check for encryption protocol mismatch on the client’s wireless settings
C. Confirm that a valid passphrase is being used during the web authentication
D. Investigate for a client’s disassociation caused by an evil twin AP

Answer: A

NEW QUESTION 4
A store owner would like to have secure wireless access available for both business equipment and patron use. Which of the following features should be
configured to allow different wireless access through the same equipment?

A. MIMO
B. TKIP
C. LTE
D. SSID

Answer: D

NEW QUESTION 5
A network engineer configured new firewalls with the correct configuration to be deployed to each remote branch. Unneeded services were disabled, and all
firewall rules were applied successfully. Which of the following should the network engineer perform NEXT to ensure all the firewalls are hardened successfully?

A. Ensure an implicit permit rule is enabled
B. Configure the log settings on the firewalls to the central syslog server
C. Update the firewalls with current firmware and software
D. Use the same complex passwords on all firewalls

Answer: C

NEW QUESTION 6
A company hired a technician to find all the devices connected within a network. Which of the following software tools would BEST assist the technician in
completing this task?

A. IP scanner
B. Terminal emulator
C. NetFlow analyzer
D. Port scanner

Answer: A

NEW QUESTION 7
A network technician was troubleshooting an issue for a user who was being directed to cloned websites that were stealing credentials. The URLs were correct for
the websites but an incorrect IP address was revealed when the technician used ping on the user's PC After checking the is setting, the technician found the DNS
server address was incorrect Which of the following describes the issue?

A. Rogue DHCP server
B. Misconfigured HSRP
C. DNS poisoning
D. Exhausted IP scope
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Answer: D

NEW QUESTION 8
A network technician is observing the behavior of an unmanaged switch when a new device is added to the network and transmits data. Which of the following
BEST describes how the switch processes this information?

A. The data is flooded out of every por
B. including the one on which it came in.
C. The data is flooded out of every port but only in the VLAN where it is located.
D. The data is flooded out of every port, except the one on which it came in
E. The data is flooded out of every port, excluding the VLAN where it is located

Answer: C

NEW QUESTION 9
Which of the following devices would be used to manage a corporate WLAN?

A. A wireless NAS
B. A wireless bridge
C. A wireless router
D. A wireless controller

Answer: D

NEW QUESTION 10
A network technician needs to ensure outside users are unable to telnet into any of the servers at the datacenter. Which of the following ports should be blocked
when checking firewall configuration?

A. 22
B. 23
C. 80
D. 3389
E. 8080

Answer: B

NEW QUESTION 10
Which of the following would MOST likely be used to review previous upgrades to a system?

A. Business continuity plan
B. Change management
C. System life cycle
D. Standard operating procedures

Answer: B

NEW QUESTION 12
A corporation has a critical system that would cause unrecoverable damage to the brand if it was taken offline. Which of the following disaster recovery solutions
should the corporation implement?

A. Full backups
B. Load balancing
C. Hot site
D. Snapshots

Answer: C

NEW QUESTION 15
An engineer is configuring redundant network links between switches. Which of thefollowing should the engineer enable to prevent network stability issues?

A. 802.1Q
B. STP
C. Flow control
D. CSMA/CD

Answer: B

NEW QUESTION 20
A network device is configured to send critical events to a syslog server; however, the following alerts are not being received:
Severity 5 LINK-UPDOWN: Interface 1/1, changed state to down Severity 5LINK-UPDOWN: Interface 1/3, changed state to down
Which of the following describes the reason why the events are not being received?

A. The network device is not configured to log that level to the syslog server
B. The network device was down and could not send the event
C. The syslog server is not compatible with the network device
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D. The syslog server did not have the correct MIB loaded to receive the message

Answer: A

NEW QUESTION 21
An organization with one core and five distribution switches is transitioning from a star to a full-mesh topology Which of the following is the number of additional
network connections needed?

A. 5
B. 7
C. 10
D. 15

Answer: A

NEW QUESTION 25
An administrator is writing a script to periodically log the IPv6 and MAC addresses of all the devices on a network segment. Which ofthe following switch features
will MOST likely be used to assist with this task?

A. Spanning Tree Protocol
B. Neighbor Discovery Protocol
C. Link Aggregation Control Protocol
D. Address Resolution Protocol

Answer: B

NEW QUESTION 28
A company wants to implement a large number of WAPs throughout its building and allow users to be able to move around the building without dropping their
connections Which of the following pieces of equipment would be able to handle this requirement?

A. A VPN concentrator
B. A load balancer
C. A wireless controller
D. A RADIUS server

Answer: A

NEW QUESTION 32
A technician is writing documentation regarding a company’s server farm. The technician needs to confirm the server name for all Linux servers. Which of the
following commands should the technician run?

A. ipconfig
B. nslookup
C. arp
D. route

Answer: B

NEW QUESTION 37
Which of the following is MOST likely to generate significant East-West traffic in a datacenter?

A. A backup of a large video presentation to cloud storage for archival purposes
B. A duplication of a hosted virtual server to another physical server for redundancy
C. A download of navigation data to a portable device for offline access
D. A query from an IoT device to a cloud-hosted server for a firmware update

Answer: B

NEW QUESTION 38
A technician is troubleshooting a wireless connectivity issue in a small office located in a high-rise building. Several APs are mounted in this office. The users
report that the network connections frequently disconnect and reconnect throughout the day. Whichof the following is the MOST likely cause of this issue?

A. The AP association time is set too low
B. EIRP needs to be boosted
C. Channel overlap is occurring
D. The RSSI is misreported

Answer: B

NEW QUESTION 42
Which of the following transceiver types can support up to 40Gbps?

A. SFP+
B. QSFP+
C. QSFP
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D. SFP

Answer: B

NEW QUESTION 47
A technician receives feedback that some users are experiencing high amounts of jitter while using the wireless network. While troubleshooting the network, the
technician uses the ping command with the IP address of the default gateway and verifies large variations in latency. The technician thinks the issue may be
interference from other networks and non-802.11 devices. Which of the following tools should the technician use to troubleshoot the issue?

A. NetFlow analyzer
B. Bandwidth analyzer
C. Protocol analyzer
D. Spectrum analyzer

Answer: D

NEW QUESTION 51
Which of thefollowing DNS records works as an alias to another record?

A. AAAA
B. CNAME
C. MX
D. SOA

Answer: B

NEW QUESTION 53
A technician is troubleshooting a workstation's network connectivity and wants to confirm which switchport corresponds to the wall jack the PC is using Which of
the following concepts would BEST help the technician?

A. Consistent labeling
B. Change management
C. Standard work instructions
D. Inventory management
E. Network baseline

Answer: A

NEW QUESTION 58
A network administrator is installing a wireless network at aclient’s office. Which of the following IEEE 802.11 standards would be BEST to use for multiple
simultaneous client access?

A. CDMA
B. CSMA/CD
C. CSMA/CA
D. GSM

Answer: A

NEW QUESTION 62
A technician is installing multiple UPS units in a major retail store. The technician is required to keep track of all changes to new and old equipment. Which of the
following will allow the technician to record these changes?

A. Asset tags
B. A smart locker
C. An access control vestibule
D. A camera

Answer: A

NEW QUESTION 65
Within the realm of network security, Zero Trust:

A. prevents attackers from moving laterally through a system.
B. allows a server to communicate with outside networks without a firewall.
C. block malicious software that is too new to be found in virus definitions.
D. stops infected files from being downloaded via websites.

Answer: C

NEW QUESTION 68
A technician is searching for a device that is connected to the network and has the device’sphysical network address. Which of the following should the technician
review on the switch to locate the device’s network port?

A. IP route table
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B. VLAN tag
C. MAC table
D. QoS tag

Answer: C

NEW QUESTION 71
Which of the following types of devices can provide content filtering and threat protection, and manage multiple IPSec site-to-site connections?

A. Layer 3 switch
B. VPN headend
C. Next-generation firewall
D. Proxy server
E. Intrusion prevention

Answer: C

NEW QUESTION 75
A technician wants to install a WAP in the center of a room that provides service in a radius surrounding a radio. Which of the following antenna types should the
AP utilize?

A. Omni
B. Directional
C. Yagi
D. Parabolic

Answer: A

NEW QUESTION 80
A network administrator is setting up several loT devices on a new VLAN and wants to accomplish the following
* 1. Reduce manual configuration on each system
* 2. Assign a specific IP address to each system
* 3. Allow devices to move to different switchports on the same VLAN
Which of the following should the network administrator do to accomplish these requirements?

A. Set up a reservation for each device
B. Configure a static IP on each device
C. Implement private VLANs for each device
D. Use DHCP exclusions to address each device

Answer: C

NEW QUESTION 83
A network is experiencing a number of CRC errors during normal network communication. At which of the following layers of the OSI model will the administrator
MOST likely start to troubleshoot?

A. Layer 1
B. Layer 2
C. Layer 3
D. Layer 4
E. Layer 5
F. Layer 6
G. Layer 7

Answer: B

NEW QUESTION 88
Which of the following is used to prioritize Internet usage per application and per user on the network?

A. Bandwidth management
B. Load balance routing
C. Border Gateway Protocol
D. Administrative distance

Answer: A

NEW QUESTION 91
A Chief Information Officer (CIO) wants to improve the availability of a company's SQL database Which of the following technologies should be utilized to achieve
maximum availability?

A. Clustering
B. Port aggregation
C. NIC teaming
D. Snapshots

Answer: C
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NEW QUESTION 94
A network engineer is investigating reports of poor network performance. Upon reviewing a report, the engineer finds that jitter at the office is greater than 10ms on
the only WANconnection available. Which of the following would be MOST affected by this statistic?

A. A VoIP sales call with a customer
B. An in-office video call with a coworker
C. Routing table from the ISP
D. Firewall CPU processing time

Answer: A

NEW QUESTION 97
A website administrator is concerned the company’s static website could be defaced by hacktivists or used as a pivot point to attack internal systems. Which of the
following should a network security administrator recommend to assist with detecting these activities?

A. Implement file integrity monitoring.
B. Change the default credentials.
C. Use SSL encryption.
D. Update the web-server software.

Answer: C

NEW QUESTION 102
Branch users are experiencing issues with videoconferencing. Which of the following will the company MOST likely configure to improveperformance for these
applications?

A. Link Aggregation Control Protocol
B. Dynamic routing
C. Quality of service
D. Network load balancer
E. Static IP addresses

Answer: C

NEW QUESTION 103
A company built a new building at its headquarters location. The new building is connected to the company’s LAN via fiber-optic cable. Multiple users in the new
building are unable to access the company’s intranet site via their web browser, but they are able to access internet sites. Which of the following describes how
the network administrator can resolve this issue?

A. Correct the DNS server entries in the DHCP scope
B. Correct the external firewall gateway address
C. Correct the NTP server settings on the clients
D. Correct a TFTP Issue on the company’s server

Answer: A

NEW QUESTION 106
A network technician is reviewing the interface counters on a router interface. The technician is attempting to confirm a cable issue. Given the following
information:

Which of the following metrics confirms there is a cablingissue?

A. Last cleared
B. Number of packets output
C. CRCs
D. Giants
E. Multicasts

Answer: C

NEW QUESTION 109
A user tries to ping 192.168.1.100 from the command prompt on the 192.168.2.101 network but gets the following response: U.U.U.U. Which of the following
needs to be configured for these networks to reach each other?

A. Network address translation
B. Default gateway
C. Loopback
D. Routing protocol

Answer: B

NEW QUESTION 113
Which of the following is the LARGEST MTU for a standard Ethernet frame?

A. 1452
B. 1492
C. 1500
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D. 2304

Answer: C

NEW QUESTION 117
A user reports a weak signal when walking 20ft (61 m) away from the WAP in one direction, but a strong signal when walking 20ft in the opposite direction The
technician has reviewed the configuration and confirmed the channel type is correct There is no jitter or latency on the connection Which of the following would be
the MOST likely cause of the issue?

A. Antenna type
B. Power levels
C. Frequency
D. Encryption type

Answer: A

NEW QUESTION 121
A technician is configuring a network switch to be used in a publicly accessible location. Which of the
following should the technician configure on the switchto prevent unintended connections?

A. DHCP snooping
B. Geofencing
C. Port security
D. Secure SNMP

Answer: C

NEW QUESTION 122
An IT organization needs to optimize speeds for globalcontent distribution and wants to reduce latency in high-density user locations. Which of the following
technologies BEST meets the organization’s requirements?

A. Load balancing
B. Geofencing
C. Public cloud
D. Content delivery network
E. Infrastructure as a service

Answer: D

NEW QUESTION 124
Anetwork administrator is configuring a load balancer for two systems. Which of the following must the administrator configure to ensure connectivity during a
failover?

A. VIP
B. NAT
C. APIPA
D. IPv6 tunneling
E. Broadcast IP

Answer: A

NEW QUESTION 128
A fiber link connecting two campus networks is broken. Which of the following tools should an engineer use to detect the exact break point of thefiber link?

A. OTDR
B. Tone generator
C. Fusion splicer
D. Cable tester
E. PoE injector

Answer: A

NEW QUESTION 131
Which of the following can be used to centrally manage credentials for various types of administrative privileges on configured network devices?

A. SSO
B. TACACS+
C. Zero Trust
D. Separation of duties
E. Multifactor authentication

Answer: B

NEW QUESTION 136
A network technician is investigating an IP phone that does not register in the VoIP system Although it received an IP address, it did not receive the necessary
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DHCP options The information that is needed for the registration is distributes by the OHCP scope All other IP phones are working properly. Which of the following
does the technician need to verify?

A. VLAN mismatch
B. Transceiver mismatch
C. Latency
D. DHCP exhaustion

Answer: A

NEW QUESTION 138
A user reports being unable to access network resources after making some changes in the office. Which of the following should a network technician do FIRST?

A. Check the system’s IP address
B. Do a ping test against the servers
C. Reseat the cables into the back of the PC
D. Ask what changes were made

Answer: D

NEW QUESTION 143
Which of the following factors should be considered when evaluating a firewall to protect a datacenter’s east-west traffic?

A. Replication traffic between an on-premises server and a remote backup facility
B. Traffic between VMs running on different hosts
C. Concurrent connections generated by Internet DDoS attacks
D. VPN traffic from remote offices to the datacenter’s VMs

Answer: A

NEW QUESTION 145
A network engineer is designing a new secure wireless network. The engineer has been given the following requirements:
* 1 Must not use plaintext passwords
* 2 Must be certificate based
* 3. Must be vendor neutral
Which of the following methods should the engineer select?

A. TWP-RC4
B. CCMP-AES
C. EAP-TLS
D. WPA2

Answer: C

NEW QUESTION 146
A technician is installing a cable modem in a SOHO. Which of the following cable types will the technician MOST likely use to connect a modem to the ISP?

A. Coaxial
B. Single-mode fiber
C. Cat 6e
D. Multimode fiber

Answer: A

NEW QUESTION 151
A wireless network was installed in a warehouse for employees to scan crates with a wireless handheld scanner. The wireless network was placed in the corner of
the building near the ceiling for maximum coverage However users in the offices adjacent lo the warehouse have noticed a large amount of signal overlap from the
new network Additionally warehouse employees report difficulty connecting to the wireless network from the other side of the building; however they have no
issues when Ihey are near the antenna Which of the following is MOST likely the cause?

A. The wireless signal is being refracted by the warehouse's windows
B. The antenna's power level was set too high and is overlapping
C. An omnidirectional antenna was used instead of a unidirectional antenna
D. The wireless access points are using channels from the 5GHz spectrum

Answer: A

NEW QUESTION 156
At which of the following OSI model layers would a technician find an IP header?

A. Layer 1
B. Layer 2
C. Layer 3
D. Layer 4

Answer: C
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NEW QUESTION 158
Which of the following technologies provides a failover mechanism for the default gateway?

A. FHRP
B. LACP
C. OSPF
D. STP

Answer: A

NEW QUESTION 161
......
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