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NEW QUESTION 1
Refer to the exhibit.

# get rooter info rovting-table all
B 10.0.2.0/24 [ (3] (recursive via VPNO tunnel 100.64.1.1),
[ (3] (recuarsive via VPNl tonnel 100.64.1.9),
J] (recursive via VPN tonnel 172.16€.1.5), 00100

s
nomom
= k3 P

The device exchanges routes using IBGP.

Which two statements are correct about the IBGP configuration and routing information on the device? (Choose two.)

A. Each BGP route is three hops away from the destination.
B. ibgp-multipath is disabled.
C. additional-path is enabled.

D. You can run the get router info routing-table database command to display the additional paths.

Answer: CD

NEW QUESTION 2
Refer to the exhibits.

Exhibit A

branchl_fgt # diagnose sys sdwan service

Sarvice (1)t Addreas Mode (IPV4) flags=0x200 use-shortcut-sla
Gan(8), TOS(0x0,/0x0), Protocol(0: 1->655315), Mode (manual)
Hambera (2) 1
i: Seq num(l portl), alive, seslected
2: Seq_num(2 port2), alive, selected
Internat Service(l): GoToMeeting(4Z94B3696E,0,0,0 1&6354)
Microsoft . Office. )65 . Portal (4254837474,0,0,0 41468) Saleaforce (4294837576,0,0,0 16520)
Src addresa(l):
10.0.1.0=-10.0.1.255

Service (2): Address Mode (IFV4) flaga=0x200 use-shortcut-ala
Gan(7), TOS(0x0/0x0), Frotocol(l: 1->65535), Hode (manual)
Masbara (1)t
1: Seq num(2 portl), alive, selected
Intecnet Service(2): Facebook(4294836806,0,0,0 15832) Twitter (4294838278,0,0,0 16001)
Src addreas{l):
1°1u11ru_10+0414255

branchl fgt # diagnose ays sdwan internet-service-app-ctrl-linst
Facebook (15832 4284836506): 157.240.2259.35 € 443 Tue Mar @ 12:24:04 2022
GoToMesting (16354 4204836966): 23.205.106.8€ & 443 Toe Mar & 12:24:04 2022

GoToMeeting (16354 4254836866): 23.212.249.144 6 443 Tue Mar B 12:24:35 2022
Salesforce (16320 42948379760 : 23.212.249.11 & 442 Tues Mar 6 12:24:04 2022

branchl_fgt # get pouter info routing-table all

g 0.0.0.0/0 [1/0] wia 15%2.2.0.2, portl
[1/0) wia 192.2.0.10, portl
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An administrator is testing application steering in SD-WAN. Before generating test traffic, the administrator collected the information shown in exhibit A.
After generating GoToMeeting test traffic, the administrator examined the respective traffic log on FortiAnalyzer, which is shown in exhibit B. The administrator

noticed that the traffic matched the implicit SD-WAN rule, but they expected the traffic to match rule ID 1.
Which two reasons explain why the traffic matched the implicit SD-WAN rule? (Choose two.)

A. FortiGate did not refresh the routing information on the session after the application was detected.

B. Portl and port2 do not have a valid route to the destination.
C. Full SSL inspection is not enabled on the matching firewall policy.

D. The session 3-tuple did not match any of the existing entries in the ISDB application cache.

Answer: BC

Explanation:
Study guide 7.2 Page 191

NEW QUESTION 3
Refer to the exhibit.
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branchl fgt # diagnose aya asdvan service 3

Service (3): Address Mode (IPVA) flage=0x200 use-shortcut-sla
Gan(2), TOS(0x0/0x0), Protocol (0: 1-»>85535), Mode(pricrity), link-cost-factor (packet-
losa), link-cost-threshold(D), heath-check (VFN_PING)
Membars (3) :
1t Seq num(3 T _INET O 0), alive, packer loss: 2.000%; selescted
4t Seq num(4 T MPLE 0), aliwe, packet loas: 4.000%; selected
3: S5eq num(S T INET 1 0), alive, packet loas: 12.000%, selected
Src address{l):
10.0.,1.0-10,0.1.255

Dat address(l):
10.0,0.0-10.255.255.255

branchl_fgt (3) # show
config service
edit 3
sat name “Corp™
sat mode priority
sat dat “Corp-nat”
agt src "LAN-nat™
set health-check "VPH_PING"
ast link-cost-factor packet-loas
set link-cost=threshold 0
sat priority-membera § 3 4
next
ahd

The exhibit shows the SD-WAN rule status and configuration.
Based on the exhibit, which change in the measured packet loss will make T_INET_1 0 the new preferred member?

A. When all three members have the same packet loss.
B. When T_INET_0_0O has 4% packet loss.

C. When T_INET_0_0 has 12% packet loss.

D. When T_INET_1_0 has 4% packet loss.

Answer: D

NEW QUESTION 4

Exhibit.

i} diagnose sys sdwan health=check status

Health Check(lLawveld DNI):

Seq{l porti): statef{allve), packet—-l10a8s (0.1 %) latency(di.l4%), Jitter(u.LUl), Bos(4.3%3),
bandwidth-up {10233}, bandwidth-dw (10235}, bandwidth-bi (20470} sla map=0OxQ

Seqi2 wred): atated{alive), packet-losa(7.000%) lacvency(42.394), Jjivver(0.912), mos{4.378),
bandwidth=up(10236), bandwidth-dw (10237}, bandwidth=bi (20473) sla map={xl

Health Check (VPN _PING):

Seqis T HPL3): stateilalivw), r.1.'|r.-‘7-]-".'-j- «D00%) .174-:'.-".:,.'|:.-'.."er_. Jitter (0.1580),; moaild. 30},
bandwidth—up (FE89999) . bandwidth—dw(F959%98%) . bandwidth-bi(159999588) sla map=0x2

Jeqid4 T_INET_ 1): state(alive), packet-iosa(ll.o00%) latency(l.4&3), Jitter(U.Zl€&), mos(4.359),
bandwidth=-up (102359}, bandwidth-dw{l1023%), bancwidth 78} sla map=0x1

Seng (3 '."__]!-IE'.T 8} atate{alive), packet=-loss(0.000%) ATaRS L.440) jitver (0.245),; moald.403),

bBandwidrh '—'FE: 0235), bandwidth-dw(10229), L..'lr..':'n'; dth=bl (20478) sla map=0x3
The exhibit shows the output of the command diagnose sys sdwan health-check status
collected on a FortiGate device. Which two statements are correct about the health check status on this FortiGate device? (Choose two.)

A. The health-check VPN_PING orders the members according to the lowest jitter.
B. The interface T_INET_1 missed one SLA target.

C. There is no SLA criteria configured for the health-check Level3_DNS.

D. The interface T_INET_0 missed three SLA targets.

Answer: AC

Explanation:

According to the FortiGate / FortiOS 6.4.2 Administration Guide, the health check status command displays the status of the health check probes for each SD-
WAN member interface. The output includes the following information:

? state: the current state of the interface, either alive or dead

? packet-loss: the percentage of packets lost during the health check

? latency: the average round-trip time in milliseconds

? jitter: the variation in latency

? mos: the mean opinion score, a measure of voice quality

? bandwidth: the available bandwidth in kilobits per second for each direction (up, down, bi)

? sla map: a bitmap that indicates which SLA criteria are met or failed Based on the exhibit, the following statements are correct:

? The health-check VPN_PING orders the members according to the lowest jitter. This means that the interface with the lowest jitter value is listed first, followed by
the next lowest, and so onl. In the exhibit, the orderis T_MPLS, T_INET_1, and T_INET _O.

? There is no SLA criteria configured for the health-check Level3_DNS. This means that the health check does not use any SLA parameters to determine the state
of the interface2. In the exhibit, the sla map value is 0x0 for both portl and port2, indicating that no SLA criteria are applied.

NEW QUESTION 5
Refer to the exhibit.
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exambible

sesmion info: protosé proto_state=ll duration=242 expire=334% timecut=3600
flaga=00000000 sccktype=0 scckport=0 av_ildx=0 uae=4

erigin-shapar=

raply-shapar=

per_lp shaper=

clasa_id=0 ha_ id=0 policy dir=0 tunnel=S wlan_coa=0/255

atatea=lcg dirty may dirty ndr £00 app wvalid
statistic(bytes/packets/allow _err): org=3421/20/1 reply=3777/17/1 tuples=3
tx spaed (BpaSkbpa): 0/0 rx apesd(Bpa/kbpa): 00

ergin=>aink: org pre->post, reply pre->poat dev=T=>3/3=>7 guy=0.0.0.0/0.0.0.0
hook=post dir=org act=snat 10.0.1.101:34676->128.66.0.1:22(192.2.0.1:34676)
hook=pre dir=reply act=dnat 128.66.0.1:22->192.2.0,1:34676(10.0,1.101:34678)
hook=poat dir=reply act=noop 128.66.0.1:22->10.0.1.100:34676(0.0.0.0:0)
poa/ (before,after) 000,00, 0/(0,0)

mizc=0 policy ide=2 pol uuid idx=14721 auth info=0 chk client_info=0 wd=0
serial=000032d9 toa=ff/ff app list=2000 app=16060 url cat=0

adwan_mbr_ seq=1 sdwan_service_ id=2

rpdb link id=fE000002 rpdb ave id=0 ngfwid=n/a

npu state=0x001008

Which statement explains the output shown in the exhibit?

A. FortiGate performed standard FIB routing on the session.

B. FortiGate will not re-evaluate the session following a firewall policy change.

C. FortiGate used 192.2.0.1 as the gateway for the original direction of the traffic.
D. FortiGate must re-evaluate the session due to routing change.

Answer: D
Explanation:

The snat-route-change option is enabled by default. This option enables FortiGate to re- evaluate the routing table and select a new egress interface if the next
hop IP address changes. This option only applies to sessions in the dirty state. Sessions in the log state are not affected by routing changes.

NEW QUESTION 6
Refer to the exhibits.

Exhibit A
=-MNetwork Properties
Service Critical-DUA
- ldentity
Devier 1D FOWVMO1TM 22000077
Diswicr Mame branchl_fg
- Type
Sub Type S
Type event
= Alerts
L AT
= General
Log: Description SOWAN statis
Liog 1D 0113022723
Message Service prioritized by performance metric will be redinected in sequence order
Soquence Momber 21
Virtual Domain root
= Others
Drate/ Time 23:57.29
Destination End User I 3
Destination Endpoint 1D a
Do Time 2022-03-04 14:57:27
Event Time 16444344647595788893
Event Type Service
Mietric L!tl:"nl:}'
Service 1D 1
Time Stamp 2022-03-04 23:57:29
Time fone Q8O0
UEBA Endpoint 1D a
UEBA User 1D 3
logver J00030237
Exhibit B
branchl_fot # diagnose sys adwan member
Member (1) : interface: portl, flags=0x0 , gateway: 192.2.0.2, priority: O 1024, weight: 0
Membar (2) : interface: port2, flags=0x0 , gateway: 182.2.0.10, priccivy: 0O 1024, weight: 0O
conflg service
aditc 1
Ast nams "Critical-DIA"
sat sode priority
set src “LAN-net®
sst internet-service enable
sat intermet-service-app-ctrl 16354 41468 LER2O0
set health-check "Lavel3 DN3"
sat prioricy-membars 1 2
next
and

Exhibit A shows an SD-WAN event log and exhibit B shows the member status and the SD-WAN rule configuration.
Based on the exhibits, which two statements are correct? (Choose two.)

A. FortiGate updated the outgoing interface list on the rule so it prefers port2.
B. Port2 has the highest member priority.

C. Port2 has a lower latency than port1.

D. SD-WAN rule ID 1 is set to lowest cost (SLA) mode.

Answer: AC
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NEW QUESTION 7
Refer to the exhibit.

config aystem sdwan
sat atatus enable
set load-balance source-dest-ip-based
config zene
edit "virtual-wan-link"
naxt
edit "SASE"
naxt
edit “"underlay”
next
end
config membars
edit 1

aat interface “"portl”
set zone "underlay™
set gateway 192.2.0.2

next
dit 4
set interface "port2®
set zone "underlay™
set gateway 192.2.0.10
next

and
Which algorithm does SD-WAN use to distribute traffic that does not match any of the SD- WAN rules?

A. All traffic from a source IP to a destination IP is sent to the same interface.

B. All traffic from a source IP is sent to the same interface.

C. All traffic from a source IP is sent to the most used interface.

D. All traffic from a source IP to a destination IP is sent to the least used interface.

Answer: A

Explanation:
Study Guide 7.2, page 176.

NEW QUESTION 8
What are two benefits of using forward error correction (FEC) in IPsec VPNs? (Choose two.)

A. FEC supports hardware offloading.

B. FEC improves reliability of noisy links.

C. FEC transmits parity packets that can be used to reconstruct packet loss.
D. FEC can leverage multiple IPsec tunnels for parity packets transmission.

Answer: BC

NEW QUESTION 9
Refer to the Exhibits:

Exhibit A Exhibit B

Link Status

Check interval 500 ms
Failures before inactive ) 3

Restore link after @) 2 check(s)

Actions when Inactive

Update staticroute @) @)

Exhibit A, which shows the SD-WAN performance SLA and exhibit B shows the health of the participating SD-WAN members.
Based on the exhibits, which statement is correct?

A. The dead member interface stays unavailable until an administrator manually brings the interface back.
B. Port2 needs to wait 500 milliseconds to change the status from alive to dead.

C. Static routes using port2 are active in the routing table.

D. FortiGate has not received three consecutive requests from the SLA server configured for port2.

Answer: C
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NEW QUESTION 10
Which best describes the SD-WAN traffic shaping mode that bases itself on a percentage of available bandwidth?

A. Interface-based shaping mode
B. Reverse-policy shaping mode
C. Shared-policy shaping mode
D. Per-IP shaping mode

Answer: A

Explanation:

Interface-based shaping goes further, enabling traffic controls based on percentage of the interface bandwidth.

NEW QUESTION 10

Which diagnostic command can you use to show the member utilization statistics measured by performance SLAs for the last 10 minutes?
A. diagnose sys sdwan sla-log

B. diagnose ays sdwan health-check

C. diagnose sys sdwan intf-sla-log

D. diagnose sys sdwan log

Answer: A

NEW QUESTION 11
Refer to the exhibit.

config system settings
set firewall-session-dirty check-new

end

Based on the exhibit, which two actions does FortiGate perform on sessions after a firewall policy change? (Choose two.)

A. FortiGate flushes all sessions.

B. FortiGate terminates the old sessions.

C. FortiGate does not change existing sessions.
D. FortiGate evaluates new sessions.

Answer: CD

Explanation:
FortiGate not to flag existing impacted session as dirty by setting firewall-session-dirty to check new. The results is that FortiGate evaluates only new session
against the new firewall policy.

NEW QUESTION 15
Refer to the exhibit.

config firewall policy
edit 1
set anti-replay disable
next

end
In a dual-hub hub-and-spoke SD-WAN deployment, which is a benefit of disabling the anti- replay setting on the hubs?

A. It instructs the hub to disable the reordering of TCP packets on behalf of the receiver, to improve performance.

B. It instructs the hub to disable TCP sequence number check, which is required for TCP sessions originated from spokes to fail over back and forth between the
hubs.

C. It instructs the hub to not check the ESP sequence numbers on IPsec traffic, to improve performance.

D. It instructs the hub to skip content inspection on TCP traffic, to improve performance.

Answer: B

NEW QUESTION 18
Exhibit A —
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Exhibit A shows the system interface with the static routes and exhibit B shows the firewall policies on the managed FortiGate.
Based on the FortiGate configuration shown in the exhibits, what issue might you encounter when creating an SD-WAN zone for portl and port2?

A. portl is assigned a manual IP address.

B. portl is referenced in a firewall policy.

C. port2 is referenced in a static route.

D. portl and port2 are not administratively down.

Answer: B

NEW QUESTION 19
Which two statements about SLA targets and SD-WAN rules are true? (Choose two.)

A. SD-WAN rules use SLA targets to check if the preferred members meet the SLA requirements

B. Member metrics are measured only if an SLA target is configured

C. When configuring an SD-WAN rule you can select multiple SLA targets of the same performance SLA

D. SLA targets are used only by SD-WAN rules that are configured with Lowest Cost (SLA) or Maximize Bandwidth (SLA) as strategy

Answer: AD

NEW QUESTION 21
Which statement about using BGP for ADVPN is true?

A. You must use BGP to route traffic for both overlay and underlay links.

B. You must configure AS path prepending.

C. You must configure BGP communities.

D. IBGP is preferred over EBGP, because IBGP preserves next hop information.

Answer: D

Explanation:

ADVPN is a technology that allows dynamic creation of IPsec tunnels between branch sites without requiring pre-configured policies or keys. BGP is a routing
protocol that can be used to exchange routes between ADVPN peers. IBGP is a type of BGP that runs between routers in the same autonomous system (AS),
while EBGP is a type of BGP that runs between routers in different ASes. IBGP is preferred over EBGP for ADVPN, because IBGP preserves the next hop
information of the routes, which is needed to establish the IPsec tunnels. EBGP changes the next hop information to the EBGP peer address, which may not be
reachable by the ADVPN peers. Therefore, using IBGP for ADVPN avoids the need to configure additional static routes or redistribute routes between BGP and
another routing protocol. References = ADVPN with BGP as the routing protocol, ADVPN, SD-WAN self-healing with BGP, Technical Tip: ADVPN with BGP as the
routing protocol

The statement that IBGP is preferred over EBGP for ADVPN because IBGP preserves next hop information (D) is true. In a typical ADVPN deployment, it's
beneficial to maintain next hop information across the network to ensure proper routing and optimal path selection. References: This understanding comes from
my knowledge of Fortinet's SD-WAN and ADVPN configurations, where BGP's behavior in terms of next hop preservation is a key consideration.

NEW QUESTION 22
Which two tasks are part of using central VPN management? (Choose two.)

A. You can configure full mesh, star, and dial-up VPN topologies.

B. You must enable VPN zones for SD-WAN deployments.

C. FortiManager installs VPN settings on both managed and external gateways.

D. You configure VPN communities to define common IPsec settings shared by all VPN gateways.
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Answer: AD

NEW QUESTION 26
Which SD-WAN setting enables FortiGate to delay the recovery of ADVPN shortcuts?

A. hold-down-time

B. link-down-failover

C. auto-discovery-shortcuts
D. idle-timeout

Answer: A

NEW QUESTION 29
Refer to the exhibit.

POLrLCE

100.64.2 .25

10

Based on the output shown in the exhibit, which two criteria on the SD-WAN member configuration can be used to select an outgoing interface in an SD-WAN
rule? (Choose two.)

A. Set priority 10.

B. Set cost 15.

C. Set load-balance-mode source-ip-ip-based.
D. Set source 100.64.1.1.

Answer: AB

NEW QUESTION 30
Which two protocols in the IPsec suite are most used for authentication and encryption? (Choose two.)

A. Encapsulating Security Payload (ESP)
B. Secure Shell (SSH)

C. Internet Key Exchange (IKE)

D. Security Association (SA)

Answer: AC

NEW QUESTION 31
In a hub-and-spoke topology, what are two advantages of enabling ADVPN on the IPsec overlays? (Choose two.)

A. It provides the benefits of a full-mesh topology in a hub-and-spoke network.
B. It provides direct connectivity between spokes by creating shortcuts.

C. It enables spokes to bypass the hub during shortcut negotiation.

D. It enables spokes to establish shortcuts to third-party gateways.

Answer: AB

NEW QUESTION 35
Which two statements are correct when traffic matches the implicit SD-WAN rule? (Choose two.)

A. The sdwan_service_id flag in the session information is 0.

B. All SD-WAN rules have the default setting enabled.

C. Traffic does not match any of the entries in the policy route table.

D. Traffic is load balanced using the algorithm set for the v4-ecmp-mode setting.

Answer: AC
Explanation:

sdwan_service_id is 0 = match SD-WAN implicit rule, study guide 7.0 page 120, 7.2 page 149 SD-WAN rules internally are interpreted as a Policy route, so when
the traffic doesn't match with any policy route, it will be flowing by implict policy.
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NEW QUESTION 36
Refer to the exhibit.

| id=20085 trace ld=847 func=print pkt detail line=5428 mag=®vd-root:0 received &

| packet (protos=6, 10.1.10.1:33920->74.125.195.93:443) from port3. flag [.], =eqg
52'."155515'.15, ack 4141536963, win 22387

| 1d=20085 trace_id=847 func=resolwe_ip_tuple_fast line=5308 mag="Find an existing

| session, id=-000008cl, original direction™

|id=-2l‘JEIEﬂ trace id=847 func=shaper handler line=821 msg="sxcesdsd shaper limit, drop”

Which conclusion about the packet debug flow output is correct?

A. The original traffic exceeded the maximum packets per second of the outgoing interface, and the packet was dropped.
B. The reply traffic exceeded the maximum bandwidth configured in the traffic shaper, and the packet was dropped.

C. The original traffic exceeded the maximum bandwidth of the outgoing interface, and the packet was dropped.

D. The original traffic exceeded the maximum bandwidth configured in the traffic shaper, and the packet was dropped.

Answer: D

NEW QUESTION 38

In the default SD-WAN minimum configuration, which two statements are correct when traffic matches the default implicit SD-WAN rule? (Choose two )

A. Traffic has matched none of the FortiGate policy routes.

B. Matched traffic failed RPF and was caught by the rule.

C. The FIB lookup resolved interface was the SD-WAN interface.
D. An absolute SD-WAN rule was defined and matched traffic.

Answer: AC

NEW QUESTION 41
Refer to the exhibit.

config system sdwan
set fail-detect enable
set fail-alert-interfaces "ports"
config health-check
edit "Level3 DNS"
set update-cascade-interface enable
set members 1 2
next
edit "HQ"
set update-cascade-interface enable
set members 3
next

end

end
Based on the exhibit, which action does FortiGate take?

A. FortiGate bounces port5 after it detects all SD-WAN members as dead.

B. FortiGate fails over to the secondary device after it detects all SD-WAN members as dead.

C. FortiGate brings up port5 after it detects all SD-WAN members as alive.
D. FortiGate brings down port5 after it detects all SD-WAN members as dead.

Answer: A

NEW QUESTION 45
Refer to the exhibits. Exhibit A -
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Edit Performance SLA
MName Leveld_DING
IP Version IPvé
Probe Mode Passive  Prefer Passive
Protocol I rceecHo uopEcHO HTTP TW
Server
4221
4222
Participants All 5D-WAN Members ey
i port2
2 Entries
Enable Probe Packets [ §
SLA Targets ©
= Add Target
Link Status
Interval 500 + Milliseconds
Failure Before Inactive 3 s (max 3600)
Restore Link After 2 > (max 3500)
Action When Inactive
Update Static Route &
Cascade Interfaces a
Exhibit B -
branchl_fgt # diagnose sys sdwan membsr | gQrop port
Mamberi(l): interface: portl, flags=0x0 , gateway: 192.2.0.2, priorzity: O 1024, weight: O
Menber(2) : interface: port?, flags=0x0 , gateway: 192.2.0.10, prieozity: O 1024, welight: 0
branchl_fgt # get router info routing-table all | grep poEt
g 0.0.0.0/0 [1/0] via 192.2.0.2, portl
[1/0] via 192.2.0.10, port2
3 8.8.8.8/32 [10/0) wia 192.2.0.11, port2
c 10.0.1.0/24 is directly connsctad, ports
2 172.16.0.0/16 [10/0) wia 172.16.0.2, portd
c 172.16.0.0/29 is directly connected, portd
c 192.2.0.0/29 ia directly connected, portl
g 192.2.0.8/29 is directly connected, portl
= 152.168.0.0/24 1a dirsctly connscted, portld
branchl fgt # diagnose sy= sdwan health-check atatus Levell DNS
Health Check (Levell DNS):
Segi(l portl): statedfalive), packec=-loss{0.000%) latency(l.919), dicter(0.137), bandwidth-
up{10238), bandwidth-dw{l0238), bandwidth-bi(20476) ala map={x0
Seg(d portl): state(alive), packec-loss(0.000%) latency(l.S508), jitter(0.101), bandwidth-
| up (10238), bandwidth-dwil0238), bandwideh-bi{20476) sla map=0x0

Exhibit A shows the SD-WAN performance SLA and exhibit B shows the SD-WAN member status, the routing table, and the performance SLA status.

If port2 is detected dead by FortiGate, what is the expected behavior?

A. Port2 becomes alive after three successful probes are detected.

B. FortiGate removes all static routes for port2.

C. The administrator manually restores the static routes for port2, if port2 becomes alive.
D. Host 8.8.8.8 is reachable through portl and port2.

Answer: B

Explanation:

This is due to Update static route is enable which removes the static route entry referencing the interface if the interface is dead

NEW QUESTION 49
Refer to the exhibit.
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config router bgp
set as €5000
set router-id 10.1.0.1
set ibgp-multipath enable
set additional-path enable
set additional-path-select 3
config neighbor-group
edit "Branches_ INET 0"
set interface "T_INET O OF
set remote-as 65000
set update-source "T_INET_0_0O"
next
edit "Branches INET 1"
set interface "T_INET 1 0"
set remote-as 65000
set update-source "T_INET 1 0F
next
edit "Branches MPLS"
set interface "T_MPLS 0"
set remote-as 65000
set update-source "T MPLS 0"
next
end
config neighbor-range
edit 1
set prefix 10.201.1.0 255.255.255.0
set neighbor-group "Branches_ INET 0°
next
edit 2
set prefix 10.202.1.0 255.255.255.0
set neighbor-group "Branches INET 1°
next
edit 3
set prefix 10.203.1.0 255.255.255.0
set neighbor-group "Branches MPLS"
next
end

L

_end

The exhibit shows the BGP configuration on the hub in a hub-and-spoke topology. The administrator wants BGP to advertise prefixes from spokes to other spokes
over the IPsec overlays, including additional paths. However, when looking at the spoke routing table, the administrator does not see the prefixes from other
spokes and the additional paths.

Based on the exhibit, which three settings must the administrator configure inside each BGP neighbor group so spokes can learn other spokes prefixes and their
additional paths? (Choose three.)

A. Set additional-path to send

B. Enable route-reflector-client

C. Set advertisement-interval to the number of additional paths to advertise
D. Set adv-additional-path to the number of additional paths to advertise

E. Enable soft-reconfiguration

Answer: ABD

NEW QUESTION 53

The administrator uses the FortiManager SD-WAN overlay template to prepare an SD- WAN deployment. With information provided through the SD-WAN overlay
template wizard, FortiManager creates templates ready to install on spoke and hub devices.

Select three templates created by the SD-WAN overlay template for a spoke device. (Choose three.)

A. System template

B. BGP template

C. IPsec tunnel template
D. CLI template

E. Overlay template

Answer: ACE
Explanation:
In a FortiManager SD-WAN overlay template configuration for a spoke device, the system template (A) is created to provide basic device settings. The IPsec

tunnel template (C) is generated to establish secure tunnels between the spoke and the hub devices. Lastly, the overlay template (E) is configured to specify the
overlay network settings, which often include the SD-WAN rules and performance SLAs.

NEW QUESTION 55
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Exhibit A shows the firewall policy and exhibit B shows the traffic shaping policy.

(Exniota  [Exbioice

Edit Policy

Name @ Internet Access

Incoming interface [l port3 v

Outgoing interface virtual-wan link v

Source = all X
+

Destination = all X
+

Schedule C8 always v

Service &l ALL X

+
Action V- tele = B (/) DENY
Inspection Mode ELIVELEELY Proxy-based

Firewall / Network Options
NAT &

IP Pool Configuration Use Outgoing Interface Address Ve R uc

Preserve Source Port ( B

Protocol Options default v

exnbiea | exnioies |

Edit Traffic Shaping Policy
Name inbound_outbound_shaper
Status Ct WG @ Disabled

Comments | Write a comment...

If Traffic Matches:

Source = all X |
+ i
Destination = all X |
+
Schedule (3B
Service @ ALL X |
+
Application @ &
URL Category Streaming Media and Download X
+
Then:
Action LYl ET Assign Shaping Class ID
Outgoing interface @) virtual-wan link x
+
Shared shaper @) guarantee-10mbps v

The traffic shaping policy is being applied to all outbound traffic; however, inbound traffic is not being evaluated by the shaping policy.
Based on the exhibits, what configuration change must be made in which policy so that traffic shaping can be applied to inbound traffic?

A. Create a new firewall policy, and the select the SD-WAN zone as Incoming Interface.
B. In the traffic shaping policy, select Assign Shaping Class ID as Action.
C. In the firewall policy, select Proxy-based as Inspection Mode.
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D. In the traffic shaping policy, enable Reverse shaper, and then select the traffic shaper to use.

Answer: D

NEW QUESTION 58
Which type statements about the SD-WAN members are true? (Choose two.)

A. You can manually define the SD-WAN members sequence number.
B. Interfaces of type virtual wire pair can be used as SD-WAN members.
C. Interfaces of type VLAN can be used as SD-WAN members.

D. An SD-WAN member can belong to two or more SD-WAN zones.

Answer: AC

Explanation:

SD-WAN members can be manually ordered by changing their sequence number (A), which allows administrators to prioritize the interfaces according to the
routing requirements. Also, VLAN interfaces can be used as SD-WAN members (C), providing flexibility in network design and the use of existing VLAN
infrastructure within the SD-WAN setup.

NEW QUESTION 62
What are two benefits of choosing packet duplication over FEC for data loss correction on noisy links? (Choose two.)

A. Packet duplication can leverage multiple IPsec overlays for sending additional data.

B. Packet duplication does not require a route to the destination.

C. Packet duplication supports hardware offloading.

D. Packet duplication uses smaller parity packets which results in less bandwidth consumption.

Answer: AC

NEW QUESTION 63
Refer to the exhibit.

$ diagnose firewall shaper per-ip-shaper list
name FTP 5M
maximum-bandwidth 625 KB/sec
maximum-concurrent—-session 5
tos ff/ff
packets dropped 65
bytes dropped 81040
addr=10.1.0.1 status: bps=0 ses=1l
addr=10.1.0.100 status: bps=0 ses=1
addr=10.1.10.1 status: bps=1656 ses=3
Which are two expected behaviors of the traffic that matches the traffic shaper? (Choose two.)

A. The number of simultaneous connections among all source IP addresses cannot exceed five connections.

B. The traffic shaper limits the combined bandwidth of all connections to a maximum of 5 MB/sec.

C. The number of simultaneous connections allowed for each source IP address cannot exceed five connections.
D. The traffic shaper limits the bandwidth of each source IP address to a maximum of 625 KB/sec.

Answer: CD

NEW QUESTION 64

Which two statements reflect the benefits of implementing the ADVPN solution to replace conventional VPN topologies? (Choose two.)
A. It creates redundant tunnels between hub-and-spokes, in case failure takes place on the primary links.

B. It dynamically assigns cost and weight between the hub and the spokes, based on the physical distance.

C. It ensures that spoke-to-spoke traffic no longer needs to flow through the tunnels through the hub.

D. It provides direct connectivity between all sites by creating on-demand tunnels betweenspokes.

Answer: CD

NEW QUESTION 65
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