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NEW QUESTION 1
In the Software-as-a-service relationship, who is responsible for the majority of the security?

A. Application Consumer
B. Database Manager

C. Application Developer
D. Cloud Provider

E. Web Application CISO

Answer: D

NEW QUESTION 2
Select the best definition of “compliance” from the options below.

A. The development of a routine that covers all necessary security measures.

B. The diligent habits of good security practices and recording of the same.

C. The timely and efficient filing of security reports.

D. The awareness and adherence to obligations, including the assessment and prioritization of corrective actions deemed necessary and appropriate.
E. The process of completing all forms and paperwork necessary to develop a defensible paper trail.

Answer: D

NEW QUESTION 3
How is encryption managed on multi-tenant storage?

A. Single key for all data owners

B. One key per data owner

C. Multiple keys per data owner

D. The answer could be A, B, or C depending on the provider

E. C for data subject to the EU Data Protection Directive; B for all others

Answer: B

NEW QUESTION 4
CCM: The Architectural Relevance column in the CCM indicates the applicability of the cloud security control to which of the following elements?

A. Service Provider or Tenant/Consumer
B. Physical, Network, Compute, Storage, Application or Data
C. SaaS, PaaS or laaS

Answer: C

NEW QUESTION 5
If there are gaps in network logging data, what can you do?

A. Nothin

B. There are simply limitations around the data that can be logged in the cloud.
C. Ask the cloud provider to open more ports.

D. You can instrument the technology stack with your own logging.

E. Ask the cloud provider to close more ports.

F. Nothin

G. The cloud provider must make the information available.

Answer: C

NEW QUESTION 6

Which of the following is NOT a cloud computing characteristic that impacts incidence response?

A. The on demand self-service nature of cloud computing environments.

B. Privacy concerns for co-tenants regarding the collection and analysis of telemetry and artifacts associated with an incident.
C. The possibility of data crossing geographic or jurisdictional boundaries.

D. Object-based storage in a private cloud.

E. The resource pooling practiced by cloud services, in addition to the rapid elasticity offered by cloud infrastructures.
Answer: B

NEW QUESTION 7

All assets require the same continuity in the cloud.

A. False
B. True

Answer: A
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NEW QUESTION 8

A defining set of rules composed of claims and attributes of the entities in a transaction, which is used to determine their level of access to cloud-based resources

is called what?

A. An entitlement matrix
B. A support table

C. An entry log

D. A validation process
E. An access log

Answer: D

NEW QUESTION 9

What is a potential concern of using Security-as-a-Service (SecaaS)?
A. Lack of visibility

B. Deployment flexibility

C. Scaling and costs

D. Intelligence sharing

E. Insulation of clients

Answer: A

NEW QUESTION 10

Which of the following statements are NOT requirements of governance and enterprise risk management in a cloud environment?

A. Inspect and account for risks inherited from other members of the cloud supply chain and take active measures to mitigate and contain risks through operational

resiliency.

B. Respect the interdependency of the risks inherent in the cloud supply chain and communicate the corporate risk posture and readiness to consumers and

dependent parties.

C. Negotiate long-term contracts with companies who use well-vetted software application to avoid the transient nature of the cloud environment.

D. Provide transparency to stakeholders and shareholders demonstrating fiscal solvency and organizational transparency.

E. Both B and C.

Answer: C

NEW QUESTION 10
Which of the following statements best describes an identity federation?

A. A library of data definitions

B. A group of entities which have decided to exist together in a single cloud

C. Identities which share similar attributes

D. Several countries which have agreed to define their identities with similar attributes

E. The connection of one identity repository to another

Answer: E

NEW QUESTION 13

If in certain litigations and investigations, the actual cloud application or environment itself is relevant to resolving the dispute in the litigation or investigation, how is

the information likely to be obtained?

A. It may require a subpoena of the provider directly
B. It would require a previous access agreement
C. It would require an act of war

D. It would require a previous contractual agreement to obtain the application or access to the environment

E. It would never be obtained in this situation

Answer: D

NEW QUESTION 16

Audits should be robustly designed to reflect best practice, appropriate resources, and tested protocols and standards. They should also use what type of

auditors?

A. Auditors working in the interest of the cloud customer
B. Independent auditors

C. Certified by CSA

D. Auditors working in the interest of the cloud provider
E. None of the above

Answer: B

NEW QUESTION 18

Which attack surfaces, if any, does virtualization technology introduce?
A. The hypervisor

B. Virtualization management components apart from the hypervisor
C. Configuration and VM sprawl issues
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D. All of the above

Answer: D

NEW QUESTION 22
CCM: The Cloud Service Delivery Model Applicability column in the CCM indicates the applicability of the cloud security control to which of the following elements?

A. Mappings to well-known standards and frameworks

B. Service Provider or Tenant/Consumer

C. Physical, Network, Compute, Storage, Application or Data
D. SaaS, PaaS or laaS

Answer: D

NEW QUESTION 26
Network logs from cloud providers are typically flow records, not full packet captures.

A. False
B. True

Answer: B

NEW QUESTION 31
The containment phase of the incident response lifecycle requires taking systems offline.

A. False
B. True

Answer: B

NEW QUESTION 36
What does it mean if the system or environment is built automatically from a template?

A. Nothing.

B. It depends on how the automation is configured.

C. Changes made in production are overwritten by the next code or template change.
D. Changes made in test are overwritten by the next code or template change.

E. Changes made in production are untouched by the next code or template change.

Answer: D

NEW QUESTION 38
Your cloud and on-premises infrastructures should always use the same network address ranges.

A. False
B. True

Answer: A

NEW QUESTION 43
ENISA: Which is not one of the five key legal issues common across all scenarios:

A. Data protection

B. Professional negligence

C. Globalization

D. Intellectual property

E. Outsourcing services and changes in control

Answer: C

NEW QUESTION 44
In which type of environment is it impractical to allow the customer to conduct their own audit, making it important that the data center operators are required to
provide auditing for the customers?

A. Multi-application, single tenant environments
B. Long distance relationships

C. Multi-tenant environments

D. Distributed computing arrangements

E. Single tenant environments

Answer: C

NEW QUESTION 45
What are the primary security responsibilities of the cloud provider in compute virtualizations?
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A. Enforce isolation and maintain a secure virtualization infrastructure

B. Monitor and log workloads and configure the security settings

C. Enforce isolation and configure the security settings

D. Maintain a secure virtualization infrastructure and configure the security settings
E. Enforce isolation and monitor and log workloads

Answer: A

NEW QUESTION 49
All cloud services utilize virtualization technologies.

A. False
B. True

Answer: B

NEW QUESTION 50
Which concept is a mapping of an identity, including roles, personas, and attributes, to an authorization?

A. Access control

B. Federated Identity Management
C. Authoritative source

D. Entitlement

E. Authentication

Answer: D

NEW QUESTION 54
What is the newer application development methodology and philosophy focused on automation of application development and deployment?

A. Agile

B. BusOps

C. DevOps

D. SecDevOps
E. Scrum

Answer: C

NEW QUESTION 56
What method can be utilized along with data fragmentation to enhance security?

A. Encryption

B. Organization

C. Knowledge management
D. IDS

E. Insulation

Answer: E

NEW QUESTION 61
In volume storage, what method is often used to support resiliency and security?

A. proxy encryption

B. data rights management
C. hypervisor agents

D. data dispersion

E. random placement

Answer: D

NEW QUESTION 64

CCM: In the CCM tool, ais a measure that modifies risk and includes any process, policy, device, practice or any other actions which modify risk.
A. Risk Impact

B. Domain

C. Control Specification

Answer: C

NEW QUESTION 68

ENISA: Lock-in is ranked as a high risk in ENISA research, a key underlying vulnerability causing lock in is:

A. Lack of completeness and transparency in terms of use

B. Lack of information on jurisdictions
C. No source escrow agreement
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D. Unclear asset ownership
E. Audit or certification not available to customers

Answer: A

NEW QUESTION 71
For third-party audits or attestations, what is critical for providers to publish and customers to evaluate?

A. Scope of the assessment and the exact included features and services for the assessment
B. Provider infrastructure information including maintenance windows and contracts

C. Network or architecture diagrams including all end point security devices in use

D. Service-level agreements between all parties

E. Full APl access to all required services

Answer: C

NEW QUESTION 75
What can be implemented to help with account granularity and limit blast radius with laaS an PaaS?

A. Configuring secondary authentication

B. Establishing multiple accounts

C. Maintaining tight control of the primary account holder credentials
D. Implementing least privilege accounts

E. Configuring role-based authentication

Answer: B

NEW QUESTION 80
When mapping functions to lifecycle phases, which functions are required to successfully process data?

A. Create, Store, Use, and Share
B. Create and Store

C. Create and Use

D. Create, Store, and Use

E. Create, Use, Store, and Delete

Answer: A

NEW QUESTION 85

ENISA: A reason for risk concerns of a cloud provider being acquired is:
A. Arbitrary contract termination by acquiring company

B. Resource isolation may fail

C. Provider may change physical location

D. Mass layoffs may occur

E. Non-binding agreements put at risk

Answer: E

NEW QUESTION 90

REST APIs are the standard for web-based services because they run over HTTPS and work well across diverse environments.

A. False
B. True

Answer: B
NEW QUESTION 91
Your SLA with your cloud provider ensures continuity for all services.

A. False
B. True

Answer: A

NEW QUESTION 93
Without virtualization, there is no cloud.

A. False
B. True

Answer: B

NEW QUESTION 94
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CCM: The following list of controls belong to which domain of the CCM?
GRM 06 — Policy GRM 07 — Policy Enforcement GRM 08 — Policy Impact on Risk Assessments GRM 09 — Policy Reviews GRM 10 — Risk Assessments GRM 11 —
Risk Management Framework

A. Governance and Retention Management
B. Governance and Risk Management
C. Governing and Risk Metrics

Answer: B

NEW QUESTION 97
What is the best way to ensure that all data has been removed from a public cloud environment including all media such as back-up tapes?

A. Allowing the cloud provider to manage your keys so that they have the ability to access and delete the data from the main and back-up storage.

B. Maintaining customer managed key management and revoking or deleting keys from the key management system to prevent the data from being accessed
again.

C. Practice Integration of Duties (I0OD) so that everyone is able to delete the encrypted data.

D. Keep the keys stored on the client side so that they are secure and so that the users have the ability to delete their own data.

E. Both B and D.

Answer: B
NEW QUESTION 101
APIs and web services require extensive hardening and must assume attacks from authenticated and unauthenticated adversaries.

A. False
B. True

Answer: B

NEW QUESTION 104

What is a core tenant of risk management?

A. The provider is accountable for all risk management.

B. You can manage, transfer, accept, or avoid risks.

C. The consumers are completely responsible for all risk.

D. If there is still residual risk after assessments and controls are inplace, you must accept the risk.

E. Risk insurance covers all financial losses, including loss of customers.

Answer: B

NEW QUESTION 108
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