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NEW QUESTION 1
A Linux administrator is reviewing changes to a configuration file that includes the following section:

tls:
certificates:

- gcertFile: /etc/ssl/cert.cer
keyFile: /etc/ssl/cert.key
stores: defaulc

- certFile: /etc/ssl/expired.cer
keyFile: /etc/ssl/expired.key

stores: explired

The Linux administrator is trying to select the appropriate syntax formatter to correct any issues with the configuration file. Which of the following should the syntax
formatter support to meet this goal?

A. Markdown
B. XML

C. YAML

D. JSON

Answer: C

NEW QUESTION 2
In order to copy data from another VLAN, a systems administrator wants to temporarily assign IP address 10.1.6 5/24 to the newly added network interface
enpls0fl. Which of the following commands should the administrator run to achieve the goal?

A. ip addr add 10.0.6.5/24 dev enpls0Ofl

B. echo "IPV4_ADDRESS=10.0.6.5/24" > /etc/sysconfig/network-scripts/ifcfg-enplsOfi
C. ifconfig 10.0.6.5/24 enpsIsOfl

D. nmcli conn add Ipv4.address-10.0.6.5/24 ifname enplsOfl

Answer: A

NEW QUESTION 3
Rugged appliances are small appliances with ruggedized hardware and like Quantum Spark appliance they use which operating system?

A. Centos Linux

B. Gaia embedded

C. Gaia

D. Red Hat Enterprise Linux version 5

Answer: B

NEW QUESTION 4
A Linux system is getting an error indicating the root filesystem is full. Which of the following commands should be used by the systems administrator to resolve
this issue? (Choose three.)

A.df-h/

B. fdisk -1 /dev/sdb

C. growpart /dev/mapper/rootvg-rootlv

D. pvcreate /dev/sdb

E. Ivresize —L +10G -r /dev/mapper/rootvg-rootlv
F. Isblk /dev/sda

G. parted -l /dev/mapper/rootvg-rootlv

H. vgextend /dev/rootvg /dev/sdb

Answer: DEH

NEW QUESTION 5
A Linux administrator is tasked with adding users to the system. However, the administrator wants to ensure the users’ access will be disabled once the project is
over. The expiration date should be 2021-09-30. Which of the following commands will accomplish this task?

A. sudo useradd -e 2021-09-30 Project_user

B. sudo useradd -c 2021-09-30 Project_user

C. sudo modinfo -F 2021-09-30 Project_uses

D. sudo useradd -m -d 2021-09-30 Project_user
Answer: A

NEW QUESTION 6
Users have been unable to reach www.comptia.org from a Linux server. A systems administrator is troubleshooting the issue and does the following:
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Output 1:

2: ethl: <BROADCAST,MULTICAST,UP, LOWER UP> mtu 1500 gqdisc nogueue state UP group default glen 1000

link/ether ac:11:22:33:44:¢d brd (L:ff:00: L0 0L

inet 192.168,168,10/24 brd 192,162, 169,255 scope global dynamic noprefixroute ethd
valid 1ft B097sec preferred lft 809%7zec

inet fed0::d4daf:B8cVc:a6ff:2771/64 scope link noprefixroute
valid 1ft forever preferred 1ft forever

Output 2:

nameserver 192.168.168.53

Output 3:
FING 192,168.168.53 (192.168.168.53) 56(84) bytes of data.
64 bytes from 192.168.168.53: ilcmp seg=1 ttl-64 time=2.85 ms

-=-= 192,168.168.53 ping statistics ---
1 packets transmitted, 1 received, 0% packet losz, time Oms
bt minfavg/max/mdev = 2.847/2.847/2.847/0.000 ms

Output 4:
192.168.168.0/24 dev eth0 proto kernel scope link =rc 192.168.168.10 metric 600

Output 5:

; QUESTION SECTION:

¥
L]

.

L4
Www, Complia.org. IN

;7 RNSWER SECTION:

. 0 CLAS540%6 OPT

10 8 LomivkDAazl-=
s+ RDDITICNAL SECTION:

wWw.Ccomptia.org. 3385 IN A 23.96.239.26

& & 8

Based on the information above, which of the following is causing the issue?
A. The name www.comptia.org does not point to a valid IP address.

B. The server 192.168.168.53 is unreachable.

C. No default route is set on the server.

D. The network interface ethO0 is disconnected.

Answer: C

NEW QUESTION 7

A cloud engineer needs to change the secure remote login port from 22 to 49000. Which of the following files should the engineer modify to change the port

number to the desired value?
A. /etc/host.conf

B. /etc/hostname

C. letc/services

D. /etc/ssh/sshd_config

Answer: D

NEW QUESTION 8

A Linux administrator reviews a set of log output files and needs to identify files that contain any occurrence of the word denied. All log files containing entries in
uppercase or lowercase letters should be included in the list. Which of the following commands should the administrator use to accomplish this task?

A. find . -type f -print | xrags grep -In denied
B. find . -type f -print | xrags grep -nv denied
C. find . -type f -print | xrags grep -wL denied
D. find . -type f -print | xrags grep -li denied

Answer: A

NEW QUESTION 9

Which of the following technologies can be used as a central repository of Linux users and groups?
A. LDAP

B. MFA

C. SSO

D. PAM

Answer: A

NEW QUESTION 10
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A Linux administrator needs to create an image named sda.img from the sda disk and store it in the /tmp directory. Which of the following commands should be
used to accomplish this task?

A. dd of=/dev/sda if=tmp/sda.img
B. dd if=/dev/sda of=/tmp/sda.img
C. dd --if=/dev/sda --of=/tmp/sda.img
D. dd --of=/dev/sda --if=tmp/sda.img

Answer: B

NEW QUESTION 10

Based on an organization’s new cybersecurity policies, an administrator has been instructed to ensure that, by default, all new users and groups that are created
fall within the specified values below.

$# Min/max values for automatic uld selection 1n useradd
B

UID MIN 1000

UID MAX 60000

$# Min/max values for automatic gid selection in groupadd
=

GID MIN 1000

GID MAX 60000

To which of the following configuration files will the required changes need to be made?

A. /etc/login.defs

B. /etc/security/limits.conf
C. /etc/default/useradd

D. /etc/profile

Answer: A

NEW QUESTION 11

After installing a new version of a package, a systems administrator notices a new version of the corresponding, service file was Installed In order to use the new
version of the, service file, which of the following commands must be Issued FIRST?

A. systemctl status

B. systemctl stop

C. systemctl reinstall

D. systemctl daemon-reload

Answer: D

NEW QUESTION 14
A systems administrator is troubleshooting a connectivity issue pertaining to access to a system named db.example.com. The system IP address should be
192.168.20.88. The administrator issues the dig command and receives the following output:

;7 ANSWER SECTION:
db.example.com. 15 IN & 192.168.20.89

The administrator runs grep db.example.com /etc/hosts and receives the following output:
152.168.20.89 db.example.com

Given this scenario, which of the following should the administrator do to address this issue?

A. Modify the /etc/hosts file and change the db.example.com entry to 192.168.20.89.

B. Modify the /etc/network file and change the db.example.com entry to 192.168.20.88.

C. Modify the /etc/network file and change the db.example.com entry to 192.168.20.89.

D. Modify the /etc/hosts file and change the db.example.com entry to 192.168.20.88.

Answer: A

NEW QUESTION 17

A Linux administrator is adding a new configuration file to a Git repository. Which of the following describes the correct order of Git commands to accomplish the
task successfully?

A. pull -> push -> add -> checkout
B. pull -> add -> commit -> push
C. checkout -> push -> add -> pull
D. pull -> add -> push -> commit
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Answer: B

NEW QUESTION 18
An administrator needs to make some changes in the laC declaration templates. Which of the following commands would maintain version control?

A. git clone https://github.com/comptia/linux+-.git git push origin

B. git clone https://github.com/comptia/linux+-.git git fetch New-Branch

C. qgit clone https://github.com/comptia/linux+-.git git status

D. git clone https://github.com/comptia/linuxt+-.gitgit checkout -b <new-branch>

Answer: D

NEW QUESTION 20
A systems engineer is adding a new 1GB XFS filesystem that should be temporarily mounted under /ops/app. Which of the following is the correct list of
commands to achieve this goal?

A. C:\Users\Admin\Desktop\Data\Odt data\Untitled.jpg

B. C:\Users\Admin\Desktop\Data\Odt data\Untitled.jpg ) . ) ) ~ )
parted /dev/sdb --script mkpart primary xfs 1GB
mkfs.xfs /dev/sdb
mount /dev/sdb /opt/app

C. C:\Users\Admin\Desktop\Data\Odt data\Untitled.jpg

D. C:\Users\Admin\Desktop\Data\Odt data\Untitled.jpg

mount /dev/app vg/app /opt/app

Answer: D

NEW QUESTION 23
A DevOps engineer needs to allow incoming traffic to ports in the range of 4000 to 5000 on a Linux server. Which of the following commands will enforce this rule?

A. iptables -f filter -1 INPUT -p tcp --dport 4000:5000 -A ACCEPT
B. iptables -t filter -A INPUT -p tcp --dport 4000:5000 -j ACCEPT
C. iptables filter -A INPUT -p tcp --dport 4000:5000 -D ACCEPT
D. iptables filter -S INPUT -p tcp --dport 4000:5000 -A ACCEPT

Answer: B

NEW QUESTION 26

A Linux administrator is tasked with creating resources using containerization. When deciding how to create this type of deployment, the administrator identifies
some key features, including portability, high availability, and scalability in production. Which of the following should the Linux administrator choose for the new
design?

A. Docker

B. On-premises systems
C. Cloud-based systems
D. Kubernetes

Answer: D

NEW QUESTION 28
A systems administrator is tasked with installing GRUB on the legacy MBR of the SATA hard drive. Which of the following commands will help the administrator
accomplish this task?

A. grub-install /dev/hda
B. grub-install /dev/sda
C. grub-install /dev/srO
D. grub-install /dev/hd0,0
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Answer: B

NEW QUESTION 33

A systems administrator is notified that the mysqld process stopped unexpectedly. The systems administrator issues the following command:
sudo grep —i -r ‘out of memory’ /var/log

The output of the command shows the following:

kernel: Out of memory: Kill process 9112 (mysqgld) score 511 or sacrifice child.

Which of the following commands should the systems administrator execute NEXT to troubleshoot this issue? (Select two).

A. free -h

B. nc-v 127.0.0.1 3306

C. renice -15 $( pidof mysql )
D. Isblk

E. killall -15

F.vmstat-al4

Answer: AC

NEW QUESTION 36
A systems administrator needs to check if the service systemd-resolved.service is running without any errors. Which of the following commands will show this
information?

A. systemctl status systemd-resolved.service
B. systemctl enable systemd-resolved.service
C. systemctl mask systemd-resolved.service
D. systemctl show systemd-resolved.service

Answer: A

NEW QUESTION 37
Which of the following files holds the system configuration for journal when running systemd?

A. /etc/systemd/journald.conf

B. /etc/systemd/systemd-journalctl.conf
C. /usr/lib/systemd/journalctl.conf

D. /etc/systemd/systemd-journald.conf

Answer: A
NEW QUESTION 40

A systems administrator is troubleshooting connectivity issues and trying to find out why a Linux server is not able to reach other servers on the same subnet it is
connected to. When listing link parameters, the following is presented:

# 1p link list dev eth0

2: etho: <NO-CARRIER, BRCADCAST, MULTICAST, UP> mtu 1500, gdisc
fg codel state DOWN mode DEFAULT group default glen 100(
link/ether ac:00:11:22:3 2 brd fErfr it T ITILE

Based on the output above, which of following is the MOST probable cause of the issue?

A. The address ac:00:11:22:33:cd is not a valid Ethernet address.

B. The Ethernet broadcast address should be ac:00:11:22:33:ff instead.
C. The network interface ethO is using an old kernel module.

D. The network interface cable is not connected to a switch.

Answer: D

NEW QUESTION 43
A systems administrator is tasked with setting up key-based SSH authentication. In which of the following locations should the administrator place the public keys
for the server?

. ~/.sshd/authkeys

. ~l.ssh/keys

. ~/.ssh/authorized_keys
. ~/.ssh/keyauth

o0 w>

Answer: C

NEW QUESTION 44
A development team asks an engineer to guarantee the persistency of journal log files across system reboots. Which of the following commands would accomplish
this task?

A. grep -i auto /etc/systemd/journald.conf && systemctl restart systemd-journald.service
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B. cat /etc/systemd/journald.conf | awk ‘(print $1,$3)'
C. sed -i 's/auto/persistent/g' /etc/systemd/journald.conf && sed -i ‘persistent/s/"#//q'/etc/systemd/journald.conf
D. journalctl --list-boots && systemctl restart systemd-journald.service

Answer: A

NEW QUESTION 45
A Linux system is failing to boot. The following error is displayed in the serial console: [[1;33mDEPEND[Om] Dependency failed for /data.
[[1;33mDEPEND[Om] Dependency failed for Local File Systems

Welcome to emergency mode! After logging in, type "journalctl -xb" to viewsystem logs, "systemctl reboot” to reboot, "systemctl default” to try again to boot into
default mode.

Give root password for maintenance (or type Control-D to continue}

Which of the following files will need to be modified for this server to be able to boot again?

A. letc/mtab
B. /dev/sda
C. /etc/fstab
D. /ete/grub.conf

Answer: C

NEW QUESTION 47
A junior systems administrator has just generated public and private authentication keys for passwordless login. Which of the following files will be moved to the
remote servers?

A.id_dsa.pem
B.id rsa
C.id_ecdsa
D. id_rsa.pub

Answer: D

NEW QUESTION 49
After listing the properties of a system account, a systems administrator wants to remove the expiration date of a user account. Which of the following commands
will accomplish this task?

A. chgrp system accountname

B. passwd —s accountname

C. chmod -G system account name
D. chage -E -1 accountname

Answer: D

NEW QUESTION 54
A systems administrator is tasked with creating an Ansible playbook to automate the installation of patches on several Linux systems. In which of the following
languages should the playbook be written?

A. SQL
B. YAML
C. HTML
D. JSON

Answer: B

NEW QUESTION 58
Which of the following directories is the mount point in a UEFI system?

A. /sys/efi
B. /boot/efi
C. /efi

D. /etc/efi

Answer: B

NEW QUESTION 62
A Linux administrator needs to redirect all HTTP traffic temporarily to the new proxy server 192.0.2.25 on port 3128. Which of the following commands will
accomplish this task?

A. iptables -t nat -D PREROUTING -p tcp --sport 80 -j DNAT - -to-destination 192.0.2.25:3128
B. iptables -t nat -A PREROUTING -p top --dport 81 -j DNAT —-to-destination 192.0.2.25:3129
C. iptables -t nat -| PREROUTING -p top --sport 80 -j DNAT —-to-destination 192.0.2.25:3129
D. iptables -t nat -A PREROUTING -p tcp --dport 80 -j DNAT —-to-destination 192.0.2.25:3128

Answer: D
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NEW QUESTION 63
A Linux administrator recently downloaded a software package that is currently in a compressed file. Which of the following commands will extract the files?

A. unzip -v
B. bzip2 -z
C. gzip

D. funzip

Answer: C

NEW QUESTION 65

A junior administrator is trying to set up a passwordless SSH connection to one of the servers. The administrator follows the instructions and puts the key in the
authorized_key file at the server, but the administrator is still asked to provide a password during the connection.

Given the following output:

%

—

dlu

junior@server:-$ 1s -1lh .ss
' 6

lh
ol " e 1 junior junior

p 13 20:56 .ssh/authorized key

[ B e
M =

/
6

on

Which of the following commands would resolve the issue and allow an SSH connection to be established without a password?

A. restorecon -rv .ssh/authorized_key

B. mv .ssh/authorized_key .ssh/authorized_keys
C. systemctl restart sshd.service

D. chmod 600 mv .ssh/authorized_key

Answer: C

NEW QUESTION 68
A DevOps engineer needs to download a Git repository from https://git.company.com/admin/project.git. Which of the following commands will achieve this goal?

A. git clone https://git.company.com/admin/project.git

B. git checkout https://git.company.com/admin/project.git
C. qgit pull https://git.company.com/admin/project.git

D. git branch https://git.company.com/admin/project.git

Answer: A
Explanation:

git clone is the best option if its a new project. git pull would work best if it was an ongoing project that had multiple team members that had pushed their updates to
the main repository

NEW QUESTION 73
A systems administrator received a notification that a system is performing slowly. When running the top command, the systems administrator can see the
following values:

%Cpu(s): 2.7 us, 1.9 sy, 0.0 ni, 0.4 id, 95 wa, 0.0 hi, 0.0 si 0.0 st

Which of the following commands will the administrator most likely run NEXT?
A. vmstat

B. strace

C. htop

D. Isof

Answer: A

NEW QUESTION 76

A Linux administrator created the directory /project/access?2all. By creating this directory, the administrator is trying to avoid the deletion or modification of files from
non-owners. Which of the following will accomplish this goal?

A. chmod +t /project/access?2all

B. chmod +rws /project/access?2all

C. chmod 2770 /project/access?2all

D. chmod ugo+rwx /project/access2all

Answer: A

NEW QUESTION 78
A Linux administrator needs to resolve a service that has failed to start. The administrator runs the following command:

1s -1 startup file

The following output is returned
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—————————— . root root 81k Sep 13 19:01 startupfile

Which of the following is MOST likely the issue?

A. The service does not have permissions to read write the startupfile.
B. The service startupfile size cannot be 81k.

C. The service startupfile cannot be owned by root.

D. The service startupfile should not be owned by the root group.

Answer: A

NEW QUESTION 81
A Linux administrator copied a Git repository locally, created a feature branch, and committed some changes to the feature branch. Which of the following Git
actions should the Linux administrator use to publish the changes to the main branch of the remote repository?

A. rebase
B. tag

C. commit
D. push

Answer: C

NEW QUESTION 84
A Linux administrator was tasked with deleting all files and directories with names that are contained in the sobelete.txt file. Which of the following commands will
accomplish this task?

A. xargs -f cat toDelete.txt -rm
B. rm -d -r -f toDelete.txt

C. cat toDelete.txt | rm -frd

D. cat toDelete.txt | xargs rm -rf

Answer: B
NEW QUESTION 86

A Linux engineer set up two local DNS servers (10.10.10.10 and 10.10.10.20) and was testing email connectivity to the local mail server using the mail command
on a local machine when the following error appeared:

Send-mall: Cannot open mail:25
The local machine DNS settings are:

S cat /etc/resolv.conf
nameserver 10.10.10.10 #web records
nameserver 10.10.10.20 #emaill records

Mail server: mail.example.com

Which of the following commands could the engineer use to query the DNS server to get mail server information?

A. dig @example.com 10.10.10.20 a

B. dig @10.10.10.20 example.com mx
C. dig @example.com 10.10.10.20 ptr
D. dig @10.10.10.20 example.com ns

Answer:. B

NEW QUESTION 90

A Linux administrator needs to determine whether a hostname is in the DNS. Which of the following would supply the information that is needed?
A. nslookup

B. rsyn

C. netstat

D. host

Answer: A

NEW QUESTION 93

A Linux administrator created a new file system. Which of the following files must be updated to ensure the filesystem mounts at boot time?

A. letc/sysctl
B. /etc/filesystems

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure XK0-005 dumps!
rJ CEFtShal"Ed https://www.certshared.com/exam/XK0-005/ (161 Q&AS)

C. letc/fstab
D. /etc/nfsmount.conf

Answer: C

NEW QUESTION 98

A Linux administrator would like to use systemd to schedule a job to run every two hours. The administrator creates timer and service definitions and restarts the
server to load these new configurations. After the restart, the administrator checks the log file and notices that the job is only running daily. Which of the following is
MOST likely causing the issue?

A. The checkdiskspace.service is not running.

B. The checkdiskspace.service needs to be enabled.

C. The OnCalendar schedule is incorrect in the timer definition.
D. The system-daemon services need to be reloaded.

Answer: D

NEW QUESTION 103
A Linux systems administrator needs to persistently enable IPv4 forwarding in one of the Linux systems. Which of the following commands can be used together to
accomplish this task? (Choose two.)

. sysctl net.ipv4.ip_forward

. sysctl -w net.ipv4.ip_forward=1

. echo "net.ipv4.ip_forward=1" >> /etc/sysctl.conf

. echo 1 > /proc/sys/net/ipv4/ip_forward

. sysctl —p

. echo "net.ipv6.conf.all.forwarding=I" >> /etc/sysctl.conf

mTmoOw>

Answer: BC

NEW QUESTION 104
What is the main objective when using Application Control?

A. To filter out specific content.

B. To assist the firewall blade with handling traffic.
C. To see what users are doing.

D. Ensure security and privacy of information.

Answer: C
NEW QUESTION 109

A Linux systems administrator receives reports from various users that an application hosted on a server has stopped responding at similar times for several days
in a row. The administrator logs in to the system and obtains the following output:

Output 1:
Tue Aug 3. serserdg 2027 OOM: Kill process 4:3B0% (java) score 24% or sacrifice child

L L -
Tul AUQ 3l Zecdeids o020 Kl.led process 4:80C (Javal total-vE: dddcatlKB, anon-vss: 4(c:l40kB, file-rss: c2xB
Output 2:
Linux 3.2 328.13.1 .xE¢ 64 #1 (noscname 2_s0B/202° 2 xXBo e4 ¢ CPU
=il i PM of-it *1S&Er Fnlce *FSYysSTSN Flowalcs ksreal *1dl=
_prtdrel PM all ~ 7,28 .4 b.zc o, 0 2 (] 5.0
:6:20:07 oM al cl .24 . D . X ? .y €5 .6%

= =4 al 25.45 . O l.E8 LI 1 T X ¢2.282
Output 3:
5 free -m

total used free shared buff/cache awvallable

Mem: 16704 15026 174 52 £1% 763

Which of the following should the administrator do to provide the BEST solution for the reported issue?

A. Configure memory allocation policies during business hours and prevent the Java process from going into a zombie state while the server is idle.

B. Configure a different nice value for the Java process to allow for more users and prevent the Java process from restarting during business hours.

C. Configure more CPU cores to allow for the server to allocate more processing and prevent the Java process from consuming all of the available resources.
D. Configure the swap space to allow for spikes in usage during peak hours and prevent the Java process from stopping due to a lack of memory.

Answer: A

NEW QUESTION 113

Which of the following is a function of a bootloader?

A. Itinitializes all the devices that are required to load the OS.
B. It mounts the root filesystem that is required to load the OS.
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C. It helps to load the different kernels to initiate the OS startup process.
D. It triggers the start of all the system services.

Answer: C

NEW QUESTION 114

A Linux administrator needs to ensure that Java 7 and Java 8 are both locally available for developers to use when deploying containers. Currently only Java 8 is

available. Which of the following commands should the administrator run to ensure both versions are available?

A. docker image load java:7
B. docker image pull java:7
C. docker image import java:7
D. docker image build java:7

Answer: B

NEW QUESTION 118

A systems administrator is receiving tickets from users who cannot reach the application app that should be listening on port 9443/tcp on a Linux server.

To troubleshoot the issue, the systems administrator runs netstat and receives the following output:

# netstat -anp | grep appd | grep -w LISTEN
0:* LISTEN 1234/appd

tcp 0 0 127.0.0.1:9443 0.0.0.

Based on the information above, which of the following is causing the issue?
A. The IP address 0.0.0.0 is not valid.

B. The application is listening on the loopback interface.

C. The application is listening on port 1234.

D. The application is not running.

Answer: B

Explanation:

The server is in a "Listen"” state on port 9943 using its loopback address. The "1234" is a process-id

NEW QUESTION 119
A systems administrator is tasked with creating a cloud-based server with a public IP address.

-name: start an instance with a public IP address

community.abc.ec2 instance:
name: "public-compute-instance"”
key name: "comptia-ssh-key"”
vpc_subnet_id: subnet-S5cjsshl
instance type: instance.type
security group: comptia
network:

assign public ip: true

image i1d: ami-1234568
tags:

Environment: Comptia-Items-Writing-Workshop

Which of the following technologies did the systems administrator use to complete this task?
A. Puppet

B. Git

C. Ansible

D. Terraform

Answer: D

NEW QUESTION 122

A Linux administrator is creating a primary partition on the replacement hard drive for an application server. Which of the following commands should the

administrator issue to verify the device name of this partition?

A. sudo fdisk /dev/sda
B. sudo fdisk -s /dev/sda
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C. sudo fdisk -I
D. sudo fdisk -h

Answer: C

NEW QUESTION 127
A Linux system is failing to boot with the following error:

error: no such partitions
Entering rescue mode..
grub rescue>

Which of the following actions will resolve this issue? (Choose two.)

A. Execute grub-install --root-directory=/mnt and reboot.

B. Execute grub-install /dev/sdX and reboot.

C. Interrupt the boot process in the GRUB menu and add rescue to the kernel line.
D. Fix the partition modifying /etc/default/grub and reboot.

E. Interrupt the boot process in the GRUB menu and add single to the kernel line.
F. Boot the system on a LiveCD/ISO.

Answer: BD

NEW QUESTION 131
A systems administrator wants to be sure the sudo rules just added to /etc/sudoers are valid. Which of the following commands can be used for this task?

A. visudo -c

B. test -f /etc/sudoers

C. sudo vi check

D. cat /etc/sudoers | tee test

Answer: A

NEW QUESTION 133
A user generated a pair of private-public keys on a workstation. Which of the following commands will allow the user to upload the public key to a remote server
and enable passwordless login?

A. scp ~/.ssh/id_rsa user@server:~/
B. rsync ~ /.ssh/ user@server:.~/

C. ssh-add user server

D. ssh-copy-id user@server

Answer: D

NEW QUESTION 137
A Linux administrator is providing a new Nginx image from the registry to local cache. Which of the following commands would allow this to happen?

A. docker pull nginx

B. docker attach nginx
C. docker commit nginx
D. docker import nginx

Answer: A

NEW QUESTION 142

A cloud engineer needs to remove all dangling images and delete all the images that do not have an associated container. Which of the following commands will
help to accomplish this task?

A. docker images prune -a

B. docker push images -a

C. docker rmi -a images

D. docker images rmi --all

Answer: A

NEW QUESTION 146
A systems administrator configured firewall rules using firewalld. However, after the system is rebooted, the firewall rules are not present:
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Chain INPUT (policy ACCEPT)

destination

CLarget prot opt source
Chain FORWARD (policy ACCEPT) . :

: destination
target prot opt source
Chain OUTPUT (policy ACCEPT) . .
A A P y destination
target prot opt scource

The systems administrator makes additional checks:

- gdynamic Iirewall casmon

T A~ - & ] A | ET] s 1Y 2 ) map 5 Tl R | ara o 14 sak 1 aA & § EaE PR
Loaged: loaQed (/fusr/lip/systemd 5'3':..1":1'!:..-.'E-'-a-].d..f‘:'..,:f;.,e. Jisableq; vendor presat: enapled)
Active nactive (dsad)
[ Ty [e—— - o | F
B I'-l.-‘; '..1‘?--\?-;-3 'l;:l

' g - -

Ilrewalld 13 not running

Which of the following is the reason the firewall rules are not active?

A. iptables is conflicting with firewalld.

B. The wrong system target is activated.

C. FIREWALL_ARGS has no value assigned.
D. The firewalld service is not enabled.

Answer: D

NEW QUESTION 150

A developer is trying to install an application remotely that requires a graphical interface for installation. The developer requested assistance to set up the
necessary environment variables along with X11 forwarding in SSH. Which of the following environment variables must be set in remote shell in order to launch the
graphical interface?

A. $RHOST
B. SETENV
C. $SHELL
D. $DISPLAY

Answer: D

NEW QUESTION 152
Joe, a user, is unable to log in to the Linux system Given the following output:

4

Which of the following command would resolve the issue?

A. usermod -s /bin/bash joe
B. pam_tally2 -u joe -r

C. passwd -u joe

D. chage -E 90 joe

Answer: A

NEW QUESTION 153
A Linux administrator needs to create a new user named user02. However, user02 must be in a different home directory, which is under /comptia/projects. Which
of the following commands will accomplish this task?

A. useradd -d /comptia/projects user02
B. useradd -m /comptia/projects user02
C. useradd -b /comptia/projects user02
D. useradd -s /comptia/projects user02

Answer: A

NEW QUESTION 156

A Linux administrator wants to find out whether files from the wget package have been altered since they were installed. Which of the following commands will
provide the correct information?

A. rpm -i wget

B. rpm -gf wget
C. rpm -F wget
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D. rpm -V wget

Answer: D

NEW QUESTION 157

A Linux administrator needs to obtain a list of all volumes that are part of a volume group. Which of the following commands should the administrator use to

accomplish this task?
A. vgs

B. Ivs

C. fdisk -1

D. pvs

Answer: D

NEW QUESTION 162

A Linux engineer has been notified about the possible deletion of logs from the file /opt/app/logs. The engineer needs to ensure the log file can only be written into

without removing previous entries.

# lsattz /opt/app/logs

logs

Which of the following commands would be BEST to use to accomplish this task?

A. chattr +a /opt/app/logs
B. chattr +d /opt/app/logs
C. chattr +i /opt/app/logs
D. chattr +c /opt/app/logs

Answer: A

NEW QUESTION 165

A Linux administrator was notified that a virtual server has an 1/0O bottleneck. The Linux administrator analyzes the following output:

o
root@linuy:~§ uptime
18:43:
s - ”
rootélinux:~¢ vmstat 10 10
DLOCS ----------- MEmory---------- --
¥ Ed 1 fraa e Fega et o]
I D3 .pﬂ k= E'J-ﬁ-. L L
13 0 5520 141228 98932 232531
10 5608 131280 9g%32 23253:
"A A ECAB e ) a A39ETD
U L J2L0 l-ll:l:-’.!:' 9-'5‘31:- r'\'r'r’ﬁ-"j;

root8linux:~% free -m

4
4

Fotal used free shared
Mem 1933 1454 110 13
Swap 1447 5 1441

i
47 up 1 day, 19:58, 1 user, load average: 9.90, 5.83, 2.49
1

T e B e e | ot B L) o R cpu
31 S0 bl bo 1n cs us sy 1d
0 2 10 28 182 167 1 0 93
0 282l 0 28211 342 193 § 8 0
0 5242 0 35242 333 402 9% 4 0

available

2368 2202

Wi FE J o
QUL ..l'l*\.d%:'-l-E'

Given there is a single CPU in the sever, which of the following is causing the slowness?

A. The system is running out of swap space.

B. The CPU is overloaded.
C. The memory is exhausted.
D. The processes are paging.

Answer: B

NEW QUESTION 168

A Linux administrator found many containers in an exited state. Which of the following commands will allow the administrator to clean up the containers in an

exited state?

A. docker rm --all

B. docker rm $(docker ps -aq)
C. docker images prune *

D. docker rm --state exited

Answer: D

NEW QUESTION 172

A cloud engineer is asked to copy the file deployment.yaml from a container to the host where the container is running. Which of the following commands can
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accomplish this task?

A. docker cp container_id/deployment.yaml deployment.yaml

B. docker cp container_id:/deployment.yaml deployment.yaml

C. docker cp deployment.yaml local://deployment.yami

D. docker cp container_id/deployment.yaml local://deployment.yam|

Answer: A

NEW QUESTION 177

A systems administrator made some changes in the ~/.bashrc file and added an alias command. When the administrator tried to use the alias command, it did not
work. Which of the following should be executed FIRST?

A. source ~/.bashrc
B. read ~/.bashrc
C. touch ~/.bashrc
D. echo ~/.bashrc

Answer: A

NEW QUESTION 180

A Linux administrator needs to analyze a failing application that is running inside a container. Which of the following commands allows the Linux administrator to
enter the running container and analyze the logs that are stored inside?

A. docker run -ti app /bin/sh

B. podman exec -ti app /bin/sh
C. podman run -d app /bin/bash
D. docker exec -d app /bin/bash

Answer: B

NEW QUESTION 185
A systems administrator is investigating why one of the servers has stopped connecting to the internet.

oo B r g
r " = woon f A e e e et
| AT PR e i _.-\_-,.-_.;E.\_l:-...

curl: (6) Could not resolve host: google.com
& - = = £
#cat /etc/resolv.cont
ar I - & — - aF - -y " - -
[&arch -ﬂ_h._'...._t.ﬂ.._'r..__ AL L e L CO
Fnameservaer 1Lo,10,1iu,1U
£lp route
i T } E d-._-. o PEAT S ST RS sy &
rrrrrrr - a2l W dia = T = Y EmR el 2edeals S -l
L Lo Q&ay ath EFZOLY REIlEs 3CREC LINK 3ILC 1lWV.V.J3. = EaTric g B
FRmcll connection shoWw
sk A Py 25 PO PO
.Pn. L UL L ...'I.'E ...-E-lir_-E
- BN = A TAHAZ & &4 s = 5 2947 2 = a4 = FETJTL = - - P - P
et badaidii=-afde=-4faS=-83g3-2721fddatfis gihernet eth
- s . ' o e = ] i R N ) =i A9 - =R - |y 4 fm -
Wired connecticn 1 fdSesdsa-22az-35ed-8532-9aZe3Bfl 1b5as etharnec -

Which of the following is causing the issue?

A. The DNS address has been commented out in the configuration file.
B. The search entry in the /etc/resolv.conf file is incorrect.

C. Wired connection 1 is offline.

D. No default route is defined.

Answer: A

NEW QUESTION 187

A systems administrator needs to verify whether the built container has the app.go file in its root directory. Which of the following can the administrator use to verify
the root directory has this file?

A. docker image inspect

B. docker container inspect

C. docker exec <container_name> Is
D. docker ps <container_name>

Answer: B

NEW QUESTION 189

A systems administrator created a new Docker image called test. After building the image, the administrator forgot to version the release. Which of the following
will allow the administrator to assign the v1 version to the image?

A. docker image save test test:vl
B. docker image build test:vl
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C. docker image tag test test:vl
D. docker image version test:vl

Answer: C

NEW QUESTION 192
A systems administrator is deploying three identical, cloud-based servers. The administrator is using the following code to complete the task:

\-L_‘:ﬂ';]\'t'-': 'l..-_-.:r\.lﬁ "r't:cil-;l'-'hrq-:l'l |F'a-_--\-' 'j_r"-l'_‘-—:__vul-\-l:"

aml = data.abs aml.vendeor-Linux--.1d

a3s¢Clate public 1p address = Lrue

At =

instance Lype "instance typs"

VIpC Securlty Jroup 1ds abc.gelurity group.allow ssh.

_"-i:

2y name = abc key palr.Xey palr.key name

Tags = |
Name = "3{var.namespace} 35(count.lndex)"”

Which of the following technologies is the administrator using?

A. Ansible
B. Puppet
C. Chef

D. Terraform

Answer: D

NEW QUESTION 193

Employees in the finance department are having trouble accessing the file /opt/work/file. All IT employees can read and write the file. Systems administrator
reviews the following output:

admin@server: /opt/work$s 1ls -al file
-Iw=-rw---=4+ 1 root it 4 Sep 5 17:29 file

Which of the following commands would permanently fix the access issue while limiting access to IT and finance department employees?

A. chattr +i file

B. chown it:finance file

C. chmod 666 file

D. setfacl -m g:finance:rw file

Answer: D

NEW QUESTION 195

A Linux administrator booted up the server and was presented with a non-GUI terminal. The administrator ran the command systemctl isolate graphical.target and
rebooted the system by running systemctl reboot, which fixed the issue. However, the next day the administrator was presented again with a non-GUI terminal.
Which of the following is the issue?

A. The administrator did not reboot the server properly.

B. The administrator did not set the default target to basic.target.

C. The administrator did not set the default target to graphical.target.
D. The administrator did not shut down the server properly.

Answer: C

NEW QUESTION 200

To harden one of the servers, an administrator needs to remove the possibility of remote administrative login via the SSH service. Which of the following should
the administrator do?

A. Add the line DenyUsers root to the /etc/hosts.deny file.

B. Set PermitRootLogin to no in the /etc/ssh/sshd_config file.
C. Add the line account required pam_nologi
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D. so to the /etc/pam.d/sshd file.
E. Set PubKeyAuthentication to no in the /etc/ssh/ssh_config file.

Answer: B

NEW QUESTION 204
Which of the following enables administrators to configure and enforce MFA on a Linux system?

A. Kerberos
B. SELinux
C. PAM

D. PKI

Answer: A

NEW QUESTION 205
A systems administrator wants to test the route between IP address 10.0.2.15 and IP address 192.168.1.40. Which of the following commands will accomplish this
task?

A. route -e get to 192.168.1.40 from 10.0.2.15
B. ip route get 192.163.1.40 from 10.0.2.15
C. ip route 192.169.1.40 to 10.0.2.15

D. route -n 192.168.1.40 from 10.0.2.15

Answer: B

NEW QUESTION 209
A new Linux systems administrator just generated a pair of SSH keys that should allow connection to the servers. Which of the following commands can be used
to copy a key file to remote servers? (Choose two.)

. wget

. ssh-keygen
. ssh-keyscan
. ssh-copy-id
ftpd

. scp

mTmooO o>

Answer: DF

NEW QUESTION 210
A Linux administrator is scheduling a system job that runs a script to check available disk space every hour. The Linux administrator does not want users to be
able to start the job. Given the following:

[Unit]

Description=Check available disk space

RefuseManualstart=yes
RefuseManualStop=yes

[Timer]
Persistent=true
OnCalendar=*—-*_*%_*x:()0:00

Unit=checkdiskspace.service

[Install]
WantedBy=timers.target

The Linux administrator attempts to start the timer service but receives the following error message:
Failed to start checkdiskspace.timer: Operation refused ...

Which of the following is MOST likely the reason the timer will not start?
A. The checkdiskspace.timer unit should be enabled via systemctl.

B. The timers.target should be reloaded to get the new configuration.

C. The checkdiskspace.timer should be configured to allow manual starts.
D. The checkdiskspace.timer should be started using the sudo command.

Answer: C

NEW QUESTION 214
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A Linux administrator is troubleshooting a memory-related issue. Based on the output of the commands:

y Vmstat -s --unlit |

L ]

M total memory
used memory
active memory
1nactive memory
free memory

ad Oy
= =

2 W L wuD
-] O

(M= RN = G s

= =

v

5 free -h
al used free shared buff/cache avallable
Mem: 463M 331IM 95M 1M 54 (M 458M

Swap: 0 0 0

$ ps -aux | grep script.sh
USER PID %CPU %MEM VSZ RES TTY STAT START TIME COMMAND

user 8321 2.8 40.5 322484¢ 371687 7 SN  16:49 2:09 /home/user/script.sh
Which of the following commands would address the issue?

A. top -p 8321

B. kill -9 8321

C. renice -10 8321
D. free 8321

Answer: C

NEW QUESTION 215

A Linux administrator has logged in to a server for the first time and needs to know which services are allowed through the firewall. Which of the following options
will return the results for which the administrator is looking?

A. firewall-cmd —get-services
B. firewall-cmd —check-config
C. firewall-cmd —list-services
D. systemctl status firewalld

Answer: C

NEW QUESTION 216

A systems administrator is investigating an issue in which one of the servers is not booting up properly. The journalctl entries show the following:
Sep 16 20:30:43 server kernel: acpli PNPOAD3:00: _0SC failed (AE_NOT FOUND);

-= Subject: Unit dev-mapper-certos\x2dapp.davice has failed

Sep -6 20:32:.% server systemd[.): Dependency failed for /opt/apg

-- Subject: Unit opt-app.mount has failed

-= Unit opt-app.mount has falled

Sep o 20:32:2% server systemd[.): Dependency failed for Local File Systems.

-- 8Subject: Unit locai-fs.zarget has failed

-= Unit local-fs.carget has failed.

Sep 26 20:32:1% server systemd([l]: Dependency failed for Relapel all filesystem, if necessary.
-- Subject: Unit rhal-autorelabel.service has failed

nit rhel-autorelapel.service has failed.

Which of the following will allow the administrator to boot the Linux system to normal mode quickly?

A. Comment out the /opt/app filesystem in /etc/fstab and reboot.
B. Reformat the /opt/app filesystem and reboot.

C. Perform filesystem checks on local filesystems and reboot.
D. Trigger a filesystem relabel and reboot.

Answer: A

NEW QUESTION 218

The security team has identified a web service that is running with elevated privileges A Linux administrator is working to change the systemd service file to meet
security compliance standards. Given the following output:
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Which of the following remediation steps will prevent the web service from running as a privileged user?

A. Removing the ExecStarWustr/shin/webserver -D SOPTIONS from the service file

B. Updating the Environment File line in the [Service] section to/home/webservice/config
C. Adding the User-webservice to the [Service] section of the service file

D. Changing the:nulti-user.target in the [Install] section to basic.target

Answer: A

NEW QUESTION 221

A newly created container has been unable to start properly, and a Linux administrator is analyzing the cause of the failure. Which of the following will allow the

administrator to determine the FIRST command that is executed inside the container right after it starts?

A. docker export <container_id>
B. docker info <container_id>

C. docker start <container_id>

D. docker inspect <container_id>

Answer: D

NEW QUESTION 226

Due to low disk space, a Linux administrator finding and removing all log files that were modified more than 180 days ago. Which of the following commands will

accomplish this task?

A. find /var/log -type d -mtime +180 -print -exec rm {} \;
B. find /var/log -type f -modified +180 -rm

C. find /var/log -type f -mtime +180 -exec rm {} \

D. find /var/log -type c -atime +180 —remove

Answer: A

NEW QUESTION 228
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