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NEW QUESTION 1
Why containers are less secure that virtual machines?

A. Host OS on containers has a larger surface attack.

B. Containers may full fill disk space of the host.

C. A compromise container may cause a CPU starvation of the host.
D. Containers are attached to the same virtual network.

Answer: A

NEW QUESTION 2

Study the following log extract and identify the attack.

12/26-07:0622:31.167035 207.2192.207.240:1882 -> 17216.1.106:80
TCP TTL:13 TTL:50TOS:0x0 IP:53476 DFF

®ETAPT®® Sz2g: OXZ2BDC1l07 Ack: Dx1CBOF1S56 Win: 0x22383 TcecpLen: 20

47 45 54 27 2F 6D 73 61 64 63 2F 2E 2E CO AF 2E GET /meade/.....
2E 2F 2E 2F CO AF 2E 2E 2F 2E 2ZE CO AF 2FE 2E 2F ./ euvssnal vannnsnd
77 69 6E 6E 74 2F 73 79 73 74 65 6D 33 32 2F 63 winnt/system3Z/c
6D 64 2E 65 T8 65 3F 2F 63 2B 64 69 72 2B 63 3Amd.exe?/c+dir+c:
SC 20 48 59 54 S0 2F 31 2E 31 OD OA 41 63 63 65 \ HTTP/1.1..Acce
70 74 3A 2] 69 6D 61 67 65 2F 67 69 66 2C 20 69 pr: image/gif, 1
6D 61 67 &5 2F 78 2D 78 62 69 74 6D 61 70 2C 20 mage/x-xbitmap
69 6D 61 67 65 2F 64 70 65 67 2C 20 659 6D 61 67 image/jpeg, i1mag
65 2F 70 6& 70 65 &7 2C 20 61 70 70 &C 69 63 €1 e/pipeg, applica
74 69 6F 6E Z2F 76 6E 64 2E 6D 73 2D 65 78 63 65 rion/vnd.ms-exce
6C 2C 20 61 70 70 6C 69 63 61 749 69 6F 6E 2F 6D 1, application/m
73 77 6F 72 64 2C 20 61 70 70 6C 69 63 61 74 6% sword, applicati
6F 6E 2F 76 G6E 64 ZE &D 73 2D 70 &6F 77 65 72 70 onSvikl.mes-powerp
6F 69 6E 74 2C 20 2A ZF 2A OD OA 41 63 63 65 70 oinc, =/%..Accep
74 2D 4C 67 6C 61 2F 34 2E 30 20 28 63 6F 6D 70 ozilla/age: en-v
73 0D D& 62 6C 65 3B 20 4D 53 49 45 20 35 ZE 30 acible:pt-Encodd
BE B7 3A 57 69 BE B9 B6F 77 73 20 39 35 29 0D DA 1; Windo, deflat
65 OD OA 55 72 65 72 2D 41 67 65 6 74 3A 20 4D e..User-Agent: H
6F 7h 69 62 6C 61 2F 34 2E 30 20 28 63 6F 6D 70 ozilla/4.0 (comp
61 79 69 62 6C 65 3B 20 49D 53 499 45 20 35 2E 30 atible; M3IE 5.0
31 2B 20 57 69 6E 64 6F 77 73 20 39 35 29 0D 0OA 1: Windows 95) ..
48 6F 73 79 3A& 20 6C 61 62 2E 77 69 72 65 74 72 Hosct: lib.bvxror
69 70 ZE 6E 65 74 OD OA 43 6F BE 6E 65 63 74 69 1p.0rg. .Connecrl
CF GE 3A 20 48 65 65 70 2D 41 6C 69 74 635 0D OA wu: Kesp-Alive..
43 6F 6F BE 69 65 3A 20 41 53 50 53 45 53 53 49 Cookie: ASPSESSI
4F |E 499 5& 47 51 51 51 51 51 54 55 3D 4B 4E &F ONIDGOQOOQZIU=EKNO
48 4D 4F 4p 41 4B S0 46 4F 50 48 4D 4C 41 S50 4F HMOJAYDPFOPHMLAPN
49 46 49 46 42 0D OA OD OA 91 50D gE 459 46 49 46 IFIFB....APNIFIF
42 0D O ODb O B....

A. Hexcode Attack

B. Cross Site Scripting

C. Multiple Domain Traversal Attack
D. Unicode Directory Traversal Attack

Answer: D

NEW QUESTION 3
You are analysing traffic on the network with Wireshark. You want to routinely run a cron job which will run the capture against a specific set of IPs -
192.168.8.0/24. What command you would use?

A. wireshark --fetch "192.168.8*"

B. wireshark --capture --local masked 192.168.8.0 ---range 24
C. tshark -net 192.255.255.255 mask 192.168.8.0

D. sudo tshark -f'net 192 .68.8.0/24"

Answer: D

NEW QUESTION 4

An Intrusion Detection System (IDS) has alerted the network administrator to a possibly malicious sequence of packets sent to a Web server in the network’s
external DMZ. The packet traffic was captured by the IDS and saved to a PCAP file. What type of network tool can be used to determine if these packets are
genuinely malicious or simply a false positive?

A. Protocol analyzer

B. Network sniffer

C. Intrusion Prevention System (IPS)
D. Vulnerability scanner
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Answer: A

NEW QUESTION 5
Windows LAN Manager (LM) hashes are known to be weak.
Which of the following are known weaknesses of LM? (Choose three.)

A. Converts passwords to uppercase.

B. Hashes are sent in clear text over the network.
C. Makes use of only 32-bit encryption.

D. Effective length is 7 characters.

Answer: ABD

NEW QUESTION 6

You are programming a buffer overflow exploit and you want to create a NOP sled of 200 bytes in the program exploit.c
char shellcode[] =
"W\x31\xc0\xb0\x46\x31\xdb\x31\xcS\xcd\x80\xeb\xl16\x5b\x31\xcO"”
“AuxBB\x4A3\x0 7T \xE9\x5b\ 208 \xB89\x43\x0c\xb0\x0b\x8d\ x4b\x 08\ x84"
“"ANuE3\x0c\xcd \xE0\xeB\ ke \xff\xfA\xf A \x2 F\x62\x69\ x6\x2f\x73"

b = O FF o,
\‘-.Xt-_l r

What is the hexadecimal value of NOP instruction?

A. 0x60
B. 0x80
C. 0x70
D. 0x90

Answer: D

NEW QUESTION 7

A network administrator discovers several unknown files in the root directory of his Linux FTP server. One of the files is a tarball, two are shell script files, and the
third is a binary file is named "nc." The FTP server's access logs show that the anonymous user account logged in to the server, uploaded the files, and extracted
the contents of the tarball and ran the script using a function provided by the FTP server's software. The “ps” command shows that the “nc” file is running as
process, and the netstat command shows the “nc” process is listening on a network port.

What kind of vulnerability must be present to make this remote attack possible?

A. File system permissions
B. Privilege escalation

C. Directory traversal

D. Brute force login

Answer: A

NEW QUESTION 8
Which of the following program infects the system boot sector and the executable files at the same time?

A. Polymorphic virus
B. Stealth virus
C. Multipartite Virus
D. Macro virus

Answer: C

NEW QUESTION 9

Scenariol:

* 1. Victim opens the attacker's web site.

* 2. Attacker sets up a web site which contains interesting and attractive content like 'Do you want to make

$1000 in a day?".

* 3. Victim clicks to the interesting and attractive content URL.

* 4, Attacker creates a transparent 'iframe' in front of the URL which victim attempts to click, so victim thinks that he/she clicks to the 'Do you want to make $1000
in a day?' URL but actually he/she clicks to the content or URL that exists in the transparent 'iframe' which is setup by the attacker.

What is the name of the attack which is mentioned in the scenario?

A. Session Fixation

B. HTML Injection

C. HTTP Parameter Pollution
D. Clickjacking Attack

Answer: D

NEW QUESTION 10

Joseph was the Web site administrator for the Mason Insurance in New York, who's main Web site was located at www.masonins.com. Joseph uses his laptop
computer regularly to administer the Web site. One night, Joseph received an urgent phone call from his friend, Smith. According to Smith, the main Mason
Insurance web site had been vandalized! All of its normal content was removed and replaced with an attacker's message "Hacker Message: You are dead!
Freaks!” From his office, which was directly connected to Mason Insurance's internal network, Joseph surfed to the Web site using his laptop. In his browser, the
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Web site looked completely intact.

No changes were apparent. Joseph called a friend of his at his home to help troubleshoot the problem. The Web site appeared defaced when his friend visited
using his DSL connection. So, while Smith and his friend could see the defaced page, Joseph saw the intact Mason Insurance web site. To help make sense of
this problem, Joseph decided to access the Web site using hisdial-up ISP. He disconnected his laptop from the corporate internal network and used his modem to
dial up the same ISP used by Smith. After his modem connected, he quickly typed www.masonins.com in his browser to reveal the following web page:

Hiicksr Messidge:

¥iou f@re Desfd! Fre@ks!

After seeing the defaced Web site, he disconnected his dial-up line, reconnected to the internal network, and used Secure Shell (SSH) to log in directly to the Web
server. He ran Tripwire against the entire Web site, and determined that every system file and all the Web content on the server were intact. How did the attacker
accomplish this hack?

A. ARP spoofing

B. SQL injection

C. DNS poisoning

D. Routing table injection

Answer: C

NEW QUESTION 10
Which of the following is the BEST way to defend against network sniffing?

A. Using encryption protocols to secure network communications

B. Register all machines MAC Address in a Centralized Database

C. Use Static IP Address

D. Restrict Physical Access to Server Rooms hosting Critical Servers

Answer: A

NEW QUESTION 15
In an internal security audit, the white hat hacker gains control over a user account and attempts to acquire access to another account's confidential files and
information. How can he achieve this?

A. Privilege Escalation

B. Shoulder-Surfing

C. Hacking Active Directory
D. Port Scanning

Answer: A

NEW QUESTION 16

Suppose your company has just passed a security risk assessment exercise. The results display that the risk of the breach in the main company application is
50%. Security staff has taken some measures and

implemented the necessary controls. After that, another security risk assessment was performed showing that risk has decreased to 10%. The risk threshold for
the application is 20%. Which of the following risk decisions will be the best for the project in terms of its successful continuation with the most business profit?

A. Accept the risk

B. Introduce more controls to bring risk to 0%
C. Mitigate the risk

D. Avoid the risk

Answer: A

NEW QUESTION 17
What do Trinoo, TFN2k, WinTrinoo, T-Sight, and Stracheldraht have in common?

A. All are hacking tools developed by the legion of doom

B. All are tools that can be used not only by hackers, but also security personnel
C. All are DDOS tools

D. All are tools that are only effective against Windows

E. All are tools that are only effective against Linux

Answer: C

NEW QUESTION 21

What port number is used by LDAP protocol?
A. 110

B. 389

C. 464

D. 445

Answer: B

NEW QUESTION 25
Nedved is an IT Security Manager of a bank in his country. One day. he found out that there is a security breach to his company's email server based on analysis
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of a suspicious connection from the email server to an unknown IP Address.
What is the first thing that Nedved needs to do before contacting the incident response team?

A. Leave it as it Is and contact the incident response te3m right away
B. Block the connection to the suspicious IP Address from the firewall
C. Disconnect the email server from the network

D. Migrate the connection to the backup email server

Answer: C

NEW QUESTION 29
Which of the following is assured by the use of a hash?

A. Authentication
B. Confidentiality
C. Availability

D. Integrity

Answer: D

NEW QUESTION 30
Gavin owns a white-hat firm and is performing a website security audit for one of his clients. He begins by running a scan which looks for common
misconfigurations and outdated software versions. Which of the following tools is he most likely using?

A. Nikto

B. Nmap

C. Metasploit
D. Armitage

Answer: B

NEW QUESTION 33

Elliot is in the process of exploiting a web application that uses SQL as a back-end database. He's determined that the application is vulnerable to SQL injection,
and has introduced conditional timing delays into injected queries to determine whether they are successful. What type of SQL injection is Elliot most likely
performing?

A. Error-based SQL injection
B. Blind SQL injection

C. Union-based SQL injection
D. NoSQL injection

Answer: B

NEW QUESTION 34
What type of analysis is performed when an attacker has partial knowledge of inner-workings of the application?

A. Black-box
B. Announced
C. White-box
D. Grey-box

Answer: D

NEW QUESTION 36
What is the proper response for a NULL scan if the port is open?

A. SYN
B. ACK
C. FIN
D. PSH
E. RST
F. No response

Answer: F

NEW QUESTION 39

Due to a slowdown of normal network operations, the IT department decided to monitor internet traffic for all of the employees. From a legal standpoint, what
would be troublesome to take this kind of measure?

A. All of the employees would stop normal work activities

B. IT department would be telling employees who the boss is

C. Not informing the employees that they are going to be monitored could be an invasion of privacy.

D. The network could still experience traffic slow down.

Answer: C
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NEW QUESTION 40
Which of the following is a component of a risk assessment?

A. Administrative safeguards
B. Physical security

C.DMz

D. Logical interface

Answer: A

NEW QUESTION 41

An attacker has installed a RAT on a host. The attacker wants to ensure that when a user attempts to go to "www.MyPersonalBank.com", the user is directed to a
phishing site.

Which file does the attacker need to modify?

A. Boot.ini
B. Sudoers
C. Networks
D. Hosts

Answer: D

NEW QUESTION 45
You have successfully comprised a server having an IP address of 10.10.0.5. You would like to enumerate all machines in the same network quickly.
What is the best Nmap command you will use?

A. nmap -T4 -q 10.10.0.0/24
B. nmap -T4 -F 10.10.0.0/24
C.nmap -T4 -r 10.10.1.0/24

D. nmap -T4 -O 10.10.0.0/24

Answer: B

NEW QUESTION 46

While examining audit logs, you discover that people are able to telnet into the SMTP server on port 25. You would like to block this, though you do not see any
evidence of an attack or other wrong doing. However, you are concerned about affecting the normal functionality of the email server. From the following options
choose how best you can achieve this objective?

A. Block port 25 at the firewall.

B. Shut off the SMTP service on the server.

C. Force all connections to use a username and password.
D. Switch from Windows Exchange to UNIX Sendmail.

E. None of the above.

Answer: E

NEW QUESTION 49
One of your team members has asked you to analyze the following SOA record.
What is the TTL? Rutgers.edu.SOA NS1.Rutgers.edu ipad.college.edu (200302028 3600 3600 604800 2400.)

A. 200303028
B. 3600

C. 604800

D. 2400

E. 60

F. 4800

Answer: D

NEW QUESTION 54
You have successfully logged on a Linux system. You want to now cover your trade Your login attempt may be logged on several files located in /var/log. Which
file does NOT belongs to the list:

A. user.log
B. auth.fesg
C. wtmp

D. btmp

Answer: C

NEW QUESTION 56

When analyzing the IDS logs, the system administrator noticed an alert was logged when the external router was accessed from the administrator’'s Computer to
update the router configuration. What type of an alert is this?

A. False negative

B. True negative
C. True positive
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D. False positive

Answer: D

NEW QUESTION 60

Tremp is an IT Security Manager, and he is planning to deploy an IDS in his small company. He is looking for an IDS with the following characteristics: - Verifies
success or failure of an attack - Monitors system activities Detects attacks that a network-based IDS fails to detect - Near real-time detection and response - Does
not require additional hardware - Lower entry cost Which type of IDS is best suited for Tremp's requirements?

A. Gateway-based IDS
B. Network-based IDS
C. Host-based IDS

D. Open source-based

Answer: C

NEW QUESTION 63
The collection of potentially actionable, overt, and publicly available information is known as

A. Open-source intelligence
B. Real intelligence

C. Social intelligence

D. Human intelligence

Answer: A

NEW QUESTION 64

Hackers often raise the trust level of a phishing message by modeling the email to look similar to the internal email used by the target company. This includes
using logos, formatting, and names of the target company. The phishing message will often use the name of the company CEO, President, or Managers. The time
a hacker spends performing research to locate this information about a company is known as?

A. Exploration

B. Investigation

C. Reconnaissance
D. Enumeration

Answer: C

NEW QUESTION 68
If you want to only scan fewer ports than the default scan using Nmap tool, which option would you use?

A. —r

B. —F
C.-P

D. —sP
Answer: B

NEW QUESTION 72

A penetration tester is conducting a port scan on a specific host. The tester found several ports opened that were confusing in concluding the Operating System
(OS) version installed. Considering that NMAP result below, which of the following is likely to be installed on the target machine by the OS? Starting NMAP 5.21 at
2011-03-15 11:06 NMAP scan report for 172.16.40.65 Host is up (1.00s latency). Not shown: 993 closed ports PORT STATE SERVICE 21/tcp open ftp 23/tcp
open telnet 80/tcp open http 139/tcp open netbios-ssn 515/tcp open 631/tcp open ipp 9100/tcp open MAC Address: 00:00:48:0D:EE:8

A. The host is likely a Linux machine.

B. The host is likely a printer.

C. The host is likely a router.

D. The host is likely a Windows machine.
Answer: B

NEW QUESTION 73

Which system consists of a publicly available set of databases that contain domain name registration contact information?
A. WHOIS

B. CAPTCHA

C. IANA

D. IETF

Answer: A

NEW QUESTION 78

During an Xmas scan what indicates a port is closed?

A. No return response
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B. RST
C. ACK
D. SYN

Answer: B

NEW QUESTION 82

Let's imagine three companies (A, B and C), all competing in a challenging global environment. Company A and B are working together in developing a product
that will generate a major competitive advantage for them. Company A has a secure DNS server while company B has a DNS server vulnerable to spoofing. With
a spoofing attack on the DNS server of company B, company C gains access to outgoing e-mails from company B. How do you prevent DNS spoofing?

A. Install DNS logger and track vulnerable packets
B. Disable DNS timeouts

C. Install DNS Anti-spoofing

D. Disable DNS Zone Transfer

Answer: C

NEW QUESTION 86

The network administrator at Spears Technology, Inc has configured the default gateway Cisco router's access-list as below:

You are hired to conduct security testing on their network.

You successfully brute-force the SNMP community string using a SNMP crack tool.

The access-list configured at the router prevents you from establishing a successful connection. You want to retrieve the Cisco configuration from the router. How
would you proceed?

A. Use the Cisco's TFTP default password to connect and download the configuration file

B. Run a network sniffer and capture the returned traffic with the configuration file from the router

C. Run Generic Routing Encapsulation (GRE) tunneling protocol from your computer to the router masking your IP address
D. Send a customized SNMP set request with a spoofed source IP address in the range -192.168.1.0

Answer: BD

NEW QUESTION 90
Session splicing is an IDS evasion technique in which an attacker delivers data in multiple, small sized packets to the target computer, making it very difficult for an
IDS to detect the attack signatures. Which tool can be used to perform session splicing attacks?

A. tcpsplice
B. Burp

C. Hydra
D. Whisker

Answer: D

NEW QUESTION 92
PGP, SSL, and IKE are all examples of which type of cryptography?

A. Digest

B. Secret Key

C. Public Key

D. Hash Algorithm

Answer: C

NEW QUESTION 95
Which of the following incident handling process phases is responsible for defining rules, collaborating human workforce, creating a back-up plan, and testing the
plans for an organization?

A. Preparation phase
B. Containment phase
C. Identification phase
D. Recovery phase

Answer: A

NEW QUESTION 96

The Payment Card Industry Data Security Standard (PCI DSS) contains six different categories of control objectives. Each objective contains one or more
requirements, which must be followed in order to achieve compliance. Which of the following requirements would best fit under the objective, "Implement strong
access control measures"?

A. Regularly test security systems and processes.

B. Encrypt transmission of cardholder data across open, public networks.

C. Assign a unique ID to each person with computer access.

D. Use and regularly update anti-virus software on all systems commonly affected by malware.

Answer: C
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NEW QUESTION 101
Which of the following statements is FALSE with respect to Intrusion Detection Systems?

A. Intrusion Detection Systems can be configured to distinguish specific content in network packets

B. Intrusion Detection Systems can easily distinguish a malicious payload in an encrypted traffic

C. Intrusion Detection Systems require constant update of the signature library

D. Intrusion Detection Systems can examine the contents of the data n context of the network protocol

Answer: B

NEW QUESTION 104
What is the purpose of DNS AAAA record?

A. Authorization, Authentication and Auditing record
B. Address prefix record

C. Address database record

D. IPv6 address resolution record

Answer: D

NEW QUESTION 105
Which service in a PKI will vouch for the identity of an individual or company?

A. KDC
B.CR
C.CBC
D. CA

Answer: D

NEW QUESTION 107
Which command can be used to show the current TCP/IP connections?

A. Netsh

B. Netstat

C. Net use connection
D. Net use

Answer: A

NEW QUESTION 109
Which of the following DoS tools is used to attack target web applications by starvation of available sessions on the web server?
The tool keeps sessions at halt using never-ending POST transmissions and sending an arbitrarily large content-length header value.

A. My Doom

B. Astacheldraht

C. R-U-Dead-Yet?(RUDY)
D. LOIC

Answer: C

NEW QUESTION 112

CompanyXYZ has asked you to assess the security of their perimeter email gateway. From your office in New York, you craft a specially formatted email message
and send it across the Internet to an employee of CompanyXYZ. The employee of CompanyXYZ is aware of your test. Your email message looks like this:

From: jim_miller@companyxyz.com

To: michelle_saunders@companyxyz.com Subject: Test message Date: 4/3/2017 14:37

The employee of CompanyXYZ receives your email message.

This proves that CompanyXYZ's email gateway doesn’t prevent what?

A. Email Masquerading
B. Email Harvesting

C. Email Phishing

D. Email Spoofing

Answer: D

NEW QUESTION 115

In this attack, a victim receives an e-mail claiming from PayPal stating that their account has been disabled and confirmation is required before activation. The
attackers then scam to collect not one but two credit card numbers, ATM PIN number and other personal details. Ignorant users usually fall prey to this scam.
Which of the following statement is incorrect related to this attack?

A. Do not reply to email messages or popup ads asking for personal or financial information
B. Do not trust telephone numbers in e-mails or popup ads

C. Review credit card and bank account statements regularly

D. Antivirus, anti-spyware, and firewall software can very easily detect these type of attacks
E. Do not send credit card numbers, and personal or financial information via e-mail
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Answer: D

NEW QUESTION 116

You are a Network Security Officer. You have two machines. The first machine (192.168.0.99) has snort installed, and the second machine (192.168.0.150) has
kiwi syslog installed. You perform a syn scan in your network, and you notice that kiwi syslog is not receiving the alert message from snort. You decide to run
wireshark in the snort machine to check if the messages are going to the kiwi syslog machine. What Wireshark filter will show the connections from the snort
machine to kiwi syslog machine?

A. tcp.srcport= = 514 && ip.src= =192.168.0.99
B. tcp.sreport= = 514 && ip.src= = 192.168.150
C. tcp.dstport= = 514 && ip.dst= = 192.168.0.99
D. tcp.dstport= = 514 && ip.dst==192.168.0.150

Answer: D

NEW QUESTION 120
The configuration allows a wired or wireless network interface controller to pass all traffic it receives to the Central Processing Unit (CPU), rather than passing only
the frames that the controller is intended to receive. Which of the following is being described?

A. Multi-cast mode

B. Promiscuous mode
C. WEM

D. Port forwarding

Answer: B

NEW QUESTION 123
Which utility will tell you in real time which ports are listening or in another state?

A. Netstat
B. TCPView
C. Nmap

D. Loki

Answer: B

NEW QUESTION 128
Which of the following are well known password-cracking programs?

A. LOphtcrack

B. NetCat

C. Jack the Ripper
D. Netbus

E. John the Ripper

Answer: AE

NEW QUESTION 131
Which of the following tools are used for enumeration? (Choose three.)

A. SolarWinds
B. USER2SID
C. Cheops

D. SID2USER
E. DumpSec

Answer: BDE

NEW QUESTION 136

You are the Network Admin, and you get a complaint that some of the websites are no longer accessible. You try to ping the servers and find them to be
reachable. Then you type the IP address and then you try on the browser, and find it to be accessible. But they are not accessible when you try using the URL.
What may be the problem?

A. Traffic is Blocked on UDP Port 53
B. Traffic is Blocked on TCP Port 80
C. Traffic is Blocked on TCP Port 54
D. Traffic is Blocked on UDP Port 80

Answer: A

NEW QUESTION 141
Why should the security analyst disable/remove unnecessary ISAPI filters?

A. To defend against social engineering attacks
B. To defend against webserver attacks
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C. To defend against jailbreaking
D. To defend against wireless attacks

Answer: B

NEW QUESTION 144
Todd has been asked by the security officer to purchase a counter-based authentication system. Which of the following best describes this type of system?

A. A biometric system that bases authentication decisions on behavioral attributes.

B. A biometric system that bases authentication decisions on physical attributes.

C. An authentication system that creates one-time passwords that are encrypted with secret keys.
D. An authentication system that uses passphrases that are converted into virtual passwords.

Answer: C

NEW QUESTION 149
Which of the following represents the initial two commands that an IRC client sends to join an IRC network?

A. USER, NICK

B. LOGIN, NICK
C. USER, PASS
D. LOGIN, USER

Answer: A

NEW QUESTION 154
What is the way to decide how a packet will move from an untrusted outside host to a protected inside that is behind a firewall, which permits the hacker to
determine which ports are open and if the packets can pass through the packet-filtering of the firewall?

A. Session hijacking

B. Firewalking

C. Man-in-the middle attack
D. Network sniffing

Answer: B

NEW QUESTION 159
When a security analyst prepares for the formal security assessment - what of the following should be done in order to determine inconsistencies in the secure
assets database and verify that system is compliant to the minimum security baseline?

A. Data items and vulnerability scanning

B. Interviewing employees and network engineers
C. Reviewing the firewalls configuration

D. Source code review

Answer: A

NEW QUESTION 161
Which of the following tools performs comprehensive tests against web servers, including dangerous files and CGIs?

A. Nikto
B. John the Ripper
C. Dsniff
D. Snort

Answer: A

NEW QUESTION 163

Susan has attached to her company's network. She has managed to synchronize her boss's sessions with that of the file server. She then intercepted his traffic
destined for the server, changed it the way she wanted to and then placed it on the server in his home directory.

What kind of attack is Susan carrying on?

A. A sniffing attack

B. A spoofing attack

C. A man in the middle attack
D. A denial of service attack

Answer: C

NEW QUESTION 165

These hackers have limited or no training and know how to use only basic techniques or tools. What kind of hackers are we talking about?
A. Black-Hat Hackers A

B. Script Kiddies
C. White-Hat Hackers
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D. Gray-Hat Hacker

Answer: C

NEW QUESTION 169
Internet Protocol Security IPsec is actually a suite pf protocols. Each protocol within the suite provides different functionality. Collective IPsec does everything
except.

A. Protect the payload and the headers
B. Encrypt

C. Work at the Data Link Layer

D. Authenticate

Answer: D

NEW QUESTION 172
You are attempting to run an Nmap port scan on a web server. Which of the following commands would result in a scan of common ports with the least amount of
noise in order to evade IDS?

A.nmap -A - Pn

B. nmap -sP -p-65535 -T5

C. nmap -sT -O -TO

D. nmap -A --host-timeout 99 -T1

Answer: C

NEW QUESTION 173

The change of a hard drive failure is once every three years. The cost to buy a new hard drive is $300. It will require 10 hours to restore the OS and software to the
new hard disk. It will require a further 4 hours to restore the database from the last backup to the new hard disk. The recovery person earns $10/hour. Calculate
the SLE, ARO, and ALE. Assume the EF = 1(100%). What is the closest approximate cost of this replacement and recovery operation per year?

A. $1320
B. $440
C. $100
D. $146

Answer: D

NEW QUESTION 176
Shellshock allowed an unauthorized user to gain access to a server. It affected many Internet-facing services, which OS did it not directly affect?

A. Linux
B. Unix
C.0S X
D. Windows

Answer: D

NEW QUESTION 181
What does the —oX flag do in an Nmap scan?

A. Perform an eXpress scan

B. Output the results in truncated format to the screen
C. Output the results in XML format to a file

D. Perform an Xmas scan

Answer: C

NEW QUESTION 183
Identify the web application attack where the attackers exploit vulnerabilities in dynamically generated web pages to inject client-side script into web pages viewed
by other users.

A. LDAP Injection attack

B. Cross-Site Scripting (XSS)

C. SQL injection attack

D. Cross-Site Request Forgery (CSRF)

Answer: B

NEW QUESTION 184

During the process of encryption and decryption, what keys are shared? During the process of encryption and decryption, what keys are shared?
A. Private keys

B. User passwords
C. Public keys
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D. Public and private keys

Answer: C

NEW QUESTION 186

While using your bank’s online servicing you notice the following string in the URL bar:

“http: // www. MyPersonalBank. com/ account?id=368940911028389&Damount=10980&Camount=21"

You observe that if you modify the Damount & Camount values and submit the request, that data on the web page reflects the changes.
Which type of vulnerability is present on this site?

A. Cookie Tampering

B. SQL Injection

C. Web Parameter Tampering
D. XSS Reflection

Answer: C

NEW QUESTION 188
Which method of password cracking takes the most time and effort?

A. Dictionary attack
B. Shoulder surfing
C. Rainbow tables

D. Brute force

Answer: D

NEW QUESTION 193
What is the main security service a cryptographic hash provides?

A. Integrity and ease of computation

B. Message authentication and collision resistance
C. Integrity and collision resistance

D. Integrity and computational in-feasibility

Answer: D

NEW QUESTION 197
Which of the following steps for risk assessment methodology refers to vulnerability identification?

A. Determines if any flaws exist in systems, policies, or procedures
B. Assigns values to risk probabilities; Impact values.

C. Determines risk probability that vulnerability will be exploited (Hig
D. Medium, Low)

E. Identifies sources of harm to an IT syste

F. (Natural, Huma

G. Environmental)

Answer: C

NEW QUESTION 202
What is the following command used for? net use \targetipc$ " /u:""

A. Grabbing the etc/passwd file

B. Grabbing the SAM

C. Connecting to a Linux computer through Samba.
D. This command is used to connect as a null session
E. Enumeration of Cisco routers

Answer: D

NEW QUESTION 205

John the Ripper is a technical assessment tool used to test the weakness of which of the following?
A. Passwords

B. File permissions

C. Firewall rulesets

D. Usernames

Answer: A

NEW QUESTION 208

If a tester is attempting to ping a target that exists but receives no response or a response that states the destination is unreachable, ICMP may be disabled and
the network may be using TCP. Which other option could the tester use to get a response from a host using TCP?
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A. Traceroute

B. Hping

C. TCP ping

D. Broadcast ping

Answer: B

NEW QUESTION 210
What hacking attack is challenge/response authentication used to prevent?

A. Replay attacks

B. Scanning attacks

C. Session hijacking attacks
D. Password cracking attacks

Answer: A

NEW QUESTION 215
During a black-box pen test you attempt to pass IRC traffic over port 80/TCP from a compromised web enabled host. The traffic gets blocked; however, outbound
HTTP traffic is unimpeded. What type of firewall is inspecting outbound traffic?

A. Circuit

B. Stateful

C. Application

D. Packet Filtering

Answer: B

NEW QUESTION 218
What kind of detection techniques is being used in antivirus software that identifies malware by collecting data from multiple protected systems and instead of
analyzing files locally it's made on the provider’s environment?

A. Behavioral based
B. Heuristics based
C. Honeypot based
D. Cloud based

Answer: D

NEW QUESTION 219

How does a denial-of-service attack work?

A. A hacker prevents a legitimate user (or group of users) from accessing a service

B. A hacker uses every character, word, or letter he or she can think of to defeat authentication

C. A hacker tries to decipher a password by using a system, which subsequently crashes the network

D. A hacker attempts to imitate a legitimate user by confusing a computer or even another person

Answer: A

NEW QUESTION 220
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