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NEW QUESTION 1
Which of the following nmap parameters scans a target for open TCP ports? (Choose two.)
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Answer: CE

NEW QUESTION 2
Which of the following sshd configuration should be set to no in order to fully disable password
based logins? (Choose two.)

A. PAMAuthentication

B. ChallengegeResponseAuthentication
C. PermitPlaintextLogin

D. UsePasswords

E. PasswordAuthentication

Answer: BE

NEW QUESTION 3
When the default policy for the netfilter INPUT chain is set to DROP, why should a rule allowing traffic to localhost exist?

A. All traffic to localhost must always be allowed

B. It doesn’t matter; netfilter never affects packets addressed to localhost

C. Some applications use the localhost interface to communicate with other applications
D. syslogd receives messages on localhost

E. The iptables command communicates with the netfilter management daemon netfilterd on localhost to create and change packet filter rules

Answer: C

NEW QUESTION 4
Which of the following DNS records could be a glue record?

A. nsl.labA198.51.100.53

B. 1abNS198.51.100.53

C. nsl1.labNS198.51.100.53
D. ns1.A198.51.100.53

E. ns1.labGLUE198.51.100.53

Answer: A

NEW QUESTION 5
What word is missing from the following excerpt of a named.conf file?
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A. networks
B. net

C. list

D. acl

E. group

Answer: D

NEW QUESTION 6
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Which BIND option should be used to limit the IP addresses from which slave name servers may connect?

A. allow-zone-transfer
B. allow-transfer

C. allow-secondary
D. allow-slaves

E. allow-queries

Answer: B

NEW QUESTION 7
In order to protect a directory on an Apache HTTPD web server with a password, this configuration was added to an .htaccess file in the respective directory:

‘ A
Reguire wvalid-user

Furthermore, a file /var/www/dir/ .htpasswd was created with the following content: usera:S3cr3t
Given that all these files were correctly processed by the web server processes, which of the following statements is true about requests to the directory?

A. The user usera can access the site using the password s3cr3t

B. Accessing the directory as usera raises HTTP error code 442 (User Not Existent)

C. Requests are answered with HTTP error code 500 (Internal Server Error)

D. The browser prompts the visitor for a username and password but logins for usera do not seem to work
E. The web server delivers the content of the directory without requesting authentication

Answer: A

NEW QUESTION 8
How is the LDAP administrator account configured when the rootdn and rootpw directives are not present in the slapd.conf file?

A. The default account admin with the password admin are used
B. The account is defined by an ACL in slapd.conf

C. The default account admin is used without a password

D. The account is defined in the file /etc/ldap.secret

E. The account is defined in the file /etc/Idap.root.conf

Answer: B

NEW QUESTION 9
How are PAM modules organized and stored?

A. As plain text files in /etc/security/

B. A statically linked binaries in /etc/pam.d/bin/

C. As Linux kernel modules within the respective sub directory of /lib/modules/
D. As shared object files within the /lib/ directory hierarchy

E. As dynamically linked binaries in /usr/lib/pam/sbin/

Answer: E

NEW QUESTION 10
Which of the following statements in the ISC DHCPD configuration is used to specify whether or not an address pool can be used by nodes which have a
corresponding host section in the configuration?

A. identified-nodes

B. unconfigured-hosts
C. missing-peers

D. unmatched-hwaddr
E. unknown-clients

Answer: E

NEW QUESTION 10
Which of the following authentication mechanisms are supported by Dovecot? (Choose three.)

A. |dap
B. digest-md5
C. cram-md5
D. plain
E. krb5
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Answer: BCD

NEW QUESTION 15

What does the samba-tool testparm command confirm regarding the Samba configuration?

A. The configuration loads successfully.
B. The service operates as expected.

C. The Samba services are started automatically when the system boots.
D. The netfilter configuration on the Samba server does not block any access to the services defined in the configuration.
E. All running Samba processes use the most recent configuration versio

Answer: A

NEW QUESTION 17

Which Apache HTTPD configuration directive specifies the RSA private key that was used in the generation of the SSL certificate for the server?

A. SSLCertificateKeyFile
B. SSLKeyFile

C. SSLPrivateKeyFile

D. SSLRSAKeyFile

Answer: A

NEW QUESTION 19

Which of the following are logging directives in Apache HTTPD? (Choose two.)

A. TransferLog
B. CustomLog
C. ErrorLog

D. ServerLog
E. VHostLog

Answer: AB

NEW QUESTION 23

What is the standard port used by OpenVPN?
A. 1723

B. 4500

C. 500

D. 1194

Answer: D

NEW QUESTION 28

Which command is used to administer IPv6 netfilter rules?

A. iptables
B. iptablesv6
C. iptables6
D. ip6tables
E. ipv6tables

Answer: D

NEW QUESTION 29

Which of the following OpenVPN configuration options makes OpenVPN forward network packets between VPN clients itself instead of passing the packets on to
the Linux host which runs the OpenVPN server for further processing?

A. inter-client-traffic
B. client-to-client

C. client-router

D. client-pass

E. grant-client-traffic

Answer: B

NEW QUESTION 34

Which of these tools provides DNS information in the following format?

www.example.com has

www.example.com has

WWwW.example.com has
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A. dig
B. nslookup
C. host

D. named-checkconf
E. named-checkzone

Answer: B

NEW QUESTION 35
CORRECT TEXT

According to the configuration below, what is the full e-mail address of the administrator for this domain?

SORIGIN example.com

2 IN SOCA mars.example.com pluto.example.com |
2016073142
1C800
3¢00

eC4B00
8e400 )

A. Mastered
B. Not Mastered

Answer: A
Explanation:

admin@mars.example.com

NEW QUESTION 36

A BIND server should be upgraded to use TSIG. Which configuration parameters should be added if the server should use the algorithm hmac-md5 and the key
skrKc4DoTzi/taklIPi7JZA=="
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A
TSIG server.example.com. {
algorithm hmac-md5;
secret "skrRcé4DoTzi/takIlPi7J2A==";
i

B
key.server.example .com. {
algorithm hmac-md5;
secret skrKc4DoTzi/takIlPi7JZA==;
bi

C
key.server.example.com. {
algorithm hmac-md5;
secret "skrKc4DoTzi/takIlPi7JZ2A==";
bi

D
key.server .example.com. {
algorithm=hmac-md5;
secret="skrKc4DoTzi/takIlPi7JZ2A==";
|

E
key.server .example.com.
algorithm hmac-mdS
secret "skrKc4DoTzi/takIlPi7JZ2A==";

A. Option A

B. Option B

C. Option C

D. Option D

E. Option E

Answer: C

NEW QUESTION 37
Which option in named.conf specifies which host are permitted to ask for domain name information from the server?

A. allowed-hosts
B. accept-query
C. permit-query
D. allow-query
E. query-group
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Answer: D

NEW QUESTION 39
Which of the following statements allow the logical combinations of conditions in Sieve filters? (Choose two.)

A. allof

B. anyof
C. noneof
D. and

E. or

Answer: AE

NEW QUESTION 40

CORRECT TEXT

Which option in the Postfix configuration makes Postfix pass email to external destinations to another SMTP-server? (Specify ONLY the option name without any
values.)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
relay server

NEW QUESTION 44
Which of the following commands displays an overview of the Postfix queue content to help identify remote sites that are causing excessive mail traffic?

A. mailtraf

B. queuequery
C. gshape

D. postmap

E. poststats

Answer: C
NEW QUESTION 46
CORRECT TEXT

Which attitude of an object in LDAP defines which other attributes can be set for the object? (Specify ONLY the attribute name without any values.)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

class

NEW QUESTION 49

Which of the following statements is INCORRECT regarding the LDIF file format?

A. It contains a dn line that indicates where the attributes listed in the following lines of the file must be added.
B. In the file, a blank line separates one entry from another one.

C. If an attribute contains binary data, some specific configurations must be made for this entry.

D. The LDIF file accepts any type of file encodin

Answer: D

NEW QUESTION 50

Which option within the ISC DHCPD configuration file defines the IPv4 DNS server address(es) to be sent to the DHCP clients?
A. domain-name-servers

B. domain-server

C. name-server

D. servers

Answer: A

NEW QUESTION 53
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