CertLeaderw 100% Valid and Newest Version MD-102 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/MD-102-dumps.html (98 Q&AS)

MD-102 Dumps

Endpoint Administrator

https://www.certleader.com/MD-102-dumps.html

-]
=
8
=
j =
g::.
:.‘;l
=
]
T
l:.
ll:.

The Leader of IT Certification visit - https://www.certleader.com



CertLeader@ 100% Valid and Newest Version MD-102 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/MD-102-dumps.html (98 Q&AS)

NEW QUESTION 1

- (Exam Topic 4)

You use Microsoft Intune and Intune Data Warehouse.

You need to create a device inventory report that includes the data stored in the data warehouse. What should you use to create the report?

A. the Azure portal app

B. Endpoint analytics

C. the Company Portal app
D. Microsoft Power Bl

Answer: D

Explanation:

You can use the Power Bl Compliance app to load interactive, dynamically generated reports for your Intune tenant. Additionally, you can load your tenant data in
Power Bl using the OData link. Intune provides connection settings to your tenant so that you can view the following sample reports and charts related to:
Devices Enrollment

App protection policy Compliance policy

Device configuration profiles Software updates

Device inventory logs

Note: Load the data in Power Bl using the OData link

With a client authenticated to Azure AD, the OData URL connects to the RESTful endpoint in the Data Warehouse API that exposes the data model to your
reporting client. Follow these instructions to use Power Bl Desktop to connect and create your own reports.

> Sign in to the Microsoft Endpoint Manager admin center.

> Select Reports > Intune Data warehouse > Data warehouse.

> Retrieve the custom feed URL from the reporting blade, for example:
> Open Power BI Desktop.

> Choose File > Get Data. Select OData feed.

> Choose Basic.

> Type or paste the OData URL into the URL box.

> Select OK.

> If you have not authenticated to Azure AD for your tenant from the Power Bl desktop client, type your credentials. To gain access to your data, you must
authorize with Azure Active Directory (Azure AD) using OAuth 2.0.

> Select Organizational account.

> Type your username and password.
> Select Sign In.

> Select Connect.

> Select Load.
Reference: https://docs.microsoft.com/en-us/mem/intune/developer/reports-proc-get-a-link-powerbi

NEW QUESTION 2

- (Exam Topic 4)

You have a Microsoft Azure subscription that contains an Azure Log Analytics workspace.

You deploy a new computer named Computerl that runs Windows 10. Computerl is in a workgroup. You need to ensure that you can use Log Analytics to query
events from Computerl.

What should you do on Computerl?

A. Join Azure AD.

B. Configure Windows Defender Firewall
C. Create an event subscription.

D. Install the Azure Monitor Agent.

Answer: D

NEW QUESTION 3

- (Exam Topic 4)

You have 100 Windows 10 devices enrolled in Microsoft Intune.

You need to configure the devices to retrieve Windows updates from the internet and from other computers on a local network.

Which Delivery Optimization setting should you configure, and which type of Intune object should you create? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.
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Answer Area

Delivery Optimization setting: | Bandwadth optimization t

Bandwidth optimization type
Download mode
VPN peer caching

intune object: | A configuration profile
A configuration profile
App configuration policies

Windows 10 and later quality updates
Windows 10 and later update nngs

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Delivery Optimization setting: B. Download mode Intune object: A configuration profile

To configure the devices to retrieve Windows updates from the internet and from other computers on a local network, you need to configure the Download mode
setting in a Delivery Optimization device configuration profile. This setting specifies how the devices use Delivery Optimization to download updates. You can
choose from several options, such as HTTP only, LAN only, or Group. For example, you can set the Download mode to Group and specify a group ID for the
devices to share updates among themselves and with other devices that have the same group ID. You can also set the Download mode to Internet to allow the
devices to download updates from Microsoft or other devices on the internet that use Delivery Optimization. References: https://docs.microsoft.com/en-
us/mem/intune/configuration/delivery-optimization-windows

NEW QUESTION 4

- (Exam Topic 4)

You create a Windows Autopilot deployment profile.

You need to configure the profile settings to meet the following requirements:

> Include the hardware serial number in the computer name.
Which two settings should you configure? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

Create profile
Windows PC

< Basics @) Out-of-box experience (OOBE)  ° | Assignments '+ = Review + create

Configure the out-of-box experience for your Autopilot devices

Deployment mode * () | User-Driven v |

Jointo Azure AD as * () | Azure AD joined W |

Microsoft Software License Terms (1) {‘ Show }‘

@ important information about hiding license terms

| Prvacy setings O (s GEETEED

@ The default value for diagnostic data collection has changed for devices running
Windows 10, version 1903 and later. Leam maore

Hide change account options () f Show j
User account type (O Administrator
Allow White Glove O0BE O [ N ] Yes _J
Language (Region) () | Operating system default v |
Automatically configure keyboard () [_i No “
Apply device name template () .f“ Yes W’

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/autopilot/profiles

NEW QUESTION 5

- (Exam Topic 4)

You have a Windows 11 capable device named Devicel that runs the 64-bit version of Windows 10 Enterprise and has Microsoft Office 2019 installed. You have
the Windows 11 Enterprise images shown in the following table.

Name | Platform Description
Imagel | x64 Custom Windows 11 image that has
Office 2021 installed
Image2 | x64 Default Windows 11 image <reated by
Microsoft

Which images can be used to perform an in-place upgrade of Devicel?
A. imagel only

B. Image2only

C. Imagel and Image2

Answer: B

NEW QUESTION 6

- (Exam Topic 4)
You have a Windows 10 device named Device! that is joined to Active Directory and enrolled in Microsoft Intune.
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Devicel is managed by using Group Policy and Intune.
You need to ensure that the Intune settings override the Group Policy settings. What should you configure?

A. a device configuration profile

B. a device compliance policy

C. an MDM Security Baseline profile
D. a Group Policy Object (GPO)

Answer: A

Explanation:

A device configuration profile is a collection of settings that can be applied to devices enrolled in Microsoft Intune. You can use device configuration profiles to
manage Windows 10 devices that are joined to Active Directory and enrolled in Intune. To ensure that the Intune settings override the Group Policy settings, you
need to enable the policy CSP setting called MDMWinsOverGP in the device configuration profile. This

setting will give precedence to the MDM policy over any conflicting Group Policy settings. References: [Us policy CSP settings to create custom device
configuration profiles]

NEW QUESTION 7

- (Exam Topic 4)

Your network contains an on-premises Active Directory Domain Services {AD DS) domain that syncs with an Azure AD tenant by using Azure AD Connect.

You use Microsoft Intune and Configuration Manager to manage devices.

You need to recommend a deployment plan for new Windows 11 devices. The solution must meet the following requirements:

* Devices for the marketing department must be joined to the AD DS domain only. The IT department will install complex applications on the devices at build time,
before giving the devices to the marketing department users.

« Devices for The sales department must be Azure AD joined. The devices will be shipped directly from the manufacturer to The homes of the sales department
users.

» Administrative effort must be minimized.

Which deployment method should you recommend for each department? To answer, select the appropriate options in the answer area. NOTE: Each correct
selection is worth one point.

Answer Area

Sales: ‘ Windows Autopilol with automatc registration B
Configuration Manager ~

Windows Autopilol with automatic registration

Windows Autopilot with manual registration
Windows Autopilot with OEM registration

Marketing: Configuration Managet o
Windows Autopilot with automatic registration
Windows Autopilot with manual registration
Windows Autopilot with QEM registration

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Sales: i Windows Autopiiot with automatic registrabion g T

Configuration Manager _ e
Windows Autopilot with automatic registration

windows Autopidol with manual registration
Windows Autopilot with OEM registration

Marketing: Configuranon Manager v
Windows Autopilot with automatic registration
Windows Autopilot with manual registration
Windows Autopiiot with OEM registration

NEW QUESTION 8
- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that uses Microsoft Intune. You have the Windows 11 devices shown in the following table.

Name Member of | BitLocker Drive Encryption (BitLocker)
Devicel | Group1 Enabled
Device2 | Groupl, Group3 | Disabled
Devices | Group1, Group2 Enabled

You deploy the device compliance policy shown in the exhibit. (Click the Exhibit tab.)
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Basics Edn

Name p':'hc'ji

Description -

Platform Windows 10 and later

Profile type Windows 10/11 compbance pohcy

Compliance settings £

Device Health

Require BitLockes Regquire

Actions for noncompliance Ean

Action Schedule Message template Additional reciplents (via email)
Mark device noncomphliant Immediately

Scope tags Edi
Defauh

Assignments Edit

Included groups

Group
Group
Group3

4 L]

Excluded groups
Group

Group2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
Cewicel will have Pohcy! assigned and will be marked as comphant
DeviceZ will have Policy1 assigned and will be marked as comphiant
Device3 will have Policy1 assigned and will be marked as compliant
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area

NEW QUESTION 9
- (Exam Topic 4)

Statements Yes No
Device wall have Policy] assigned and will be marked as compliant 1ol

Device2 will have Policy1 assigned and will be marked as compliant

Device will have PolicyT assigned and will be marked as compliant

You have a computer named Computer! that runs Windows 11.

A user named User1 plans to use Remote Desktop to connect to Computerl.
You need to ensure that the device of Userl is authenticated before the Remote Desktop connection is established and the sign in page appears.
What should you do on Computerl?

A. Turn on Reputation-based protection.
B. Enable Network Level Authentication (NLA).

C. Turn on Network Discovery.

D. Configure the Remote Desktop Configuration service.

Answer: B

NEW QUESTION 10
- (Exam Topic 4)

You have the devices shown in the following table.

Name Operating system Description
Devicel 32-bit version of Windows 10 Retired device
Device? 64-bit version of Windows 11 New device
Servert Windows Server 2019 File server

You need to migrate app data from Devicel to Device2. The data must be encrypted and stored on Seryerl during the migration.
Which command should you run on each device? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Devicel:

LoadState exe Viserver1ishare1 i:MigApp xml v 13 /decrypt /key. "'mysecretkey”

LoadState exe \\server1ishare1 i:MigApp.xmil Av.8 /decrypt

LoadState exe \\'server1ishare1 /i MigDocs xml .13 /decrypt’key. “mysecretKey”

ScanState.exe \\server1\share1 /i: MigApp.xml /config:Config.xml /v 13 fencrypt /key."mysecretkKey”
ScanState exe Viserver1ishare1 i:MigApp.xml iconfig:Config.xml fv:8 lencrypt

ScanState exe iserver1ishare1 i:MigDocsxml 13 fencrypt fkey "mysecretkey™

Device2:

LoadState exe \\server1ishare1 i:MigApp xmil /v 13 /decrypt (key: “mysecretkKey”

LoadState exe \\serveri\share1 fi:MigApp.xmil iv:8 /decrypt

LoadState exe \iserveri\share1 fi:MigDocs xml v, 13 /decrypt/key. "mysecretkey”

ScanState exe \iserveriishare1 i:MigApp.xml /config: Config.xml fv. 13 /encrypt /key."mysecretkey”
ScanState exe \\serverishare1 i:MigApp.xmil /config: Config.xml v:8 /encrypt

ScanState exe \iserverl'share1 itMigDocs.xml Av:13 fencrypt /key " mysecretkey”

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Devicel: v
LoadState exe \'servertishare fi:MigApp.xmi i 13 idecrypt /key: “mysecretKey”

LoadState exe 'server1ishare /i:MigApp.xmi A8 /decrypt

LoadState exe V'serveriishare1 r MigDoc:s xmil 13 fdwwb’ker 'mrseu:reﬂ{e-f

Dewvice2 | v

ScanStale axg tEewiEharai Ji Mngﬁpp il a’mnﬁg Gmﬁg xmil rur 13 lencrypt 'key."mysecretkey”
ScanState exe \iserveriishare1 i:MigApp xmi /config:Config.xmi /v.8 fencrypt
ScanState exe \'serveri'share? /i MigDocs xml & 13 Jencrypt key "'mysecretkey”

NEW QUESTION 10

- (Exam Topic 4)

You have a Microsoft 365 subscription.

All users have Microsoft 365 apps deployed.

You need to configure Microsoft 365 apps to meet the following requirements:

* Enable the automatic installation of WebView2 Runtime.

* Prevent users from submitting feedback.

Which two settings should you configure in the Microsoft 365 Apps admin center? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
(! Home
Hp Servicing s
Monthly Enterpnse q
@ Customization ~
Device Configuration J
Policy Management q
What's New Management -] |
% Health A
i Apps Health |
Security Update Status
OneDrive Sync
Service Health
Bl Inventory
[} vLearn More v
&3 Sstup
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area

(it Home
- o VICIT -_i a
Monthly Enterpnse H
@ Customization
Device Configuration
Folicy Management q
What's New Management
Health
Apps Health
Securily Update Status

JneDrive Sync

T A 1o N vk
sevice Health

B mentory

NEW QUESTION 11

- (Exam Topic 4)

You have an Azure AD group named Groupl. Group! contains two Windows 10 Enterprise devices hamed Devicel and Device2. You create a device
configuration profile named Profilel. You assign Profile! to Groupl. You need to ensure that Profile! applies to Devicel only. What should you modify in Profile 17

A. Assignments

B. Settings

C. Scope (Tags)

D. Applicability Rules

Answer: D

Explanation:

To ensure that Profilel applies to Devicel only, you need to modify the Applicability Rules in Profilel. You can use applicability rules to filter which devices receive
a profile based on criteria such as device model, manufacturer, or operating system version. You can create an applicability rule that matches Devicel's
properties and excludes Device2's properties. References:

https://docs.microsoft.com/en-us/mem/intune/configuration/device-profile-assign#applicability-rules

NEW QUESTION 16

- (Exam Topic 4)

Your company has an Azure AD tenant named contoso.com that contains several Windows 10 devices. When you join new Windows 10 devices to contoso.com,
users are prompted to set up a four-digit pin. You need to ensure that the users are prompted to set up a six-digit pin when they join the Windows 10

devices to contoso.com.

Solution: From the Microsoft Entra admin center, you configure automatic mobile device management (MDM) enroliment. From the Microsoft Intune admin center,
you configure the Windows Hello for Business enrollment options.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 21

- (Exam Topic 4)

You have a Microsoft 365 subscription. All devices run Windows 10.

You need to prevent users from enrolling the devices in the Windows Insider Program.

What two configurations should you perform from the Microsoft Intune admin center? Each correct answer is a complete solution.
NOTE: Each correct selection is worth one point.
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A. a device restrictions device configuration profile
B. an app configuration policy

C. a Windows 10 and later security baseline

D. a custom device configuration profile

E. a Windows 10 and later update ring

Answer: AE

NEW QUESTION 23
- (Exam Topic 4)
You manage 1.000 devices by using Microsoft Intune. You review the Device compliance trends report. For how long will the report display trend data?

A. 30 days
B. 60 days
C. 90 days
D. 365 days

Answer: B

Explanation:

The Device compliance trends report shows the number of devices that are compliant, noncompliant, and not evaluated over time. The report displays trend data
for the last 60 days by default, but you can change the time range to view data for the last 7, 14, or 30 days as well. The report does not show data for more than
60

days. References: [Device compliance trends report]

NEW QUESTION 25
- (Exam Topic 4)
You have a Microsoft 365 ES subscription that uses Microsoft Intune. Devices are enrolled in Intune as shown in the following table.

Name | Platform Enrolled by using
Device! | iOS Apple Automated Device Enroliment (ADE)
Leviced I PadOs Apple Automated Device Enrolilment (ADE)
Device3 | iPadOS The Company Portal app |

The devices are the members of groups as shown in the following table.

MName Members

P & -
Group Device

™y l "5 |
LYEVILE L |.|‘.""|.' e |

Group? | Device? '

You create an JOS/iPadOS update profile as shown in the following exhibit.
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Create profile

o Basic 0 POME | Y SETLIN S 0 Assgnments o Review « create

Summary

Basics

Update policy settings

] alett dat
e T " ¥ -
St day ST Blrree End oy Emncd Bl
i i AN ' <3 bl
] LN AT J B
Assignments
inciuded groups
Groanp Group Members
i v 1
Excluded groups
G F O Gioup Méembedi
i I & b

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

If an 05 update becomes available on Tuesday at 5 AM, the update is installed on Device!
automatically on Wednesday,

If an iPadOS update becomes available on Thursday at 2 AM. the update is installed on
Device? aulomatically on Thursday

If an iPad(5 update becomes avallable on Friday at 10 PM, the update is installed on
Deviced automatically on Sunday,

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes No

. N { |
If an i0S update becomes available on Tuesday at 5 AM. the update is installed on Device '
automatically on Wadnesday,

If an iPadOS update becomes avatlable on Thursday at 2 AM, the update is instalied on
Device? aulomatically on Thursday

If an iPad(S update becomes available on Friday at 10 PM, the update is installed on I
Deviced aulomatically on Sunday.

NEW QUESTION 27
- (Exam Topic 4)
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You have a Microsoft 365 E5 subscription that contains the devices shown in the following table. All devices have Microsoft Edge installed.
From the Microsoft Intune admin center, you create a Microsoft You need to apply Edgel to all the supported devices.
To which devices should you apply Edgel?

A. Devicel only

B. Devicel and Device2 only

C. Devicel, Device2, and Device3 only

D. Devicel, Device2, and Device4 only

E. Devicel, Device2, Device3, and Device4

Answer: E

NEW QUESTION 29

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains 1,000 Windows 11 devices enrolled in Microsoft Intune. You plan to create and monitor the results of a
compliance policy used to validate the BIOS version of the

devices.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
Actions Answer Area

Fewview the compliance dashboard for results 1
Create and assign a compliance policy that has System Secunty settings configurad. 2
Review the Conditional Azcess Insights and Reporting workbook flor results 3
Create a PowerShell discovery script and a JSON file 4
Upload the PowerShell script to intune

Upload the JSON file to Azure AD

Create and assign a custom compliance policy.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Actions Answer Area

= 4 e T o T | Y Y i et ol st el b e i e S eater iy Sttt il e e St s |
'_'\'_{mf'_'r'i”_ﬂ"_l prMhne ey : Create 3 PowerShell discovery script and 3 1508 fe :
J Criate and as5ign a compliance posicy that has System Secunty settings configure ! oottt et g Her st b e i P o e e ol el R it
_____ sl e et b Sl el o7 £ i Ffe iy e e I ot N— - z |
————————————————————————————————— I I.i' i (he B et Shedl song F

NEW QUESTION 30
- (Exam Topic 4)
You have the on-premises servers shown in the following table.

Name Description

DC1 Domain controller that runs Windows Server 2022
Server1 | Standalone server that runs Windows Server 2022
Server2 | Member server that runs Windows Server 2022 and has
the Remote Access role installed

Server3 | Member server that runs Windows Server 2019

Serverd4 | Red Hat Enterprise Linux (RHEL) 8.4 server

You have a Microsoft 365 E5 subscription that contains Android and iOS devices. All the devices are managed by using Microsoft Intune.

You need to implement Microsoft Tunnel for Intune. The solution must minimize the number of open firewall ports.

To which server can you deploy a Tunnel Gateway server, and which inbound ports should be allowed on the server to support Microsoft Tunnel connections? To
answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Server]
Server2
Server3

Server4

Server:

Ports: -
]
TCP 443 only

UDP 443 only

TCP 1723 only

TCP 443 and UDP 443 only

TCP 443, TCP 1723, and UDP 443

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Server4

Microsoft Tunnel is a VPN gateway solution for Microsoft Intune that runs in a container on Linux and allows access to on-premises resources from iOS/iPadOS
and Android Enterprise devices using modern authentication and Conditional Access.

Box 2: TCP 443 and UDP 443 only

Some traffic goes to your public facing IP address for the Tunnel. The VPN channel will use TCP, TLS, UDP, and DTLS over port 443.

By default, port 443 is used for both TCP and UDP, but this can be customized via the Intune Saerver Configuration — Server port setting. If changing the default
port (443) ensure your inbound firewall rules are adjusted to the custom port.

Incorrect:

TCP 1723 is not used.

Reference: https://docs.microsoft.com/en-us/mem/intune/protect/microsoft-tunnel-overview

NEW QUESTION 32
- (Exam Topic 4)
You have an Azure AD tenant named contoso.com that contains the devices shown in the following table.

The tenant contalns the Azure AD groups shown in the foIIowmg table.

Lo ppies Lol SR L Rt oo S S

||-|n-|'-|.1,1 +

-|.I.-|.|.|t|

You add an Autopllot deployment proflle as shown in the foIIowmg exhibit.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 34

- (Exam Topic 4)

You have following types of devices enrolled in Microsoft Intune:

* Windows 10

* Android

*i0S

For which types of devices can you create VPN profiles in Microsoft Intune admin center?

A. Windows 10 only

B. Windows 10 and Android only
C. Windows 10 and iOS only

D. Android and iOS only

E. Windows 10, Android, and iOS

Answer: E

NEW QUESTION 38

- (Exam Topic 4)

Your company has 200 computers that run Windows 10. The computers are managed by using Microsoft Intune. Currently, Windows updates are downloaded
without using Delivery Optimization. You need to configure the computers to use Delivery Optimization. What should you create in Intune?

A. a device compliance policy
B. a Windows 10 update ring
C. a device configuration profile
D. an app protection policy

Answer: C

NEW QUESTION 42

- (Exam Topic 4)

Your company has a Remote Desktop Gateway (RD Gateway).

You have a server named Serverl that is accessible by using Remote Desktop Services (RDS) through the RD Gateway.
You need to configure a Remote Desktop connection to connect through the gateway. Which setting should you configure?

A. Connect from anywhere

B. Server authentication

C. Connection settings

D. Local devices and resources

Answer: A

Explanation:

To connect to a remote server through the RD Gateway, you need to configure the Connect from anywhere setting in the Remote Desktop Connection client. This
setting allows you to specify the domain name and port of the RD Gateway server, as well as the authentication method. The other settings are not related to the
RD Gateway connection. References: Configure Remote Desktop Connection Settings for Remote Desktop Gateway

NEW QUESTION 45

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription and 100 computers that run Windows 10.

You need to deploy Microsoft Office Professional Plus 2019 to the computers by using Microsoft Office Deployment Tool (ODT).
What should you use to create a customization file for ODT?

A. the Microsoft 365 admin center

B. the Microsoft Intune admin center

C. the Microsoft Purview compliance portal
D. the Microsoft 365 Apps admin center

Answer: D

NEW QUESTION 49

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains two security groups named Groupl and Group2. Microsoft 365 uses Microsoft Intune Suite.

You use Microsoft Intune to manage devices.

You need to assign roles in Intune to meet the following requirements:

* The members of Groupl must manage Intune roles and assignments.

» The members of Group2 must assign existing apps and policies to users and devices.

The solution must follow the principle of least privilege.

Which role should you assign to each group? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Answer Area

"

Group1: 1 ntune Service Administrator v
Help Desk Operator
Intune Role Administrator
Intune Service Adminustrator

-

Pohcy and Profile Manager

o S—

Group?2: | Policy and Profile Managet v
Help Desk Operator
Intune Role Administrator

Intune Service Administrator

Policy and Profile Manager

A. Mastered
B. Not Mastered

Answer: A

Explanation:
To assign roles in Intune to meet the requirements, you should assign the following roles to each group: Groupl: Intune Role Administrator Group2: Help Desk
Operator

> The Intune Role Administrator role is the only Intune role that can manage custom Intune roles and add assignments for built-in Intune rolesl1. This role meets
the requirement for Groupl to manage Intune roles and assignments.

> The Help Desk Operator role can perform remote tasks on users and devices, and can assign applications or policies to users or devicesl. This role meets the
requirement for Group?2 to assign existing apps and policies to users and devices.

NEW QUESTION 53

- (Exam Topic 4)

Your company has an Azure AD tenant named contoso.com that contains several Windows 10 devices. When you join new Windows 10 devices to contoso.com,
users are prompted to set up a four-digit pin. You need to ensure that the users are prompted to set up a six-digit pin when they join the Windows 10

devices to contoso.com.

Solution: From the Microsoft Entra admin center, you modify the User settings and the Device settings. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 54

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You plan to enroll devices in Microsoft Endpoint Manager that have the platforms and versions shown in the following table.

Platform Version
Android 8,9
105 11. 12

You need to configure device enrollment to meet the following requirements:

> Ensure that only devices that have approved platforms and versions can enroll in Endpoint Manager.

> Ensure that devices are added to Microsoft Azure Active Directory (Azure AD) groups based on a selection made by users during the enroliment.
Which device enroliment setting should you configure for each requirement? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area
Ensure that only devices that have approved platforms v
and versions can enroll in Endpoint Manager: Android enroliment

Apple enroliment

Corporate device identifiers
Device categories
Enroliment restrictions
Windows enroliment

Ensure that devices are added to Azure AD groups

based on a selection made by users during enroliment: V.

Android enrollment

Apple enroliment

Corporate device identifiers
Device categories
Enrollment restrictions
Windows enroliment

A. Mastered
B. Not Mastered

Answer: A

Explanation:

A screenshot of a computer Description automatically generated

Reference:

https://docs.microsoft.com/en-us/mem/intune/enroliment/enroliment-restrictions-set https://docs.microsoft.com/en-us/mem/intune/enroliment/device-group-mapping

NEW QUESTION 56

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune.

You need to ensure that you can deploy apps to Android Enterprise devices. What should you do first?

A. Create a configuration profile.

B. Add a certificate connector.

C. Configure the Partner device management settings.
D. Link your managed Google Play account to Intune.

Answer: D

NEW QUESTION 59
- (Exam Topic 4)
You have devices enrolled in Microsoft Intune as shown in the following table.

Name ] Platform

Devicel | Windows 10

UDeviceZ | Windows 11

Device? | Android
Deviced | 105

On which devices can you apply app configuration policies?

A. Device2 only

B. Devicel and Device2 only

C. Device3 and Device4 only

D. Device2, Device3, and Device4 only

E. Devicel, Device2, Device B, and Device4

Answer: D

Explanation:

The correct answer is D because app configuration policies can be applied to managed devices and managed appsl. Managed devices are enrolled and managed
by Intune, while managed apps are integrated with Intune App SDK or wrapped using the Intune Wrapping Tooll. Device2, Device3, and Device4 are either
enrolled in Intune or have managed apps installed, so they can receive app configuration policies2. Devicel is not enrolled in any MDM solution and does not have
any managed apps installed, so it cannot receive app configuration policies2. References: 1: App configuration policies for Microsoft Intune | Microsoft Learn
https://learn.microsoft.com/en-us/mem/intune/apps/app-configuration-policies-overview 2: Policy sets - Microsoft Intune | Microsoft Learn
https://learn.microsoft.com/en-us/mem/intune/fundamentals/policy-sets

NEW QUESTION 60

- (Exam Topic 4)

You have a Microsoft Deployment Toolkit (MDT) solution that is used to manage Windows 11 deployment tasks.
MDT contains the operating system images shown in the following table.
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Name Description
Image1.wim Custom-built Windows 10 image that has
preinstalled custom apps
Image2.wim Custom-built Windows 10 image without apps
Install.wim Default Windows 10 image

You need to perform a Windows 11 in-place upgrade on several computers that run Windows 10. From the Deployment Workbench, you open the New Task
Sequence Wizard.

You need to identify which task sequence template and which operating system image to use for the task sequence. The solution must minimize administrative
effort.

What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Task sequence template:

Standard Chent Task Sequence
Standard Client Replace Task Sequence
Standard Client Upgrade Task Sequence

Operating system image:

Image1.wim
Image2.wim
Install.wim

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Standard Client Upgrade Task Sequence

Use Template: Standard Client Upgrade Task Sequence

In-place upgrade is the preferred method to use when migrating from Windows 10 to a later release of Windows 10, and is also a preferred method for upgrading
from Windows 7 or 8.1 if you do not plan to significantly change the device's configuration or applications. MDT includes an in-place upgrade task sequence
template that makes the process really simple.

Box 2: Install.wim

In-place upgrade differs from computer refresh in that you cannot use a custom image to perform the in-place upgrade. |

Reference:

https://docs.microsoft.com/en-us/windows/deployment/deploy-windows-mdt/upgrade-to-windows-10-with-the

NEW QUESTION 62
- (Exam Topic 4)
You have a Microsoft 365 subscription that contains the devices shown in the following table.

Name Type
Device? Windows 10
Devicel 105

| Device? Android eEnterpnse

You need to ensure that only devices running trusted firmware or operating system build can access network resources.

Which compliance policy setting should you configure for each device? To answer, drag the appropriate settings to the correct devices. Each setting may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Settings Angwer Area
Riscpuing Bitlohoed Device !
Prevent jadicokin dences rom haing Corpovate access

Deace
Priwent roORed devices from having Corporate i cess
Deviced:

Rieauire Secure Boot to be enabled on the device

A. Mastered
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B. Not Mastered

Answer: A
Explanation:
Settings Answer Area

Raguing BitLockes D Haguing EitLocken |
| Prevent jatroen dewces hom hanang corporate scoess i Fpes=sssasessmnansssesess |
———————————————————— Dmoe) Event jabpoken devices Om having Comporate adtes
i = ISl s i i S e . s D |
| Prevent rooted devices from Raing CONporate aCoest
b o= o v o wn o wr mr o ww o we wr W O wE o TE W ww wwr wm A
e el | Frven! 1O00RD devices Nom Raving conparibe acoed |

NEW QUESTION 67

- (Exam Topic 4)

Your network contains an Active Directory domain. The domain contains a computer named Computerl that runs Windows 8.1.

Computerl has apps that are compatible with Windows 10.

You need to perform a Windows 10 in-place upgrade on Computerl.

Solution: You copy the Windows 10 installation media to a network share. You start Computerl from Windows PE (WIinPE), and then you run setup.exe from the
network share.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 68

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You plan to use Windows Autopilot to provision 25 Windows 11 devices. You need to configure the Out-of-box experience (OOBE) settings.
What should you create in the Microsoft Intune admin center?

A. an enrollment status page (ESP)
B. a deployment profile

C. a compliance policy

D. a PowerShell script

E. a configuration profile

Answer: B

NEW QUESTION 70

- (Exam Topic 4)

You have a Microsoft Intune subscription.

You have devices enrolled in intune as shown in the following table.

' Name | Operating system |
VICH ANCTONE &, | |

® £

C 19 A
ViCe 105 -4

" \ I._._" |

'_'I = - |

An app named Appl is installed on each device.
What is the minimum number of app configuration policies required to manage Appl ?

moow2>
NN PR

Answer: B

Explanation:

The correct answer is B because you need to create two app configuration policies for managed devices, one for iOS/iPadOS devices and one for Android
devicesl. App configuration policies let you customize the settings of apps for iOS/iPadOS or Android devicesl. The settings are assigned to user groups and
applied when the app runsl. The app developer or supplier provides the configuration settings (keys and values) that are exposed to Intunel. You can't use a
single app configuration policy for both i0OS/iPadOS and Android devices because they have different configuration settings2. References: 1: App configuration
policies for Microsoft Intune | Microsoft Learn

https://learn.microsoft.com/en-us/mem/intune/apps/app-configuration-policies-overview 2: Add app configuration policies for managed iOS/iPadOS devices |
Microsoft Learn https://learn.microsoft.com/en-us/mem/intune/apps/app-configuration-policies-use-ios
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NEW QUESTION 73
- (Exam Topic 3)
You need to meet the technical requirements for the LEG department computers.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
Actions Answer Area

Configure the commercial ID on the LEG
department computers.

Create an Azure Machine Learning service
workspace.

Create an Azure Log Analytics workspace.

Install the Microsoft Monitoring Agent on
the LEG department computers.

Add a solution to a workspace.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

A screenshot of a white box Description automatically generated

Reference:
https://docs.microsoft.com/en-us/windows/deployment/update/windows-analytics-azure-portal

NEW QUESTION 74
- (Exam Topic 3)
You need to prepare for the deployment of the Phoenix office computers. What should you do first?

A. Generalize the computers and configure the Mobility (MDM and MAM) settings from the Azure Active Directory admin center.

B. Extract the hardware ID information of each computer to a CSV file and upload the file from the Microsoft Intune blade in the Azure portal.

C. Extract the hardware ID information of each computer to an XML file and upload the file from the Devices settings in Microsoft Store for Business.
D. Extract the serial number information of each computer to a CSV file and upload the file from the Microsoft Intune blade in the Azure portal.

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/deployment/windows-autopilot/existing-devices

NEW QUESTION 77

- (Exam Topic 3)

What is the maximum number of devices that Userl and User2 can enroll in Intune? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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User1 can enroll a maximum of:

5 devices

10 devices

15 devices

1,000 devices

An unlimited number of devices

User2 can enroll a maximum of:

5 devices
' 10 devices
' 15 devices
i 1,000 devices
' An unlimited number of devices

A. Mastered
B. Not Mastered

Answer: A
Explanation:
User1 can enroll a maximum of: WV
Sdevices _
10 devices
15 devices
1,000 devices
An unlimited number of devices
User2 can enroll a maximum of: M

S devices
10 devices
|15 devices |
1,000 devices
" An unlimited number of devices

NEW QUESTION 79

- (Exam Topic 3)

You are evaluating which devices are compliant.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Devicel is compliant O O
Device3 is compliant O B
Device4 i1s compliant O O
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Statements Yes No

Devicel is compliant O 'O |
I .

Device3 i1s compliant

O
Device4 is compliant | Q

NEW QUESTION 83
- (Exam Topic 2)
You need to meet the OOBE requirements for Windows AutoPilot.

Which two settings should you configure from the Azure Active Directory blade? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.

© Overview
Getting started
Manage

Users

Groups
Organizational relationships
Roles and administrators

Enterprise applications

Devices

App registrations

App registrations (Preview)

Application proxy

Licenses
Azure AD Connect

Custom domain names
Mobility (MDM and MAM)
Password reset

Company branding

User settings

Properties

Notifications settings

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reference:
https://blogs.msdn.microsoft.com/sgern/2018/10/11/intune-intune-and-autopilot-part-3-preparing-your-environm
https://blogs.msdn.microsoft.com/sgern/2018/11/27/intune-intune-and-autopilot-part-4-enroll-your-first-device/

NEW QUESTION 88
- (Exam Topic 1)
Which user can enroll Deviceb in Intune?
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A. User4 and User2 only

B. User4 and User 1 only

C. Userl, User2, User3, and User4
D. User4. User Land User2 only

Answer: B

NEW QUESTION 89

- (Exam Topic 1)

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Device1 is marked as compliant. 3 O)
Device4 is marked as compliant. O O
Device5 is marked as compliant. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Text Description automatically generated

NEW QUESTION 91

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains a user named Userl. Userl has a user principal name (UPN) of userl
@contoso.com.

You join a Windows 10 device named Clientl to contoso.com.

You need to add User1l to the local Administrators group of Client1.

How should you complete the command? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Administrators /fadd " \userlficontoso.com"”

net accounts AzureAD
net localgroup CONTOSO
net user UPN

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Administrators Jadd " \userlficontoso.com”

net accounts

r net localgroup
net user

NEW QUESTION 95
- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains 10 Android Enterprise devices. Each device has a corporate-owned work profile and is enrolled in
Microsoft Intune.
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You need to configure the devices to run a single app in kiosk mode.
Which Configuration settings should you modify in the device restrictions profile?

A. General

B. Users and Accounts
C. System security

D. Device experience

Answer: D

Explanation:

To configure the devices to run a single app in kiosk mode, you need to modify the Device experience settings in the device restrictions profile. You can specify the
app package name and activity name for the app that you want to run in kiosk mode. References:
https://docs.microsoft.com/en-us/mem/intune/configuration/device-restrictions-android-for-work#device-experie

NEW QUESTION 96

- (Exam Topic 4)

You have a Microsoft 365 tenant that uses Microsoft Intune to manage personal and corporate devices. The tenant contains three Windows 10 devices as shown
in the following exhibit.

Name Enabled OS Version Join Type Owner MDM Compliant
g LON-CL2 Yes Windows 10.0.17763.615  Azure AD registered lser?  Microsoft Intune Yes
8 LON-CL4 Yes Windows 10.0.17763.107  Azure AD joined Userl  Microsoft Intune Yes

How will Intune classify each device after the devices are enrolled in Intune automatically? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Identified by Intune as a personal device: v

LON-CL2 only

LON-CL4 only

Both LON-CL2 and LON-CL4
Neither LON-CL2 or LON-CL4

Identified by Intune as a corporate device: v

LON-CL2 only

LON-CL4 only

Both LON-CL2 and LON-CL4
Neither LON-CL2 or LON-CL4

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Table Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/devices/concept-azure-ad-join https://docs.microsoft.com/en-us/azure/active-directory/devices/concept-
azure-ad-register

NEW QUESTION 100

- (Exam Topic 4)

You have a Microsoft 365 tenant that uses Microsoft Intune.

You use the Company Portal app to access and install published apps to enrolled devices. From the Microsoft Intune admin center, you add a Microsoft Store app.
Which two App information types are visible in the Company Portal? NOTE: Each correct selection is worth one point.

A. Privacy URL

B. Information URL
C. Developer

D. Owner

Answer: AC

NEW QUESTION 101

- (Exam Topic 4)

Your network contains an Active Directory domain named adatum.com, a workgroup, and computers that run Windows 10. The computers are configured as
shown in the following table.
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Name Member of Active Windows Defender
_ B — - . (P ~ Firewall profile i
Computer! | Adatum.com - Domain ) -
Computer2 | Adatum.com Domain
Computer3 | Workgroup Public

The local Administrator accounts on Computed, Computed, and Computed have the same user name and password.
On Computed. Windows Defender Firewall is configured as shown in the following exhibit.

[ S . - - =
. : i i B T R T ] B mmartl i v . [y
Allowy Appe 1o O regle Thiros o Wieadowy, Defesader |oewall
R T e e e R e R
e T T Ve ';u.!r-,i- =gl

Ldmgd gyt = VRt

Vg ey  Pruaie Pabis ™
 ——— - v -
R | = L] L
ity b s £ H o
[ tamiin Sty 0 - 0
[ T Bt Sy i " b O O
e R s e ] e D .
[ R e T D B -
e R R L C o 03
A e R et Mt L D D
[ Ramcts Pt s D D
[ Bt st Ll et 3 - 2
[ Ransbwray et Ravmartn is 2 s - D g -
| [ -
ERIE s N
o e
Status  Mame Displaytlame
Stopped RasAuto Remote Access Auto Connection Manager
Running RasMan Remote Access Connection Manager
Stopped RemoteAccess Routing and Remote Access
Stopped RemoteRegistry Remote Repgistry
Stopped RetailDemo Retail Demo Service
Running BmSve Radio Management Service
Running S&pcEptMapper RPC Endpoint Mapper
Stopped Rpclocator Remote Procedure Call (RPC) Locator
Running RpcSs Remote Procedure Call (RPC)

For each of the following statements, select Yes if the statement is true. Otherwise, select No,

NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
From Computer2, you can use Disk Management to manage Computer1 remotely
From Computer?, you can use Registry Editor to edit the registry of Computer! remately,
From Computer3, you can use Performance Monitor to monitar the performance of Computer!
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area

Statements Yes No

From Computer2, you can use Disk Management 1o manage Computer! remotely o

-:..-|.-| '8 -_mi«. iterd, you can use F'.JI::I;!:.‘_ F"I_: lor tn '-'".i'. the reaistny ¢ |~|" il :."LI:I‘I.I i .,IF!II_

Fram -".‘-'\-|;.|'----'. voul can use Performance Monitor to monitor the padormance of Computer 1

NEW QUESTION 104
- (Exam Topic 4)
You have an Azure AD tenant named contoso.com that contains the users shown in the following table.

Name : Role
Admin] ecunty Administrator
mon stratc

You have a computer named Computerl that runs Windows 10. Computerl is in a workgroup and has the local users shown in the following table.

Name ember of
e laalla -r.-t:.-' ‘-"-_-..-.I. ':r---l.-- = = rarartsre

UserA joins Computerl to Azure AD by using userl@contoso.com.

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Area

Statements Ees No

kerl@contoso.com is 2 member of the local Administrators group on Computer!
Admini @contoso.com can configure the firewall and Microsoft Defender on Computer

Admind@contoso.com can mstall software on Computer]

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements ﬂcs No

Userl@contoso.com is a member of the local Administrators group on Computer| -

Admint @ contoso.com can configure the firewall and Microsaft Defender on Computer] I

Admin? &contoso

com can install software on Compuler!

NEW QUESTION 105

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains 150 hybrid Azure AD joined Windows devices. All the devices are enrolled in Microsoft Intune. You need to
configure Delivery Optimization on the devices to meet the following requirements:

« Allow downloads from the internet and from other computers on the local network.

* Limit the percentage of used bandwidth to 50. What should you use?

A. a configuration profile
B. a Windows Update for Business Group Policy setting

The Leader of IT Certification visit - https://www.certleader.com



CertLeader-m 100% Valid and Newest Version MD-102 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/MD-102-dumps.html (98 Q&AS)

C. a Microsoft Peer-to-Peer Networking Services Group Policy setting
D. an Update ring for Windows 10 and later profile

Answer: A

Explanation:

A configuration profile is the correct answer because it allows you to configure Delivery Optimization settings for Windows devices in Intune. You can specify the
download mode, bandwidth limit, caching options, and more. A configuration profile is a template that contains one or more settings that you can apply to groups of
devices. References:

> Windows 10 Delivery Optimization settings for Intune - Microsoft Intune | Microsoft Learn
> Delivery Optimization settings in Microsoft Intune

NEW QUESTION 106

- (Exam Topic 4)

You have 1,000 computers that run Windows 10 and are members of an Active Directory domain. You need to capture the event togs from the computers to
Azure.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Azure service to provision: N

An Azure Stoerage account
Azure Cosmos DB

Azure SOL Database

Log Analytics

Action to perform on the computers: |4

Create a collector-initiated subscription
Install the Microsoft Monitoring Agent
Enrollin Microsoft Intune

Register to Azure Active Directory (Azure AD)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Azure service to provision: N
An Azure Stoerage account
Azure Cosmos DB
Azure SOL Database
Log Analytics
Action to perform on the computers: b

Create a collector-initiated subscription
Install the Microsoft Monitoring Agent
Enrollin Microsoft Intune

Register to Azure Active Directory (Azure AD)

NEW QUESTION 110
- (Exam Topic 4)
You have two computers that run Windows 10. The computers are enrolled in Microsoft Intune as shown in the following table.

Name | Member of
Compuleri Group1
Compuler? Group1. Group?

Windows 10 update rings are defined in Intune as shown in the following table.

Mame Quality deferral (days) | Assigned
Ring1 3 Yes
| Ring? 10 Yes

You assign the update rings as shown in the following table.
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Name Include | Exclude
Ring1 Group1 | Group?
| Ring? Group? | Group1

What is the effect of the configurations on Computerl and Computer2? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Quality deferral on Computer1 v
3 days

/ days

10 days

13 days

No effect

Quality deferral on Computer2 v
3 days

7 days

10 days

13 days

No effect

A. Mastered
B. Not Mastered

Answer: A
Explanation:

A screenshot of a computer Description automatically generated
Computerl and Computer2 are members of Groupl. Ringl is applied to Groupl.

Note: The term "Exclude" is misleading. It means that the ring is not applied to that group, rather than that group being blocked.

References:

https://docs.microsoft.com/en-us/windows/deployment/update/waas-wufb-intune https://allthingscloud.blog/configure-windows-update-business-using-microsoft-

intune/

NEW QUESTION 113
- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune and contains the users shown in the following table.

Name Member of License g

Groug Yone
; -_.-:4'- ?:].- r|..||l_-r ?':'?'r' _I. lL-

0TS GroupZ Microsott 365 ES

Group?2 has been assigned in the Enrollment Status Page. You have the devices shown in the following table.

™ |
Name Uperatmg_system Department |
p -_.a "‘."" p— ! AT L] | } - -‘.-j-':f"“l. i 1.
- WL Window 1 Home ,:-:-“-.1_1-. H
evice In."il ACIoWwWsS a .I |I ' Y .-,.'F.][ =1 gl

You capture and upload the hardware IDs of the devices in the marketing department. You configure Windows Autopilot.
For each of the following statements, select Yes if the statement is true. Otherwise select No. NOTE: Each correct selection is worth one point.

Answer Area
Slatements
sert can complete the Autopilot process on Device!
Jeoed ¢an complete the Autaotlol procets on Device!
Usars can view dewice selup information durng the enraliment phase of Devige!
A. Mastered

B. Not Mastered

The Leader of IT Certification
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Answer: A

Explanation:
Answer Area

Statements

User! can comphete the Autopliot process on Devicel

Uiseré can comptete thee Autoollot process on Dewcel

Yes No
.-

k=

Userd can view device setup mlormation durng the enroliment phase of Device! |

NEW QUESTION 118
- (Exam Topic 4)

You have groups that use the Dynamic Device membership type as shown in the following table.

Name Syntax
Group1 (device.deviceOwnership -eq “Company”)
Group?2 (device.deviceOwnership -eq “Personal”)

You are deploying Microsoft 365 apps.

You have devices enrolled in Microsoft Intune as shown in the following table.

Name Ownership Platform
LT1 Company Windows 10 Enterprise x64
LT2 Personal Windows 10 Enterprise x64
LT3 Company MacOS Big Sur

In the Microsoft Endpoint Manager admin center, you create a Microsoft 365 Apps app as shown in the exhibit. (Click the Exhibit tab.)

App Information Edit

Mame
Description

Publisher
Category

Show this as a featured app in the

Company Portal
Informaton URL
Privacy URL
Developer
Owner

Notes

Logo

Architecture

Update channel
Remove other versions
Version to install

Use shared computer activation

Microsoft 365 Apps for Windows 10
Microsoft 365 Apps for Windows 10

Microsoft
Productivity
No

hitps-//products office_ com/en-us/explore-office-for-home
hitps . //privacy microsoft. com/en-US/privacystatement

Microsoft
Microsoft

r] Office

Teams, Word
G4-bit

Current Channel
Yes

Latest

No

Accept the Microsoft Software License No

Teams on behalf of users

Install background service for Microsoft No

Search in Bing

Apps to be installed as part of the suite

Assignments Edit

Group mode
~.~ Required

@ Included

Group

Group1

Available for enrolled devices

1 language(s) selected

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No
LT1 will have Microsoft Office 365 installed O O
LT2 will have Microsoft Office 365 installed O O
LT3 will have Microsoft Office 365 installed Q O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/apps-add-office365
https://docs.microsoft.com/en-us/mem/intune/apps/apps-deploy https://docs.microsoft.com/en-us/mem/intune/apps/apps-add

NEW QUESTION 122

- (Exam Topic 4)

You have the Microsoft Deployment Toolkit (MDT) installed. You install and customize Windows 11 on a reference computer
You need to capture an image of the reference computer and ensure that the image can be deployed to multiple computers.
Which command should you run before you capture the image?

A. dism

B. wpeinit
C. sysprep
D. bcdedit

Answer: C

Explanation:

To capture an image of a reference computer and make it ready for deployment to multiple computers, you need to run the sysprep command with the /generalize
option. This option removes all unique system information from the Windows installation, such as the computer name, security identifier (SID), and driver cache.
The other commands are not used for this purpose. References: Sysprep (Generalize) a Windows installation

NEW QUESTION 123

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You have devices enrolled in Microsoft Intune.

You assign a conditional access policy named Policyl to a group named Groupl. Policy! restricts devices marked as noncompliant from accessing Microsoft
OnebDrive for Business.

You need to identify which noncompliant devices attempt to access OneDrive for Business. What should you do?

A. From the Microsoft Entra admin center, review the Conditional Access Insights and Reporting workbook.
B. From the Microsoft Intune admin center, review Device compliance report.

C. From the Microsoft Intune admin center, review the Noncompliant devices report.

D. From the Microsoft Intune admin center, review the Setting compliance report.

Answer: C

NEW QUESTION 127

- (Exam Topic 4)

You have an Azure AD tenant named contoso.com.

You plan to use Windows Autopilot to configure the Windows 10 devices shown in the following table.

=

. ™

Name | Memory | TPM

Which devices can be configured by using Windows Autopilot self-deploying mode?

A. Device2 only

B. Device3 only

C. Device2 and Devnce3 only

D. Device 1, Device2, and Device3
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Answer: C

Explanation:

Windows Autopilot self-deploying mode requires devices that have a firmware-embedded activation key for Windows 10 Pro or Windows 11 Pro. This feature
allows devices to automatically activate Windows Enterprise edition using the subscription license assigned to the user. Devicel does not have a
firmware-embedded activation key, so it cannot use self-deploying mode. Device2 and Device3 have firmware-embedded activation keys for Windows 10 Pro, so
they can use self-deploying

mode. References: Windows Autopilot self-deploying mode (Public Preview), Deploy Windows Enterpris licenses

NEW QUESTION 131

- (Exam Topic 4)

You use a Microsoft Intune subscription to manage iOS devices.

You configure a device compliance policy that blocks jailbroken iOS devices. You need to enable Enhanced jailbreak detection.
What should you configure?

A. the Compliance policy settings
B. the device compliance policy
C. a network location

D. a configuration profile

Answer: D

NEW QUESTION 135

- (Exam Topic 4)

You have an Azure AD tenant and 100 Windows 10 devices that are Azure AD joined and managed by using Microsoft Intune.

You need to configure Microsoft Defender Firewall and Microsoft Defender Antivirus on the devices. The solution must minimize administrative effort.
Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. To configure Microsoft Defender Antivirus, create a Group Policy Object (GPO) and configure the Windows Defender Antivirus settings.

B. To configure Microsoft Defender Firewall, create a device configuration profile and configure the Device restrictions settings.

C. To configure Microsoft Defender Antivirus, create a device configuration profile and configure the Endpoint protection settings.

D. To configure Microsoft Defender Antivirus, create a device configuration profile and configure the Device restrictions settings.

E. To configure Microsoft Defender Firewall, create a device configuration profile and configure the Endpoint protection settings.

F. To configure Microsoft Defender Firewall, create a Group Policy Object (GPO) and configure Windows Defender Firewall with Advanced Security.

Answer: CE

Explanation:

To configure Microsoft Defender Firewall and Microsoft Defender Antivirus on Azure AD joined devices that are managed by Intune, you need to create a device
configuration profile and configure the Endpoint protection settings. You can use this profile to configure various settings for firewall and antivirus protection on the
devices. References:

https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-protection-windows-10

NEW QUESTION 140

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune. You plan to manage Windows updates by using Intune.

You create an update ring for Windows 10 and later and configure the User experience settings for the ring as shown in the following exhibit.

User experence settings

-Nange notiiication update level Use the default Windows Update notification: -

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.
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Answer Area

Automatc restarts are blocked [answer choicc]. between 8 AM and 5 PM e
heforae 3 AM
|between 8 AM.
after 5 PM
Arestart will be forced on a device lanswer choice] after the deadling & davs =
e —
| ‘ k
AT
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Automatic restarts are blocked [answer choicel. between 8 AM and 5 PM -

A restart will be forced on a device [answer choice] atter the deadhne 5 days -

NEW QUESTION 141
- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Role

Admin1 | Application admin
Admin2 | Cloud application admin
Admin3 | Office apps admin
Admind | Security admin

In the Microsoft 365 Apps admin center, you create a Microsoft Office customization. Which users can download the Office customization file from the admin
center?

A. Admin1, Admin2, Admin3. and Admin4
B. Adminl, Admin2, and Admin3 only

C. Admin3 only

D. Admin3 and Admin4 only

E. Adminl and Admin3 only

Answer: B

Explanation:

* Adminl

An application admin has full access to enterprise applications, applications registrations, and application proxy settings.

* Admin2

Mark your app as publisher verified.

In Azure AD this user must be a member of one of the following roles: Application Admin, Cloud Application Admin, or Global Admin.
* Admin3

Office Apps admin - Assign the Office Apps admin role to users who need to do the following:

- Use the Office cloud policy service to create and manage cloud-based policies for Office

- Create and manage service requests

- Manage the What's New content that users see in their Office apps

- Monitor service health Reference:

Office Apps admin - Assign the Office Apps admin role to users who need to do the following https://docs.microsoft.com/en-us/azure/active-directory/develop/mark-
app-as-publisher-verified

NEW QUESTION 145

- (Exam Topic 4)

Your network contains an Active Directory domain named adatum.com. The domain contains two computers named Computerl and Computer2 that run Windows
10. Remote Desktop is enabled on Computer2.

The domain contains the user accounts shown in the following table.
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Name Member of

User1 Domain Admins

User? Domain Users

User3 Domain Users

Computer2 contains the local groups shown in the following table.
Name Members

Group1 ADATUM\User2
ADATUM\User3

Group? ADATUM\User2

Group3 ADATUM\Usera

Administrators ADATUM\Domain Admins
ADATUM\User3

Remote Desktop Users Group1

The relevant user rights assignments for Computed are shown in the following table.

Policy Security Setting
Allow log on through Remote Desktop Services Administrators,
Remote Desktop
Users
Deny log on through Remote Deskiop Services Group?2
Deny log on locally Group3

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

User1 can establish a Remote Desktop session to Computer2. O O

User2 can establish a Remote Desktop sessionto Computer2. O )

Userd can establish a Remote Desktop session to Computer2. O O
A. Mastered
B. Not Mastered
Answer: A
Explanation:

Answer Area

Statements Yes No

User1 can establish a Remote Desktop session to Computer2.| O O
User2 can establish a Remote Desktop session to Computer2. O O
User3 can establish a Remote Desktop session to Computer2. O O

NEW QUESTION 149

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune and contains 100 Windows 10 devices. You need to create Intune configuration profiles to
perform the following actions on the devices:

* Deploy a custom Start layout.

* Rename the local Administrator account.

Which profile type template should you use for each action? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth
one point.
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Answer Area

Deploy a custom Start layout: Device restniction W |
Delivery optimization

Dewvice restnction

endpoint protection

Identity protection

Rename the local Administrator account Identity protection
Delivery optimization
Device restnction
Endpoint protection
Identity protecthon

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Deploy a custom Start layout: Device restriction v |
| Delivery optimization

Endpoint protection
Identity protection

Rename the |ocal Administrator account:  |dentity protection et
Delivery optimization
Device restriction
Endpoint protection
] identity protection

NEW QUESTION 152
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the devices shown in the following table.

Name | Operating system | Azure AD status Mobile device
management (MDM)
Devicel | Windows 8.1 Registered None
Device2 | Windows 10 Joined None
Device3 | Windows 10 Joined Microsoft Intune

Contoso.com contains the Azure Active Directory groups shown in the following table.

Name Members
Group1 | Group?2, Devicel, Device3
Group2 | Device2

You add a Windows Autopilot deployment profile. The profile is configured as shown in the following exhibit.
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Create profile

Windows PC

0 Basics

Summary

Basics

Name
Descniption
Convert all targeted devices to Autopiiot

Device type

Out-of-box experience (OOBE)

Deployment mode

Jon to Azure AD as

Skip AD connectivity check (preview)
Language (Region)

Automatically configure keyboard
Microsoft Software License Terms
Privacy settings

Hide change account options

Liser account type

Allow White Glove OOBE

Apply device name template

Assignments

Included groups

e Out-of-box expenence (OOBE)

o Assignments

Profilel
Yes
Windows PC

Self-Deploying (preview)
Azure AD joined

No

Operating system default
Yes

Hide

Hide

Hide

Standard

No

No

Group1

o Review + create

Excluded groups --

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements

If Device1 starts in Out of Box Expenence (OOBE) mode, the device will be deployed by using
Autopilot.

If Device? starts in Out of Box Experience (OOBE) mode, the device will be deployed by using
Autopilot.

If Dewice3 starts in Out of Box Expenience (OOBE) mode, the device will be deployed by using

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Devicel has no Mobile device Management (MDM) configured.

Note: Devicel is running Windows 8.1, and is registered, but not joined. Devicel is in Groupl.
Profilel is assigned to Groupl. Box 2: No

Device2 has no Mobile device Management (MDM) configured. Note: Device?2 is running Windows 10, and is joined.

Device2 is in Group2. Group2 is in Groupl.
Profilel is assigned to Groupl. Box 3: Yes
Device3 has Mobile device Management (MDM) configured. Device3 is running Windows 10, and is joined

The Leader of IT Certification
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Devicel is in Groupl.

Profilel is assigned to Groupl.

Mobile device management (MDM) enroliment: Once your Windows 10 device joins Azure AD, Autopilot ensures your device is automatically enrolled with MDMs
such as Microsoft Intune. This program can automatically push configurations, policies and settings to the device, and install Office 365 and other business apps
without you having to get IT admins to manually sort the device. Intune can also apply the latest updates from Windows Update for Business.

Reference: https://xo.xello.com.au/blog/windows-autopilot

NEW QUESTION 157

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

You create a new update rings policy named Policyl as shown in the following exhibit.

Update ring settings £di

q i~ 1-1- I - ,r Ii- h.::I..|
" I Allow
- -

| it i II- 'I_I Ii L]
- - -,
realure upcats eltal pc o (g3 3\

L b ¥ ] B i
= Shhin WA [ § w HMEILTS bV L= R LA
f.f
&l fealurs upCalte urinstall pe £=0 |

|

- o Ll W o E——
SBEMCING CHant Gereral Availabiity channel

] Fal

Ler expenende setlings

Automatil update behawot AUlo ingtall 3t mantenance iime
Active hours start 8 AM

Clive Nours eng 5 PM

estart check Allow

ption to pause Windows update Enabie

ption to check fo dc pdate Enable

hange notification update leve Use the default Windows Update notrhcations
jse deadline settings Allow

o - -

- - ¥ ® i i &
AUTO reDOOt DeTOre Cea ¢ s

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point,

Answer Area

Updates that contain fixes and improvements to existing Windows | can be deferred for 30 days '{d
functionality [answer cholcel. ., he defemed indefinitely

can be defemred for 30 days

will be installed iImmediately

Updates that contain new Windows functionality will be installed 1 ddy ¥

bt

30 days
60 days

A. Mastered
B. Not Mastered

Answer: A

Explanation:

*Updates that contain fixes and improvements to existing Windows functionality can be deferred for 30 days. This is because the update rings policy nhamed
Policyl has the “Quality updates deferral period (days)” setting set to 30. This means that quality updates, which include fixes and improvements to existing
Windows functionality, can be deferred for up to 30 days from the date they are released by Microsoft. After 30 days, the devices will automatically install the
quality updates. References:

https://docs.microsoft.com/en-us/mem/intune/protect/windows-update-for-business-configure
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*Updates that contain new Windows functionality will be installed within 60 days of release.

This is because the update rings policy named Policyl has the “Feature updates deferral period (days)” setting set to 60. This means that feature updates, which
include new Windows functionality, can be deferred for up to 60 days from the date they are released by Microsoft. After 60 days, the devices will automatically
install the feature updates. References:

https://docs.microsoft.com/en-us/mem/intune/protect/windows-update-for-business-configure

NEW QUESTION 159

- (Exam Topic 4)

Your company has computers that run Windows 10 and are Microsoft Azure Active Directory (Azure AD)-joined.

The company purchases an Azure subscription.

You need to collect Windows events from the Windows 10 computers in Azure. The solution must enable you to create alerts based on the collected events.
What should you create in Azure and what should you configure on the computers? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area
Resource to create in Azure: v

An Azure event hub
An Azure Log Analytics workspace
An Azure SQL database
An Azure Storage account

Configuration to perform on the v

compuiers: Configure the Event Collector service
Create an event subscription
Install the Microsoft Monitoring Agent

A. Mastered

B. Not Mastered
Answer: A

Explanation:

A screenshot of a computer Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/log-analytics-agent

NEW QUESTION 160

- (Exam Topic 4)

You have a Microsoft 365 tenant that contains the objects shown in the following table. You are creating a compliance policy named Compliancel.
Which objects can you specify in Compliancel as additional recipients of noncompliance notifications?

A. Group3 and Group4 only

B. Group3, Group4, and Admin1 only

C. Groupl, Group2, and Group3 only

D. Groupl, Group2, Group3, and Group4 only

E. Groupl, Group2, Group3, Group4, and Adminl

Answer: C

Explanation:
Reference:

https://www.ravenswoodtechnology.com/microsoft-intune-compliance-notifications/ https://docs.microsoft.com/en-us/microsoft-365/admin/create-groups/compare-
groups?view=0365-worldwide

NEW QUESTION 161

- (Exam Topic 4)

You have a Microsoft Deployment Toolkit (MDT) deployment share.

From the Deployment Workbench, you open the New Task Sequence Wizard and select the Standard Client Upgrade Task Sequence task sequence template.
You discover that there are no operating system images listed on the Select OS page as shown in the following exhibit.
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Mew Task Sequence Wizard b4

gg Select 05

General Settings The following operaling syslem images are available to be deploved with this task sequence. Select
the one to use
Select Template

= {28 Operating Systems
Speciy Product Key

05 Seftings

Admin Passwand

Surnmary

Progress
Contimation

i ==

You need to be able to select an operating system image to perform a Windows 11 in-place upgrade. What should you do?

A. Enable monitoring for the deployment share.
B. Import a full set of source files.

C. Import a custom image file.

D. Run the Update Deployment Share Wizard

Answer: D

NEW QUESTION 162
- (Exam Topic 4)
You have a Microsoft 365 subscription that uses Microsoft Intune Suite.

You use Microsoft Intune to manage devices. All devices are in the same time zone. You create an update rings policy and assign the policy to all Windows
devices.

On the November 1, you pause the update rings policy. All devices remain online.
Without further modification to the policy, on which date will the devices next attempt to update?

A. December 1
B. December 6
C. November 15
D. November 22

Answer: C

NEW QUESTION 165

- (Exam Topic 4)

Your network contains an Active Directory domain. The domain contains 2,000 computers that run Windows 10. You implement hybrid Azure AD and Microsoft
Intune.

You need to automatically register all the existing computers to Azure AD and enroll the computers in Intune. The solution must minimize administrative effort.
What should you use?

A. an Autodiscover address record

B. a Group Policy object (GPO)

C. an Autodiscover service connection point (SCP)
D. a Windows Autopilot deployment profile

Answer: D

NEW QUESTION 167
- (Exam Topic 4)
You have a Hyper-V host that contains the virtual machines shown in the following table.
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Name Generation Virtual processors Memory
VM1 1 4 16 GB
VM2 2 1 8 GB

vM3 |2 2 ~|ace

On which virtual machines can you install Windows 117

A. VM1 only
B. VM3only

C. VM1 and VM2 only
D. VM2 and VM3 only
E. VM1, VM2, and VM3

Answer: E
NEW QUESTION 169

- (Exam Topic 4)
You have an Azure Active Directory Premium Plan 2 subscription that contains the users shown in the following table.

Name

Member of

Assigned license

User1

Group1

Enterprise Mobility + Security ES

User2

Group?2

Enterprise Mobility + Security E5

You purchase the devices shown in the following table.

Name sze
Devicel | Windows 10
Device2 | Android

You configure automatic mobile device management (MDM) and mobile application management (MAM) enrollment by using the following settings:
> MDM user scope: Groupl

> MAM user scope: Group2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes No
If User registers Devicel in contoso.com, Devicel 1s enrclled automat ally in Microsoft
Intune
t Userl joins Devicel to contoso.com, Device? i enrolled automatically in Microsat ity ne
FUserd registers Device3 in contos G, Clevices nrclled automatically in Mic vt
Intune,
A. Mastered

B. Not Mastered
Answer: A
Explanation:

Reference: https://docs.microsoft.com/en-us/mem/intune/enroliment/android-enroll https://powerautomate.microsoft.com/fr-fr/blog/mam-flow-mobile/

NEW QUESTION 170
- (Exam Topic 4)
You have devices that are not rooted enrolled in Microsoft Intune as shown in the following table.

Name | Platform | IP address
evicel | Windows | 192.168.10.35

Device2 | Android | 10.10.10.4
eVice Android 192.108

The devices are members of a group named Groupl.

In Intune, you create a device compliance location that has the following configurations:

* Name: Networkl

* IPv4 range: 192.168.0.0/16

In Intune. you create a device compliance policy for the Android platform. The policy has the following configurations:
* Name: Policyl

* Device health: Rooted devices: Block
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* Locations: Location: Networkl

» Mark device noncompliant: Immediately

* Assigned: Groupl

The Intune device compliance policy has the following configurations:

» Mark devices with no compliance policy assigned as: Compliant

» Enhanced jailbreak detection: Enabled

» Compliance status validity period (days): 20

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes MNo

Devicel 1s marked as compliant

7

levicel 1s marked as comphiant

Device

=
-

3 1s marked as compliant

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Devicel is marked as compliant. = No Device2 is marked as compliant. = Yes Device3 is marked as compliant. = No

> Devicel is marked as noncompliant because it is rooted and the device compliance policy Policyl blocks rooted devices under the Device health settingl.

> Device2 is marked as compliant because it is not rooted and it is within the network location Networkl that is specified in the device compliance policy
Policy11l.

> Device3 is marked as noncompliant because it is outside the network location Networkl that is specified in the device compliance policy Policyll. The device
compliance location setting requires devices to be in a specific network range to be compliant2.

NEW QUESTION 171

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a user named Userl. You need to perform the following tasks for User1.:
et the Usage location to Canada.

> Set the Usage location to Canad

> Configure the Phone and Email authentication contact info for self-service password reset (SSPR). Which two settings should you configure in the Azure Active
Directory admin center? To answer, select the

appropriate settings in the answer area.

NOTE: Each correct selection is worth one point.

Manage

& Profile

& Custom secunty attnbutes
(Preview)

Assigned roles

Administrative units

H| P

Groups
| Applications
w Licenses
Eg Devices

. Azure role assignments

@ Authentication methods
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A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, application Description automatically generated

NEW QUESTION 172
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Name | Member of
Userl | Group
| U_ser2__ _ Qroupz

You have devices enrolled in Microsoft Intune as shown in the following table.

—_—

- Name | Platform Member of |
Devicel | Windows 10 I Group1 |
| Device2 | Android | Group!

- |
Device3 | 105 GroupZ |
From Intune, you create and send a custom notification named Notificationl to Group1.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

User1 receives Notification1 on Device1.

O
O

User?2 receives Notification1 on Device?2.

O
O

User1 receives Notification1 on Device3. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

A screenshot of a computer Description automatically generated with medium confidence
Reference:
https://docs.microsoft.com/en-us/mem/intune/remote-actions/custom-notifications

NEW QUESTION 176

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune. You have five new Windows 11 Pro devices.

You need to prepare the devices for corporate use. The solution must meet the following requirements:

« Install Windows 11 Enterprise on each device.

* Install a Windows Installer (MSI) package named Appl on each device.

» Add a certificate named Certificatel that is required by Appl.

* Join each device to Azure AD.

Which three provisioning options can you use? Each correct answer presents a complete solution. NOTE: Each correct selection is worth one point.

A. subscription activation

B. a custom Windows image
C. an in-place upgrade

D. Windows Autopilot

E. provisioning packages

Answer: BDE

NEW QUESTION 178

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains 100 Windows 10 devices enrolled in Microsoft Intune. You need to create Endpoint security policies to
meet the following requirements:

>
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Hide the Firewall & network protection area in the Windows Security app.

> Disable the provisioning of Windows Hello for Business on the devices.
Which two policy types should you use? To answer, select the policies in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Manage

© Antivirus

& Disk encryption

& Firewall

@ Endpoint detection and response

¥ Attack surface reduction

& Account protection

B Device compliance

) Conditional access

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, application Description automatically generated

In the Antivirus policy settings, you can hide the Firewall and network protection area in the Windows Security app.

Windows Hello for Business settings are configured in Identity protection. Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/antivirus-security-experience-windows-settings https://docs.microsoft.com/en-us/mem/intune/protect/identity-
protection-windows-settings

NEW QUESTION 181
- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that contains the groups shown in the following table.

Name Description

Groupl Azure AD group that contains a user named User1

Group?2 Azure AD group that contains iOS devices

You create a Conditional Access policy named CAPolicyl that will block access to Microsoft Exchange Online from iOS devices. You assign CAPolicyl to Groupl.
You discover that Userl can still connect to Exchange Online from an iOS device. You need to ensure that CAPolicyl is enforced.
What should you do?

A. Configure a new terms of use (TOU).

B. Assign CAPolicyl to Group2.

C. Enable CAPolicyl

D. Add a condition in CAPolicyl to filter for devices.

Answer: B

Explanation:

Common signals that Conditional Access can take in to account when making a policy decision include the following signals:

* User or group membership

Policies can be targeted to specific users and groups giving administrators fine-grained control over access.

* Device

Users with devices of specific platforms or marked with a specific state can be used when enforcing Conditional Access policies.
Use filters for devices to target policies to specific devices like privileged access workstations.

* Etc.

Reference: https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/overview

NEW QUESTION 186

- (Exam Topic 4)

You have 200 computers that run Windows 10. The computers are joined to Azure AD and enrolled in Microsoft Intune. You need to set a custom image as the
wallpaper and sign-in screen.

Which two settings should you configure in the Device restrictions configuration profile? To answer, select the appropriate settings in the answer area.
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NOTE: Each correct selection is worth one point.
Answer Area

Device restrictions

Windows 10 and later

~ Basics Z  Configuration settings ' ' '

f\,,- App Store

w Cellular and connectivity
~ Cloud and Storage

s~ Cloud Printer

) Cantrol Paneal and " |_“.|1|-_|'
W Display

General

!. |-_.'|-'|l.‘: r|--I-|_-

| B .

w  Messaging
—

f~ Microsoft Edge ["5;_;':!1,-.-511-:

. .|

v Metwork proxy |

~_Password
e  For 3PP privacy exceptions

L, Personalization —E

w  Prninter

Fr Ay

-F’lr_-'l'-l Fioan

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Device restrictions

Windows 10 and later

v

| =

Basics 2 Configuration settings

App Store

g

Lo

-

e S —

-

Messaging .

Cellular and connectivity

Cloud and Storage

Cloud Printer

-"n_r'.rr.'_l Panel and '_.:_1,‘.|l|-_4'
Dispiay

Greneral

||.'-'L|'"-|'-rld-l' |:.Ir_.'_gl. 11 -.-" i.""_"!

e

A

Metwork proxy

Password

Per -3apPpP privacy f-:-fﬂ“]tn".',‘l.'-‘_

be

Personalization

v

St

Printer

Privacy

Fr ('r.jljl'.'l‘u..”

NEW QUESTION 190
- (Exam Topic 4)

You have an Azure AD tenant named contoso.com.

Name Platform
Devicel | Windows 11
DeviceZ | Windows 10
Dewvicel | 105
Deviced | Ubuntu Linux

Which devices can be Azure AD joined, and which devices can be registered in contoso.com? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered

B. Not Mastered

Answer: A

Explanation:

The Leader of IT Certification

|

v _Microsoft Edge Browser Z]

You have the devices shown in the following table.

Registered in contoso.com: | Dewicel and Device2 onb

Azure AD joined: | Device1 and Device2 only i’ﬂ

Device! only

Devicel and Device3 only

Devicel, Devicel, and Device3 only
Devicel, Devicel, Deviced, and Deviced

Device1 and Device2 only

DeviceZ and Device3 only

Device3 and Deviced only

Deviced, Device, and Dewviced only
Devicel, Deviced, Deviced, and Deviced
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Answer Area

Azure AD joined: [ Devicel and Device2 only A

Dewvicel only

T
Devicel and Deéviced only

Devicel, Device2. and Device3 only

Devicel, Device?, Deviced, and Deviced

Begistered in contoso.com: | Dewcel and Device only

B Device1 and Device2 only
Device2 and Device3 only
Device3 and Deviced only
Device2, Device3, and Deviced only
Devicel, Devicel, Dewvices, and Deviced

NEW QUESTION 195

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription and a computer that runs Windows 11. You need to create a customized installation of Microsoft 365 Apps for
enterprise.
Which four actions should you perform in sequence? To answer, move the appropriate cmdlets from the list of cmdlets to the answer area and arrange them in the
correct order.

Actions Anpwer Area

Run setup. exe 00 SpACity the /pacicager SHich

Download the Microsoft Office Deployment Tool (ODT) and run the seif-extracting executable | exe)
file

Ecil the XML configuration file
Aum setug. exe and pecify the /dews Lasd Switch

Run setup. exe 300 Specily the Scend dpers Sitch

A. Mastered
B. Not Mastered

Answer: A

Explanation:

* 1. Download ODT application

* 2. Create a configuration file (XML)

* 3. setup.exe /download to download the installation files

* 4, setup.exe /configure to deploy the application
https://learn.microsoft.com/en-us/deployoffice/deploy-microsoft-365-apps-local-source

NEW QUESTION 200

- (Exam Topic 4)

You have 100 computers that run Windows 10.

You plan to deploy Windows 11 to the computers by performing a wipe and load installation. You need to recommend a method to retain the user settings and the
user data.

Which three actions should you recommend be performed in sequence? To answer, move the appropriate actions from the list of actions to the answer area and
arrange them in the correct order.

Actions Answer Area

Confgure known fokder radeecthion i Microsoft OneDinve
Run seanstate. e

Run leadstate.oue

Enabie Enterprise State Roaming

Craate 3 system image backup

.0
OO

Deploy Windows 11

Restore 3 system image backup

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 201

- (Exam Topic 4)

You have a Microsoft 365 subscription.

All computers are enrolled in Microsoft Intune.

You have business requirements for securing your Windows 11 environment as shown in the following table.

Requirement Ensure that Microsoft Exchange Online
can be accessed from known locations
!_'ﬁr‘utj,-

A =7 I =L o - = = ~h L~ oo

Requirement’ Lock a gevice that has a high Microsoft
Defender for Endpoint nsk score.

What should you implement to meet each requirement? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one
point.

Answer Area

A_conditional access poli
A conditional access policy
A device compliance policy
A device configuration profile

Requirement1;

Requirement2: A device compliance policy v
A conditional access policy

A device compliance policy
| A device configuration profile

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Requirement1;
A device compliance policy
A device configuration profile
rRequirementZ: A device compliance policy b

A device compliance policy

' A device configuration profile

NEW QUESTION 204

- (Exam Topic 4)

You have computers that run Windows 10 and are managed by using Microsoft Intune. Users store their files in a folder named D:\Folderl.

You need to ensure that only a trusted list of applications is granted write access to D:\Folderl. What should you configure in the device configuration profile?

A. Microsoft Defender Exploit Guard
B. Microsoft Defender Application Guard
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C. Microsoft Defender SmartScreen
D. Microsoft Defender Application Control

Answer: A

NEW QUESTION 205

- (Exam Topic 4)

You have 25 computers that run Windows 10 Pro.

You have a Microsoft 365 E5 subscription that uses Microsoft Intune.

You need to upgrade the computers to Windows 11 Enterprise by using an in-place upgrade. The solution must minimize administrative effort.
What should you use?

A. Microsoft Deployment Toolkit (MDT) and a default image of Windows 11 Enterprise
B. Microsoft Configuration Manager and a custom image of Windows 11 Enterprise
C. Windows Autopilot

D. Subscription Activation

Answer: C

NEW QUESTION 206

- (Exam Topic 4)

You have SOO Windows 10 devices enrolled in Microsoft Intune.

You plan to use Exploit protection in Microsoft Intune to enable the following system settings on the devices:

 Data Execution Prevention (DEP)

* Force randomization for images (Mandatory ASIR)

You need to configure a Windows 10 device that will be used to create a template file.

Which protection areas on the device should you configure in the Windows Security app before you create the template file? To answer, drag the appropriate
protection areas to the correct settings. Each protection area may be used once, more than once, or not at all. You may need to drag the split bar between panes
or scroll to view content.

NOTE: Each correct selection is worth one point.

Protection areas Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Exploit protection is a feature that helps protect against malware that uses exploits to infect devices and spread. Exploit protection consists of many mitigations
that can be applied to either the operating system or individual apps1.

To configure a Windows 10 device that will be used to create a template file for Exploit protection, you need to configure the following protection areas on the
device in the Windows Security app:

> DEP: Device security. Data Execution Prevention (DEP) is a mitigation that prevents code from running in memory regions marked as non-executable. You can
enable DEP system-wide or for specific apps in the Device security section of the Windows Security appl.

> Mandatory ASLR: App & browser control. Force randomization for images (Mandatory ASLR) is a mitigation that randomizes the location of executable images
in memory, making it harder for attackers to predict where to inject code. You can enable Mandatory ASLR system-wide or for specific apps in the App & browser
control section of the Windows Security appl.

NEW QUESTION 209

- (Exam Topic 4)

You use Microsoft Endpoint Manager to manage Windows 10 devices.

You are designing a reporting solution that will provide reports on the following:
> Compliance policy trends

> Trends in device and user enrolment

> App and operating system version breakdowns of mobile devices

You need to recommend a data source and a data visualization tool for the design.
What should you recommend? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Answer Area
Data source: v
Audit logs in Azure Active Directory (Azure AD)
Audit logs in Microsoft Intune
Azure Synapse Analytics
The Microsoft Intune Data Warehouse
Data visualization tool: v
Azure Data Studio
Microsoft Power Bl
The Azure portal
A. Mastered
B. Not Mastered
Answer: A
Explanation:
A screenshot of a computer Description automatically generated
Reference:

https://docs.microsoft.com/en-us/mem/intune/developer/reports-nav-create-intune-reports https://docs.microsoft.com/en-us/mem/intune/developer/reports-proc-get-
a-link-powerbi

NEW QUESTION 214

- (Exam Topic 4)

You have a Microsoft 365 subscription.

Users have iOS devices that are not enrolled in Microsoft 365 Device Management.

You create an app protection policy for the Microsoft Outlook app as shown in the exhibit. (Click the Exhibit

tab.)
Dashboard Chent apps - App protechon polities > Create policy » Settings
Create policy X Settings X
:_'.:'1“'3 Data protection Y
Pl'.ﬂlﬂ}q V) Default '.-.*t'.ir:c_is C :".ﬁgur-.'ci
Default settings configured
it g . >
Cetault wtllr:gu C ::".'l{_;ured
I0S v | paile y
g 0 wis) selected
i - .ﬂ
L+
L S n

Apps on unmanaged devices v |

-

)
1 app selected

i s o3
Default settings configured

You need to configure the policy to meet the following requirements:
> Prevent the users from using the Outlook app if the operating system version is less than 12.0.0.

> Require the users to use an alphanumeric passcode to access the Outlook app.

What should you configure in an app protection policy for each requirement? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

Prevent the users from using Outlook if the

operating system version is less than 12.0.0:

Require the users to use an alphanumeric
passcode to access Outlook:

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:

Access requirements
Conditional launch
Data protection
Scope

Access requirements
Conditional launch
Data protection
Scope

https://docs.microsoft.com/en-us/intune/app-protection-policy-settings-ios

NEW QUESTION 217

- (Exam Topic 4)

You have a Microsoft Deployment Toolkit (MDT) deployment share named DS1.

in the Out-of-Box Drivers node, you create folders that contain drivers for different hardware models.
You need to configure the Inject Drivers MDT task to use PnP detection to install the drivers for one of the hardware models.

What should you do first?

A. Import an OS package.

B. Create a selection profile.

C. Add a Gather task to the task sequence.
D. Add a Validate task to the task sequence.

Answer: B

NEW QUESTION 220

- (Exam Topic 4)

Your company standardizes on Windows 10 Enterprise for all users.

Some users purchase their own computer from a retail store. The computers run Windows 10 Pro.

You need to recommend a solution to upgrade the computers to Windows 10 Enterprise, join the computers to Azure AD, and install several Microsoft Store apps.
The solution must meet the following

requirements:

 Ensure that any applications installed by the users are retained.
» Minimize user intervention.
What is the best recommendation to achieve the goal? More than one answer choice may achieve the goal. Select the BEST answer.

A. Windows Autopilot
B. Microsoft Deployment Toolkit (MDT)

C. a Windows Configuration Designer provisioning package

D. Windows Deployment Services (WDS)

Answer: A

NEW QUESTION 222

- (Exam Topic 4)

Your network contains an Active Directory domain named contoso.com. The domain contains a computer named Computerl that runs Windows 10. You have the
groups shown in the following table.

Name

Type

Location

Group1

Universal distnbution group

Contoso.com

- > |
Groupd

Global security group

Contoso.com

Group

Computer

:-::'L_'.Jrl -':..'
;.--

roup4

Group

Computer1

Which groups can you add to Group4?
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A. Group2only

B. Groupl and Group2 only

C. Group2 and Group3 only

D. Groupl, Group2, and Group3

Answer: C

NEW QUESTION 223
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