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NEW QUESTION 1
Refer to the exhibit.

Craco vidanage

A network administrator is configuring OSPF advanced configuration pararmeters from a template using the vManager GUI for a branch WAN Edge router to
calculate the cost of summary routes to an ASBR. Which action achieves this configuration?

A. Disable RFC 1583 Compatiblt
B. Enable Originate
C. Enable RFC 1M3 Compatible
D. Disable Original

Answer: C

NEW QUESTION 2
Which two image formats are supported for controller codes? (Choose two.)

.nxos
.qcow2
.ova
.bin
Tgz

moow»

Answer: BC

NEW QUESTION 3

An engineer is configuring a centralized policy to influence network route advertisement. Which controller delivers this policy to the fabric?
A. vSmart

B. vManage

C. WAN Edge

D. vBond

Answer: A

Explanation:

vSmar! controllers are the ceniralized brain of the solution; they implement poBcees and connectivity between SD-WAN branches. The centraized policy engme in Cisco vSmart controllers provides policy
constructs to manipulate fouting information, acoess control, E»Eﬂ*ﬂEﬂla 10, extranets, and senvice chainmg

NEW QUESTION 4
Refer to the exhibit.
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vpn O

interface ge0/0

ip address 10.1.15.15/24
tunnel-interface

color Ite

allow-service dhcp
allow-service dns
allow-service icmp

no allow-service sshd
no allow-service ntp

no allow-service stun
|
no shutdown
shaping-rate

Which shaping-rate does the engineer use to shape traffic at 9 Mbps?

Answer: B

Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/config-cmd.html#wp421715213

NEW QUESTION 5

Which two platforms for the Cisco SD-WAN architecture are deployable in a hypervisor on-premises or in IAAS Cloud? (Choose two.)

A. CSR 1000v
B. vEdge 100c
C. vEdge Cloud
D. vEdge 2000
E. ISR 4431

Answer: AC

NEW QUESTION 6

What is the role of the Session Traversal Utilities for NAT server provided by the vBond orchestrator?

A. It facilitates SD-WAN toners and controllers to discover their own mapped or translated IP addresses and port numbers
B. It prevents SD-WAN Edge routers from forming sessions with public transports among different service providers

C. It facilitates SD-WAN Edge routers to stay behind a NAT-enabled firewall while the transport addresses of the SD-WAN controller are unNAT-ed
D. It allows WAN Edge routers to form sessions among MPLS TLOCs using only public IP addresses

Answer: C

NEW QUESTION 7

Refer to the exhibit, which configuration configures IPsec tunnels in active and standby?

direction from-service
vpa-list 1
sequence 1

action accept

et

service netsvel
service local
default-action accept

from-vsmart data-policy 1 ServicelsertionTPSec

match destination-ip 64.102.6.247/32
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vpn1
service netsvci interface ipsect ipsec2

vpn-list 1

count ServicePSec1_275676046
from-vsmart lists vpn-list 1
vpn1

vpn 0
service netsvel interface ipsec1 ipsec?

from-vamart lists vpn-list 0
vpn 0

vpn 1
service netsve interface ipseci ipsec2

from-vsmart lists vpn-list 1
vpn1

vpn 0
service netsvel interface ipsec1 ipsec2

vpn-list 1
count ServicePSec1_3T5ATANDAR

from-vsmart lists vpn-list 0
von 0

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 8
Refer to the exhibit.

A network administrator is setting the queueing value for voice traffic for one of the WAN Edge routers using vManager GUI. Which queue value must be set to
accomplish this task?

0w >
w N e

Answer: A

NEW QUESTION 9

An engineering team must prepare a traffic engineering policy where an MPLS circuit is preferred for traffic coming from the Admin VLAN Internet should be used
as a backup only. Which configuration fulfill this requirement?

A)
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policy
data-policy _TE
vpn-list VPN_10
sequence 1
match
source-data-prefix-list Source_Prefix
destination-data-prefix-list Dest_Prefix
action accept
set
vpn 10
tioc-list Hub_TLOCs

default-action reject
1

tloc-ist Hub_TLOCs
tloc 10.4.4.4 color mpls encap ipsec preference 300
tloc 10.4.4.4 color public-internet encap ipsec preference 600
B)
policy
data-policy _TE
ven-list VPN_10
sequence 1
match
source-data-prefix-list Source_Prefix
destination-data-prefix-list Dest_Prefix
action accept
nat use-vpn 0
nat fallback

default-action reject
1

tloc-list Hub_TLOCs
tioc 10.4.4.4 color mpls encap ipsec preference 300
tloc 10.4.4.4 color public-internet encap ipsec preference 600
©)
policy
data-policy _TE
vpn-list VPN_10
sequence 1
match
source-data-prefix-list Source_Prefix
destination-data-prefix-list Dest_Prefix
action accept
set
ven 10
tloc-list Hub_TLOCs

default-action accept
1

‘tlocist Hub_TLOCs
tlec 10.4.4.4 color mpls encap ipsec preference 600
tloc 10.4.4.4 color public-internet encap ipsec preference 300

D)

policy
data-policy _TE
vpn-list VPN_10
sequence 1
match
source-data-prefix-list Source_Prefix
destination-data-prefix-list Dest_Prefix
action accept
set
vpn 512
tioc-list Hub_TLOCs
default-action accept
1
tloc-list Hub_TLOCs
tioc 10.4.4.4 color mpls encap ipsec preference 600
tioc 10.4.4.4 color public-internet encap ipsec preference 300

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 10

An engineer is configuring a WAN Edge router for DIA based on matching QoS parameters. Which two actions accomplish this task? (Choose two.)

A. Apply a QoS map policy.

B. Configure a control policy.

C. Configure a centralized data policy.

D. Configure NAT on the transport interface.
E. Apply a data policy on WAN interface.

Answer: CD

Explanation:
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https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-dia-deploy-2020aug.pdf

NEW QUESTION 10
Which hardware component is involved in the Cisco SD-WAN authentication process for ISR platforms?

A. TPMD
B.ZTP
C.TPC
D. SUDI

Answer: D

NEW QUESTION 13
On which device is a service FW address configured to Insert firewall service at the hub?

A. vEdge at the branch
B. vSmart at the hub
C. vEdge at the hub
D. vSmart at the branch

Answer: C

NEW QUESTION 18
Which pathway under Monitor > Network > Select Device is used to verify service insertion configuration?

A. Real Time

B. System Status
C. ACL Logs

D. Events

Answer: A

Explanation:

+ Using Cisco vManage

View the configured services on the Real Time monitoring page (Monitor > Network > nub-device > Real Time). For Device Options, select OMP Services

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge-20-x/policies-book/service-c

NEW QUESTION 20
Which set of platforms must he in separate VMS as of release 16.17?

A. vSmart and WAN Edge
B. WAN Edge and vBond
C. vManagc and vSmart
D. vBond and vSmart

Answer: D

NEW QUESTION 23
What are the two protocols redistributed into OMP? (Choose two.)

A. OSPF
B. RIP
C.LDP
D. RSVP
E. EIGRP

Answer: AE

Explanation:

Supported Protocols

This section explains the protocols supported for unicast routing
« OMP Routing Protocol

+ BGP and OSPF Routing Protocols

« OSPFv3

« EIGRP

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/routing/ios-xe-17/routing-book-xe/m-unicas

NEW QUESTION 24
An engineer is configuring a data policy for IPv4 prefixes for a single WAN Edge device on a site with
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multiple WAN Edge devices How is this policy added using the policy configuration wizard?

. In vManage NMS, select the configure policies screen, select the localized policy tab and click add policy

A
B. In vSmart controller, select the configure policies screen, select the localized policy ta
C. and click add policy

D. In vManage NM

E. select the configure policies screen select the centralized policy tab and click add policy
F. In vBond orchestrato

G. select the configure policies screen, select the localized policy ta

H. and click add policy

Answer: A

NEW QUESTION 26

What are the default username and password for vSmart Controller when it is installed on a VMware ESXi hypervisor'?

A. username Cisco password admin
B. username admin password Cisco
C. username Cisco password Cisco

D. username admin password admin

Answer: D

NEW QUESTION 27
Which platform cannot provide IPS and URL filtering capabilities?

A. Cisco CSR 1000V
B. Cisco ISR 1000

C. Cisco Catalyst 8300
D. Cisco ISR 4000

Answer: B

NEW QUESTION 29
Refer to the exhibit.

LAB-ROUTER#show 1p route vr
Gateway of last resort 1s 10.1.9.2 to network 0.0.0.0

m* 0.0.0.0/0 ([251/0) via 10.1.9.2, 06:10:53
[251/0) via 10.1.9.3, 06:10:53

O 10.80.56.0/24
0/300) via 172.19.

18, 20:35:33, GigabitEthernet0/0/2.10
.66, lwld, GigabitEthernet0,/0/1.11

7 8, 20:35:33, GigabitEthernet0/0/2.10
0/300) via 172.19.75.66, 1lw0d, GigabitEthernet0/0/1.11

The network administrator has configured a centralized topology policy that results in the displayed routing table at a branch office. Which two configurations are

verified by the output? [Choose two.)

A. The routing table is for the transport VPN.

B. The default route is learned via OMP.

C. This routing table is from a cEdge router.

D. The default route is configured locally.

E. The configured policy is adding a route tag of 300 to learned routes.

Answer: BC

NEW QUESTION 32

Which two requirements must be met for DNS inspection when integrating with cisco umbrella? (Choose two)

A. Upload the WAN Edge serial allow list to the Umbrella portal.

B. Attach security policy to the device template.

C. Configure the Umbrella token on the vManage

D. Create and attach a System feature template with the Umbrella registration credentials.
E. Register and configure the vManage public IP and serial number in the Umbrella portal.

Answer: BC

Explanation:

https://www.connection.com/~/media/pdfs/brands/c/cisco/security/cnxn-cisco-sd-wan-and-umbrella.pdf?la=en

NEW QUESTION 37

An engineer must apply the configuration for certificate installation to vBond Orchestrator and vSmart Controller. Which configuration accomplishes this task?
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vpn 512

interface ath1

ip address 198.1.1.1/28
tunnel-interface
allow-service netconf
no allow-service ntp
no allow-gervice stun

vpn 0

interface athi

ip address 199.1.1.1/28
tunnel-interface
allow-sarvice sshid
allow-service ntp

vpn 312

interface ath1

ip address 198.1.1.1/28
tunnel-interface
allow-service sshd
allow-service natconf

vpn 0
interface ath1
ip address 199.1.1.1/28
tunnel-interface
allow-sarvice sshd
allow-service netconf
o s hutdown

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 41
Refer to the exhibit

'_ml VLAN 100
Card 1000
(nd 200
Router
VLAN 200

VLAN 100 Hos!

Gi4.100
G4 200
Router

VLAN 200

An engineer is configuring a QoS policy to shape traffic for VLAN 100 on a subinterface Which policy configuration accomplishes the task?

A)
policy-map shape_GigabitEthernetd. 100
class class-default
service-policy xyz_OQoS-model
shape average 100000000
]
interface GlgabitEthernetd. 100
encapsulation dot1Q 200
service-policy output shape_GigabitEthernetd 100

B)
policy-map shape_GigabitEthernetd. 100
class class Quaued
service-policy xyz_QOoS-model
shape average 100000000

interface GigabitEthernetd 100
encapsulation dot1Q 200
service-policy output shape_GigabitEthernetd. 100

C)
policy-map shape_GigabitEthernetd. 200
class class-default

sarvice-policy xyz_QoS-model
shape average 100000000

interface GigabitEthernetd. 100
encapsulation dot10Q 100
service-policy cutput shape_GigabitEthernetd. 200

D)
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policy-map shape_GigabitEthernetd. 200
class class Queued
service-policy xyz_OoS-model
shape average 100000000

interface GigabitEthernetd. 100
encapsulation dot1Q 100
service-policy output shaps_GigabitEthermetd. 100

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 43

Which two virtualized environments are available for a company to install the controllers using the on-premises model? (Choose two )

A. VMware vSphere ESXi

B. VMware Workstation

C. kernel-based virtual machine
D. OpenStack

E. Microsoft Hyper-V

Answer: AD

NEW QUESTION 45
What are the two impacts of losing vManage connectivity to fabric in the Cisco SD-WAN network? (Choose two)

A. Policy changes propagation stops

B. Statistics collection stops

C. BFD peering between WAN Edge devices are unestablished
D. Creation of templates is impossible

E. IPsec tunnels tear down for WAN Edge devices.

Answer: AB

NEW QUESTION 47

An engineer wants to change the configuration of the certificate authorization mode from manual to automated. Which GUI selection will accomplish this?

A. Maintenance > Security

B. Configuration > Certificates

C. Administration > Settings

D. Tools > Operational Commands

Answer: C

Explanation:

Runbook to Request and Install Cisco PKI Certificates

Venfy that you have satished the prerequisites and that you have added the Smart Account credentials.

.

Navigate to Administration » Settings » Controller Certiicate Authornization and press Edit

Lad
LA

Select the radio button Cisco Automated (Recommended)

NEW QUESTION 52
Which secure connection should be used to access the REST APIs through the Cisco vManage web server?

A. HTTP inspector interface
B. authenticated HTTPS

C. authenticated DTLS

D. JSON Inspector interface
Answer: B

Explanation:

https://documenter.getpostman.com/view/3224967/SVmpXhXd#ed9ccd34-cc5a-4258-bb6b-9b3848b7f650

NEW QUESTION 54
Drag and drop the devices from the left into order on the right to upgrade the software from version 19 to version 20.
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WAN Edge 1
J
vBond 2
vManage 3
vSman 4
A. Mastered
B. Not Mastered
Answer: A
Explanation:
WAN Edge vManage 1
vBand wBoind 2
vManage vamart 1
| vSmart | WAN Edge 4

NEW QUESTION 57
Which component of the Cisco SD-WAN control plane architecture should be located in a public Internet address space and facilitates NAT-traversal?

A. vBond

B. WAN Edge
C. vSmart

D. vManage

Answer: A

NEW QUESTION 60
A network administrator is configuring a centralized control policy based on match action pairs for multiple conditions, which order must be configured to prefer
Prefix List over TLOC and TLOC over Origin?

A. highest to lowest sequence number
B. nonsequential order

C. deterministic order

D. lowest to highest sequence number

Answer: D

Explanation:

A centralized control policy consists of a series of numbered (ordered) sequences of match-action pairs that are evaluated in order, from lowest sequence number 1o
highest sequence number. When a route or TLOC matches the match conditions, the associated action or actions are taken and policy evaluation on that packets
stops. Keep this process in mind as you design your poficies to ensure that the desired actions are taken on the items subject to policy

If a route or TLOC matches no parameters in any of the sequences in the policy configure, itis, by default, rejected and discarded

NEW QUESTION 61
Which configuration step is taken on vManage after WAN Edge list is uploaded?

A. Send the list to controllers
B. Enable the ZTP process
C. Verify the device certificate
D. Set the device as valid

Answer: D
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Explanation:
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-wan-edge-onboarding-deploy-guid

device state must be moved from staging to valid. In vManage under Configuration > Certificates > WAN Edge List,
select the WAN Edge device(s) and change the state to valid under the Validity column and click Send to Controllers.

NEW QUESTION 62
When the VPN membership policy is being controlled at the vSmart controller, which policy disallows VPN 1 at sites 20 and 307

A)
apply-policy
site-list 20-30
vpn-membership disallow-vpn 1
!
!
policy
lists
site-list 20-30
site-id 20
site-id 30
!
vpn-list VPN 1
vpn 10
vpn 20
|
!
vpn-membership disallow-vpn 1
sequence 10
match
vpn-list VPN 1
|
action reject
!
!
default-action accept
B)
policy
lists
site-list 20-30
site-id 20
site-id 30
!
prefix-list drop-list
ip-prefix 10.200.1.0/24
!
!
control-policy drop-unwanted-routes
sequence 10
match route
prefix-list drop-list
!
action reject
!
!
default-action accept
C)
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apply-policy
site-list 20-30

vpn-membership disallow-vpn1
|
!
policy
lists
site-list 20-30
site-id 20
site-id 30
|
!
vpn-membership disallow-vpn1
sequence 10
match vpn-id 1
action reject
|
|
default-action accept
D)
policy
lists
site-list BP-Sites
site-id 10
site-id 20
vpn-list All-BPs
vpn 100
vpn 101
vpn-list Enterprise-BP
vpn 200
control-policy import-BPs-to-Enterprise
sequence 10
match route
vpn-list All-BPs
|
action accept
export-to vpn-list Enterprise-BP
|
!
|

default-action accept

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 65
Drag and drop the attributes from the left that make each transport location unique onto the right. Not all options are used.
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IP address target1
color target2
encapsulation target3
VPN
service
A. Mastered

B. Not Mastered
Answer: A

Explanation:

A TLOC, or Transport Location, is the attachment point where a WAN Edge router connects to the WAN transport network. A TLOC is
uniquely identified and represented by a three-tuple, consisting of system IP address, link color, and encapsulation (Generic Routing

Encapsulation [GRE] or IPsec)

NEW QUESTION 66
Which port is used for vBond under controller certificates if no alternate port is configured?

A. 12345
B. 12347
C. 12346
D. 12344

Answer: C

Explanation:
vSmart and vManage are normally installed behind NAT device, so port hopping is not needed. vBond always uses to other

Viptela devices using port 12346 and they never use port hopping.

NEW QUESTION 71
Which two metrics must a cloud Edge router use to pick the optimal path for a SaaS application reachable via a gateway site? (Choose two.)

A. HTTP loss and latency metrics to the SaaS application
B. ICMP loss and latency metrics to the SaaS application
C. BFD loss and latency metrics to the gateway site

D. BFD loss and latency metrics to the SaaS application
E. HTTP loss and latency metrics to the gateway site

Answer: AC

Explanation:

-The gateway vEdge uses HTTP to obtain SaaS application performance information - The client vEdge will use BFD over the IPSec tunnel to the gateway site to
obtain client>gateway path performance information

https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/CVD-SD-WAN-Cloud-onRamp-for-SaaS

NEW QUESTION 76
Which policy tracks path characteristics such as loss, latency, and jitter in vManage?

A. VPN

B. control

C. app-route
D. data
Answer: C

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policies-book-xe/applicat

NEW QUESTION 78
Which feature delivers traffic to the Cisco Umbrella SIG cloud from a Cisco SD-WAN domain?
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[_] CertShared
A. L2TPv3 tunnel
B. IPsec tunnel

C. local umbrella agent
D. source NAT

Answer: B

NEW QUESTION 80
Refer to the exhibit

¢ CONFIGURATION | POLIC

-

)

Create Groups of int

Select a list type on the lefl and

The network team must configure application-aware routing for the Service VPN 50.0.0.0/16
The SLA must prefer MPLS for video traffic but the remaining traffic must use a public network What must be defined other than applications before the application-
aware policy is create?

A. SLA Class, Site VP

B. Prefix

C. Data Prefix, Site VPN TLOC
D. Application, SLA VP

E. Prefix

F. Color, SLA Class, Sue, VPN

Answer: A

NEW QUESTION 81
Refer to the exhibit.

PEER PEER CONTROLLER
PEER FPEER FEER SITE DOMAIN PEER PRIVATE FPEER PUBLIC GROUF
IYPE PROTOCOL SYSTEMIFP 1D 0 FRIVATE IP PORT PUBLIC IF  PORT LOCAL COLOR STATE
UPTIME ID
vbond  dtls - 0 1] 132525 12346 132525 12346 gold connect 1]
vbond dtls - 0 O 1.3.25.25 12346 1.3.25.22 12346 silvar connect 0

An engineer is troubleshooting a control connection Issue. What does "connect” mean in this how control connections output?
A. Control connection is down

B. Control connection is connected

C. Control connection attempt is in progress

D. Control connection is up

Answer: C

NEW QUESTION 83
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What is the behaviour of vBond orchestrator?

A. It maintains vSmart and WAN Edge routers secure connectivity state

B. it builds permanent connections with vSmart controllers

C. it updates vSmart of WAN Edge routers behind NAT devices using OMP.
D. It builds permanent connections with WAN Edge routers

Answer: A

NEW QUESTION 84
Refer to the exhibit

vManage fshow control local- prnpartlis
persona _;*__. VI ge
F rganlzation-name '
rganlizati -name |
vstem-1j ] LedisdU
Y t-ca-chain-status Installed
certificate-status Installed

A vBond controller was added to the controller list with the same Enterprise Root CA certificate as vManage. The two controllers can reach each other via VPNO

and share the same organization name, but the control connection is not initiated- Which action resolves the issue?

A. Synchronize the WAN Edge list on vManage with controllers.
B. Configure NTP on both controllers to establish a connection.
C. Configure a valid systom IP on the vBond controller.

D. Configure a valid vBond IP on vManage.

Answer: D
NEW QUESTION 89

Which configuration defines the groups of interest before creation of the access list or route map?
A)

Cisco vManage

£ COMFIGURATION | POLICES

MAMCENTRAIL RINCENTRAL U Pobcy By

B)

Cisco vidanage

LY CONFIGURATION TTaem ATTS

© Create Templals -

Access Control Lists

Route Pelicy

Centralited Policy  Localized Pobcy o Centralized Policy @ Localized Policy
CLI Policy CLI Palicy
© Add Policy ' -
AH] Lists
- Tepology Forwarding Closs/QoS

C)
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Cisco vManage

L3 CONFIGURATION | POLICIES

Centralized Policy | Localized Polcy

O Add Policy

O Centraliped Policy

CLI Pedicy
Lists

Topology

MAINCENTRAL  MMANCENTRAL Ul Policy Bulder

G Localized Policy
CLI Policy
Lisis

Forwardng Class/005

Cisco vManage

£ CONFIGURATION | POLICIES

Ceniradized Policy | Locabred Pobicy

() centralized Poticy

CLIPobicy

. Option A
. Option B
. Option C
. Option D

o0Ow>

Answer: A

NEW QUESTION 93

An engineer is configuring the branch office with a 172.16.0.0/16 subnet to use DIA for Internet traffic. All other traffic must flow to the central site or branches
using the MPLS circuit Which configuration meets the requirement?

A)

data-policy SDW_DIA
vpn-ist VPN172
sequence 1
match
source-ip  172.16.0.0/16
destination-ip 172.16.0.0/16
]
sequence 2
match
source-data-prefix-list DIA
action accept
nat use-vpn 0
[
default-action accept

B)
data-policy SDW_DIA
vpndist VPN172
sequence 1
match
source-ip 172.16.0.0/16
action accept
]

sequence 2
match
source-data-prefix-list DIA
action accept
nat use-vpn 0
|
default-action accept

C)
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data-policy SOW_DIA
vpn-list VPN172
sequence 1
maich
source-ip 172.16.0.0/16
destination-ip 172.16.0.0/186
action accept
1
sequence 2
match
source-data-prefix-list DIA
action accept
nat use-vpn 0
1

default-action accept

D)
data-policy SDW_DIA
vpn-list VPN172
sequence 1
match
source-ip 172.16.0.0/16
destination-ip 172.16.0.0M116&

sequence 2

match
source-data-prefix-list DIA
action accept

]

default-action accept

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 96
Which two sets of identifiers does OMP carry when it advertises TLOC routes between WAN Edge routers? (Choose two.)

A. TLOC public and private address, carrier, and preference

B. source and destination IP address, MAC, and site ID

C. system IP address, link color, and encapsulation

D. VPN ID, local site network, and BGP next-hop IP address

E. TLOC public and private address, tunnel ID, and performance

Answer: AC

NEW QUESTION 100
What is an advantage of using auto mode versus static mode of power allocation when an access point is connected to a PoE switch port?

A. It detects the device is a powered device

B. All four pairs of the cable are used

C. Power policing is enabled at the same time
D. The default level is used for the access point

Answer: D

Explanation:

. Use the auto setiing on any PoE port. The auto mode is the default setiing.

https://www.cisco.com/en/US/docs/switches/lan/catalyst3850/software/release/3.2_0_se/multibook/configuratio

NEW QUESTION 103
How must the application-aware enterprise firewall policies be applied within the same WAN Edge router?

A. within and between zones
B. between two VPN tunnels
C. within zone pair

D. between two VRFs

Answer: C

NEW QUESTION 104

Which protocol is used between redundant vSmart controllers to establish a permanent communication channel?
A. IPsec

B. HTTPs
C.DTLS
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D. SSL

Answer: C

NEW QUESTION 108

In a Cisco SD-WAN network, which component is responsible for distributing route and policy information via the OMP?

A. vManage

B. vSmart Controler
C. vBond Orchestrator
D. WAN Edge Router

Answer: B

Explanation:

The Crsco vamart Controfler maintains a centralized route table that stores the route information, called OMP routes, that it leams from the vEdge routers and from any
other Cisco vomart Controllers in the Cisco SD-WAN overlay network_ Based on the configured pokicy, the Cisco vamart Controfler shares this route information with

the Cisco vEdge network devices i the network so that they can communicate with each other,

NEW QUESTION 110
Which two services are critical for zero touch provisioning on-boarding? (Choose two)

A. SNMP
B. DNS
C. DHCP
D. AAA
E. EMAIL

Answer: BC

NEW QUESTION 111
Refer to the exhibit.

policy ' [

lists !
! default-action accept
tioc-list dc-prelerence-east !
tioc 100.100.100.100 color mpls control-policy adv-dc-preference-east
encap ipsec preference 200 sequence 10
tioc 101.101.101.101 color mpls match route
encap ipsec preference 400 site-list dc-sites
! 1
site-list sites-region-west action accepl
site-id 1-20 sat
! tloc-list dc-preference-east
sile-list sites-region-east !
site-id 21-40 !
| |
sile-list dc-sites default-action accept
site-id 100-101 !
I
apply-policy
control-policy adv-dc-preference-west site-list sites-region-west
sequence 10 control-policy adv-dc-preference-west
match route out
site-list dc-sites !
! site-lis! sites-region-eas!
action accept control-policy adv-dc-preference-east
set out
tloc-list dc-preference-eas! !
| |

A customer wants to implement primary and secondary Cisco SD-WAN overlay routing for prefixes that are advertised for both data centers. The east data center
(TLOC 101.101.101.101) is primary for east sites, and the west data center (TLOC 100.100.100.100) is primary for west sites. Which configuration change

achieves this objective?
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C. | tioc 100.100.100.100 color mpis encap Ipsec prelerence 400
thoc 101 101 101 101 color mpis encap ipsec preference 200

dielall -0 O aoceil

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 116

What is the threshold to generate a warning alert about CPU or memory usage on a WAN Edge router?
A. 70 to 85 percent

B. 70 to 90 percent

C. 75 to 85 percent

D. 75 to 90 percent

Answer: C

NEW QUESTION 120

Which policy blocks TLOCs from remotes and allows TLOCs from the data center to form hub-and-spoke peering?
A. localized control policy

B. localized data policy

C. centralized data policy

D. centralized control policy

Answer: C

Explanation:
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Centralized Policy

Centralized policy refers to policy provisioned on Cisco vSmart Controllers, which are the centralized controllers

in the Cisco SD-WAN overlay network. Centralized policy comprises two components:
» Control policy. which affects the overlay network—wide routing of traffic

* Data policy. which affects the data traffic flow throughout the VPN segments in the network

NEW QUESTION 123

How is an event monitored and reported for an individual device in the overlay network at site ID:S4300T6E43F367

A. The device sends event notifications to vManage.

B. The device sends notifications to vSmart that sends them to vManage.
C. The device sends a critical alarm of events to vManage.

D. The device sends a critical alarm to vSmart that sends it to vManage.

Answer: A

NEW QUESTION 127

An engineer is adding a tenant with location JD 306432373 in vManage. What is the maximum number of alphanumeric characters that are accepted in the tenant

name field?

D

4
28
56

cow>
® NP

Answer: B

Explanation:

o i T i _] -
Inthe -"'.f!d lenant winaow,

1. Enter a name for the tenant. It can be up to 128 characters and can contain only alphanumeric characters.

NEW QUESTION 129

An engineer must apply the configuration for certificate installation to vBond Orchestrator and vSmart Controller. Which configuration accomplishes this task?

vpn 0

interface ath1
ip address 199.1.1.1/28
tunnel-interface
allow-service sshd
allow-service netconf
no shutdown

1=

vpn 5§12

interface ethi

ip address 199.1.1.1/28
tunnel-interface
allow-service sshd
dllow-service netconf

vpn 0

interface eth
ip address 199,1.1.1/28
tunnel-interface
allow-service sshd
allow-service ntp

L]

vpn 512
interface ethi
ip address 199.1.1.1/28
0. tunnel-interface
allow-service netcont

no allow-service ntp
no allow-service stun

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 133
Refer to the exhibit.
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Edgel# show control connections

EER PEER PEER SITE
PE PROT SYSTEM IP 1D 10

DOMAIN PEER

cmart dtls 10.2.2.2
smart dtls 10.2.2.2

1
1
bond dtls 0.0.0.0 (4] 0
0
1

10.50.0.9 12346 10.50.0.9
bond dtls 0.0.0.0 0 10.50.0.9 12346 10.50.0.9 up
anage dtls 10.1.1.1 0 10.50.0.1 12446 10.50.0.1

PRIVATE 1P PORT PUBLIC IP

1 10.50.0.5
1 10.50.0.5

PEER
PRIV PEER

12446 10.50.0.5
12446 10.50.0.5

An organization is testing a Cisco SD-WAN solution and decided to have the control plane established first and not the data plane at the time of migration. Which

configuration achieves this goal?
A)
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B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 137

The Cisco SD-WAN engineer is configuring service chaining for a next-generation firewall located at the headquarters. Which configuration creates the service?

A)

Cisco vManage

L] MONITOR | GEOGRAPHY

VPN GROUP

B)

Cisco vManage

] MOMITOR | GEOGRAPHY

VPN GROUP

C)

Cisco vManage

L] MONITOR | GEOGRAPHY

VPN GROUP

D)
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Cisco vManage

L] MOMNITOR | GEOGRAPHY

WP GROUP

. Option A
. Option B
. Option C
. Option D

o0Ow>

Answer: C

NEW QUESTION 141
Which two WAN Edge devices should be deployed in a cloud? (Choose two.)

A. vEdge 5000v
B. ASR 1000v
C. CSR 1000v
D. vEdge 100wm
E. vEdge cloud

Answer: CE

Explanation:
2. Virtual platforms

* Cloud Services Router (C5R) 1000v running 105 XE SD-WAN Software

* vEdge Cloud Router running Viptela OS5

NEW QUESTION 142
An engineer is configuring a data policy for packets that must be captured through the policy. Which command accomplishes this task?

A. policy > data-policy > vpn-list > sequence > default-action > drop
B. policy > data-policy > vpn-list > sequence > action

C. policy > data-policy > vpn-list > sequence > default-action > accept
D. policy > data-policy > vpn-list > sequence > match

Answer: B

Explanation:
https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-4.pdf#page=357
NEW QUESTION 143

In a Cisco SD-WAN architecture, what is the role of the WAN Edge?

A. It provides orchestration to assist in automatic provisioning of WAN Edge routers and overlay

B. It is the management plane responsible for centralized configuration and monitoring

C. Itis the control plane that builds and maintains network topology

D. Itis the data plane that is responsible for forwarding traffic

Answer: D

Explanation:
Cisco WAN Edge routers are responsible for establishing the network fabric and
forwarding traffic. Cisco WAN Edge routers come in multiple forms, virtual and
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NEW QUESTION 148

Which feature template configures OMP?

A)
Section Parameter Type Variable/value
Authentication Authentication Drop-down local
Order
Local User/admin/ Device Specific user_admin_passwd
Password
B)
Section Parameter Type Variable/value
Basic configuration  Number of paths  Global 16
advertised per
prefix
Advertise Radio Global Off
Static Global Of
C)
Section Parameter Type Variable/value
Server HostnamelP Global 1044813
Address
VPNID Global 1
Source interface  Global loopback0
D)
Section Parameter Type Variable/value
Basic configuration VPN Global 512
Name Global Management VPN
IPv4 Route Prefix Global 0.0.0.0/0
Gateway Radio button Next Hop
Next Hop Device Specific vpn512_mgt_next_hop_ip_addr
A. Option A
B. Option B
C. Option C
D. Option D
Answer: B

NEW QUESTION 149

Which two algorithms authenticate a user when configuring SNMPv3 monitoring on a WAN Edge router? (Choose two.)

Answer: AB

Explanation:
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Configure SNMPVI
Feataie Name Ratease Information
Support for SNMPY3 AES-256 bit Authentication Protoc Ciscn SO-WWAN Retease 2051
To configure SNMPY, in SHMP Version, click V3 For SNMPY3, you can coefigure groups, wsers, and trap information. Co
To configure SNMPYI users, in the User secton, click Add New User and enter the following paran

Parameter Nam

; Enter of the SN use be 1o Gl
Authentcat seizc! ihe authentiation mechansm for fhe user
Protoca + JHA-1 message diges!
SHA-756 message diges!
Mote Starting from Ciscn SO-WWAN Release 2051, SHA-258 authenticabion protocol was introd
pratocsl, vou mist set the sttty levet &5 authPry
Note DS auenbeadion profocal i deprecated fo e

Descrmtion

Support infroduced for AES-256 bt Authentication Protoool catied

HA-256

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/snmp/snmp-book.html

NEW QUESTION 152

-

Thar s,
L SLIpRIDN

e

A customer is receiving routes via OMP from vSmart controller for a specific VPN. The customer must provide access to the W2 loopback received via OMP to the
OSPF neighbor on the service-side VPN, which configuration fulfils these requirements?

vpn 0
router
ospl
redistribute omp route-palicy O5PF_Route_Paolicy
area 0
interface ged/2
exit
lists
prefix-list W2_Loopback
ip-prefix 10.10.10.5/24
1
route-policy OSPF_Route_Policy
sequence 1
miatch
address W2_Loopback
1
default action accept
set
metric 100

metric-type type1

vpn 0
router
ospl
redistribute omp route-policy O5PF_Route_Policy
area 0
interface gel/2
exil
lists
prefi-list W2_Loopback
ip-prefix 10.10.10,5/32
!
route-policy OSPF_Route_Policy
sequence 1

match
addraes W2 | annhack

metric-type type1

Guaranteed success with Our exam guides

visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 300-415 dumps!
r_l CEFtSharEd https://www.certshared.com/exam/300-415/ (222 Q&AS)

wpn 8
resiber
anpl
fadliatribisle amp rowla-palicy Q8PF_Roubs Policy
wrea
interface gelid
il
(2L ]
prafia-list ' Wi_Locpback
Wp=prelic 10,9010 533
1

raibe-pokicy OBPF_Rate Policy
aEuEneE 1

match

address W2 Loopback

1

aclion acoept
el

matric 100
mafnc-fype typed

wpn 10
namse """ Baryica VPN 10
L
aspl
redintribisie amg reute-policy D8PF_Route_Policy
wrea
inbeaca galid
il
Feals
prehednd W Loopissch
p-prefi 1000 10 530

rowie-polery OEFF Roule Poloy
st e 1

LY
sadress Wl Loopbadk

asm

madiskribuie omg roube-palicy O8PF_Roube Polcy

wrea

inteace gaivd

el
AL

profia-list Wi _Lospback

wp=prehiE 10,90, 10.533

1

roubs-policy DBFF_Route Pelicy
weusnce 1
match
sddress W2_Loopback
1
srlian acohpl
il
matng 100
metnicetype type

. Option A
. Option B
. Option C
. Option D
. Option E

moQoOw>

Answer: D

Explanation:
Answer must start with VPN 10(service side) & should have metric-type 1 and not with VPN 0 (transport side)

NEW QUESTION 153
In which file format is a critical severity report downloaded from the MONITOR | ALARM tab in the vManage GUI?

A. .txt
B. .pdf
C.csv
D. xlsx

Answer: C

NEW QUESTION 157
How should the IP addresses be assigned for all members of a Cisco vManage cluster located in the same data center?

A. in the same subnet

B. in overlapping IPs

C. in each controller with a /32 subnet
D. in different subnets

Answer: A

NEW QUESTION 159

An engineer creates a data policy to prevent communication from the 172.20.21.0/24 network to the 172.20.41.0/24 network. Which configuration accomplishes
this task?
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policy
lists
vpn-list VPN1
vpn 1
1
data-prefix-list LosAngeles-Net1
ip-prefix 172.20.21.0/24
data-prefix-list Rome-Net1
ip-prefix 172.20.41.0/24
!
data-policy FILTER-POLICY
vpn-list VPN1
sequence 1
match
source-data-prefix-list LosAngeles-Net1
action drop
1
sequence 11
match
source-data-prefix-list Rome-Neti
action drop
L

default-action accept

policy
lists
vpn-list VPN1
vpn 1
1
data-prefix-list LosAngeles-Net1
ip-prefix 172.20.21.0/24
data-prefix-list Rome-Net1
ip-prefix 172.20.41.0/24
|
data-policy FILTER-POLICY
vpn-list VPN1
sequence 1
match
source-data-prefix-list LosAngeles-Net1
destination-data-prefix-list Rome-Net1
action drop
1

default-action accept

policy
lists
vpn-list VPN1
vpn 1
1
data-prefix-list LosAngeles-Net1
ip-prefix 172.20.0.0/16
data-prefix-list Rome-Net1
ip-prefix 172.20.0.0/16
I
data-policy FILTER-POLICY
vpn-list VPN1
sequence 1
match
source-data-prefix-list LosAngeles-Net1
destination-data-prefix-list Rome-Net1
action drop
1

default-action accept
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policy

lists
vpn-list VPN1
vpn 1

|
data-prefix-list LosAngeles-Net1
ip-prefix 172.20.21.0/24
data-prefix-list Rome-Net1
ip-prefix 172.20.41.0/24

data-policy FILTER-POLICY
vpn-list VPN1
sequence 1
match
source-data-prefix-list LosAngeles-Net1
destination-data-prefix-list Rome-Net1
action accept
I
default-action drop

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 163

What is a benefit of the application aware firewall feature in the Cisco SD-WAN solution?
A. application monitoring

B. application malware protection

C. application visibility

D. control policy enforcement

Answer: C

Explanation:
https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-4.pdf#page=242

The Application Firewall inspects and blocks traffic based on applications or application-family. This application-aware firewall feature provides the following benefits

+ Application wisibdity and granular control

NEW QUESTION 166
Which Cisco SD-WAN component the initial communication between WAN Edge devices to join the fabric?

A. WAN Edge Router
B. vSmart Controller
C. vManage

D. vBond Orchestrator

Answer: D

Explanation:

The Cisco vBond Orchestrator archestrates the initial control connection between Cisco vSmart
Controllers and vEdge routers. It creates DTLS tunnels to the Cisco vSmart Controllers and vEdge
routers to authenticate each node that is requesting contral plane connectivity. This authentication

NEW QUESTION 169

An administrator wants to create a policy to add a traffic policer called "politer-ccnp" to police data traffic on the WAN Edge. Which configuration accomplishes this

task in vSmart?
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vpn 1
interface ge 0/4
[II-?|II.'r'r PONCET-CEnp in

Jpolicy
data-policy policy-ccnp
vpn-list list-conp
sequence number
action accept
sel policer policer-conp

policy

access-list list-conp
G- Sequence number
achon accepl

policer policer-conp

vpn 1
0] interface ge O/4
policer policer-conp out

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 171
Which encryption algorithm is used for encrypting SD-WAN data plane traffic?

A. Triple DES

B. IPsec

C. AES-128

D. AES-256 GCM

Answer: D

NEW QUESTION 172
A network administrator is configuring Qos on a vEdge 5000 router and needs to enable it on the transport side interface. Which policy setting must be selected to
accomplish this goal?

A. Cloud QoS Service side
B. Cloud QoS

C. NetFlow

D. Application

Answer: B

Explanation:

9. Since the DC routers are vEdge 5000s, select the Cloud QoS checkbox to enable QoS on the
transport side.

NEW QUESTION 176
An administrator is configuring the severity level on the vManage NMS for events that indicate that an action must be taken immediately. Which severity level must
be configured?

A. warning
B. error

C. critical
D. alert

Answer: D

Explanation:

+ Alert— Action must be taken immediately (corresponds to syslog severity 1).
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NEW QUESTION 180
Drag and drop the security terminologies from the left onto the PCIl-compliant network features and devices on the right.

ransoort security ()

DEMER! SeCurlty 20ne-based frewall and VRIS
segmentaton IPseC VPN

AtaCK prevention firpwal

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, application Description automatically generated

NEW QUESTION 181
What is the main purpose of using TLOC extensions in WAN Edge router configuration?

A. creates hardware-level transport redundancy at the local site

B. creates an IPsec tunnel from WAN Edge to vBond Orchestrator
C. transports control traffic to a redundant vSmart Controller

D. transports control traffic w remote-site WAN Edge routers

Answer: D

NEW QUESTION 182
Which value is verified in the certificates to confirm the identity of the physical WAN Edge device?

A. Serial Number
B. OTP

C. System-IP

D. Chassis-ID

Answer: A

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/manage-certificates.htmi

NEW QUESTION 183
Refer to the exhibit.

vEdge-2(config-vpn-0)#interface ge0/2.101
vEdge-2(config-interface#ip address 10.1.100.0/24
vEdge-2(config-interface)#tloc-extension ge0/0
vEdge-2(config-interface)#mtu 1496
vEdge-2(config-interface#no shutdown

What binding is created using the tloc-extension command?

A. between ge 0/2.101 of port-type service and ge 0/0 of port-type service

B. between ge 0/2.101 of port-type transport and ge 0/0 of port-type service
C. between ge 0/2.101 of port-type service and ge 0/0 of port-type transport
D. between ge 0/2.101 of port-type transport and ge 0/0 of port-type transport

Answer: D

Explanation:

tloc-extension

Bind this interface, which connects to another vEdge router at the same physical site, to the local router's WAN transport interface (on vEdge routers only)

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 300-415 dumps!
D CEr‘tSharEd https://www.certshared.com/exam/300-415/ (222 Q&AS)

NEW QUESTION 186

An enterprise needs DIA on some of its branches with a common location ID: A041:B70C: D78E::18 Which WAN Edge configuration meets the requirement?

A)
vpn 1

interface ge0/1

ip address 172.16.0.1/24
vpn 512

ip route 0.0.0.0/0 vpn 0

B)
vpn 1
ip route 0,0.0.0/0 vpn 1
interface ge0/0
ip address 172.16.0.1/24
nat
C)
vpn 0
interface ge0/0
ip address 172.16.0.1/24
nat
vpn 1
ip route 0.0.0.0/0 vpn 0
D)
vpn 0
ip route 0.0.0.0/0 vpn 0
vpn 1
interface ge0/1
ip address 172.16.0.1/24
nat

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 191

An enterprise has several sites with multiple VPNs that are isolated from each other A new requirement came where users in VPN 73 must be able to talk to users

in VPN 50 Which configuration meets this requirement?

policy
control-policy Route_Leaking
sequence 1
match route
vpn-list VPN_73
prefix-list _AnylpvdPrefixList
action accept
export-to vpn-list VPN_50
sequence 11
match route
vpn-list VFN_50
prefix-list _AnylpvdPrefizList
action accept
export-to vpn-list VPN_T7T3
default-action accept

policy
control-policy Route_Leaking
sequence 1
match route
VPN_73
prefix-list _AnylpvdPrefixList
export-to VEN_50
seguence 11
match route
VPM_50
prefix-list _AnylpvdPrefixList
export-to VPN_T3
default-action accept

policy
control-policy Route_Leaking
sequence 1
match route
VPN_ALL
prefix-list _AnylpvdPrefixList
action accept
export-to VPN_ALL

policy
control-policy Route_Leaking
sequence 1
match route
VPM_50 VPN_73
prefix-list _AnylpvdPrefixList
action accept
export-to VEN_T3 VPN_50
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 192

Drag and drop the actions from the left into the correct sequence on the right to create a data policy to direct traffic to the Internet exit.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Step 1 — Enable NAT Functionality Step 2 — Create centralized data policy
Step 3 — Identify VPN and match criteria Step 4 — Apply data policy

NEW QUESTION 195

Which type of connection is created between a host VNet and a transit VNet when configuring Cloud OnRamp for laaS?

A. Azure private endpoint
B. GRE tunnel

C. IPsec tunnel

D. Azure peer link

Answer: C

NEW QUESTION 199
Refer to the exhibit

vpn 1
service netsvc 1 interface ipsect

direchon frome-service
wpn-hst 1
sequence 1
maich
destinabwon-1p 1.1.1.1732
action accepl
S
sernce nelsvcl
default-achon accept
from-vsmart lists vpn-hst 1
vpn 1

Step 4

from-vsmar data-policy 1 ServicelsertionlPSec

Which command allows traffic through the IPsec tunnel configured in VPN 07?

A. service local

B. service FW address 1.1.1.1

C. service netsvcl vpn 1

D. service netsvcl address 1.1.1.1

Answer: B

Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge-20-x/policies-book/service-c
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NEW QUESTION 202
An engineer wants to track tunnel characteristics within an SLA-based policy for convergence. Which policy configuration will achieve this goal?

A. App-route policy
B. VPN membership policy
C. Control policy

D. Data policy

Answer: A

Explanation:
An application-aware routing policy matches applications with an SLA, that is, with the data plane tunnel performance charactenstics that are necessary to transmit the
applications’ data traffic. The primary purpose of application-aware routing policy is to optimize the path for data traffic being transmitted by Cisco SD-WAN devices

NEW QUESTION 205
When a WAN Edge device joins the SD-WAN overlay, which Cisco SD-WAN components orchestrates the connection between the WAN Edge device and a
vSmart controller?

A. vManage
B. vBond

C. OMP

D. APIC-EM

Answer: B

Explanation:

When a vEdge device comes up, how does it automatically discover Cisco vManage and Cisco vSmart
Controller and establish connections with them? It does so with help from Cisco vBond Orchestrator.

NEW QUESTION 206
Which component of the Cisco SD-WAN control plane architecture facilitates the storage of certificates and configurations for network components?

A. vSmart

B. vBond

C. WAN Edge
D. vManage

Answer: D

NEW QUESTION 209
Which queue must an engineer configure for control and BFD traffic for convergence on a WAN Edge router?

A. queue 0
B. queue 1
C. queue 2
D. queue 7

Answer: C

NEW QUESTION 211
Which website allows access to visualize the geography screen from vManager using the internet?

. *.opcnstreetmaps.org

. * fullstreetmaps.org

. *.callstreelmaps.org

. *.globaistreetmaps.org

o0 w>

Answer: A

NEW QUESTION 212
An engineer is applying QoS policy for the transport-side tunnel interfaces to enable scheduling and shaping for a WAN Edge cloud router Which command
accomplishes the task?

A. cloud-qos-service-side

B. gos-scheduler QOS_0

C. gos-map QOS

D. rewrite-rule QOS-REWRITE

Answer: C

NEW QUESTION 215
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Refer to the exhibit.

Cisco vManage il

IX CONFIGURATION | POLICIES

© Add Access Control List Policy - [ Acceds List 3 figure Match

Pt
L,

Data ACL

®Access Control List (IPv) Data_ACL 1 admin

An engineer must block FTP traffic coming in from a particular Service VPN on a WAN Edge device Which set of steps achieves this goal?

A. Create a localized policy and add it to (he interface feature template

B. Create a localized policy add it to the device template and add an ACL to the interface feature template
C. Create a prefix tat, add it to the localized policy and add it to the interface feature template

D. Create a localized policy add it to VPN template and add an ACL to the interface feature template

Answer: C

NEW QUESTION 216
What is a benefit of using REST APIs?

A. predefined automation and orchestration platform for event management and logging

B. user-defined automation and integration into other orchestration systems or tools

C. vAnalytics to simplify operational services integration and real-time event monitoring

D. predefined SD-WAN controller with other platform integration for event management and logging

Answer: B

NEW QUESTION 221
Which protocol is used to measure loss latency, Jitter, and liveliness of the tunnel between WAN Edge router peers?

A. OMP

B. IP SLA
C. NetFlow
D. BFD

Answer: D

NEW QUESTION 222
Drag and drop the vManage policy configuration procedures from the left onto the correct definitions on the right.

Create groups of interest Create the network structure to which
the policy applies

Create lists that group together related

Configure traffic rules items that an engineer can call in the
match or action components of a policy
Confiaure Mpulug]r Associate a polcy with sites and VPNs in
fig the overlay network

ki Create the match and action conditions
Apply policies to sites and VPNs or & Fioke

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 226
How many concurrent sessions does a vManage REST API have before it invalidates the least recently used session if the maximum concurrent session number

is reached?
N V)
Customer oS <
XYZ
Ge0/2 Ge0/2
TLOC Extension
Ge0/3 Ge0/3

R1 R2

A. 150
B. 200
C. 250
D. 300

Answer: A

NEW QUESTION 230
Refer to the exhibit.

Customer XYZ cannot provision dual connectivity on both of its routers due to budget constraints but wants to use both R1 and R2 interlaces for users behind them

for load balancing toward the hub site. Which configuration achieves this objective?
R1
interface ged/2
ip address 43.43.43.2/30
tloc-extension geld/0

interface gel/
ip address 34.34 34.1/30
tunnel-interface
color mpis

A

R2

interface
ip address 43.43.43.1/30
tunnel-interface

color publie-internest

interface gel/d
ip address 34.34.34. /30
tioc-extension gel/0
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R1

interface gel/2
ip address 43.43 43 2730
tloc-extension gel/0

interface gel/d
ip address 34.34.34.2/30
tiec-extension gel/0

R2
Interface ged/2
ip address 43.43.43.1/30
tunnel-interface
color public-internet

imerface ged/3
ip address 34.34.24.1/30

R1

interface ge0/2
ip address 43.43.43.2/30
tioc-extension ged/0

interface gel/d
ip address 34.34.34. 2720
C. tloc-extension gel/0

R2
interface ged/2
ip address 43.43.43.120

interface gel/3d
ip address 34.34.34.1/30

R1
interface ged/2
ip address 43.43.43.2/30
tioc-extension gel/0

interface gel/d

ip address 34.34.24.1/30
tunnel-interface

color mpls

R2
interface ged/2
ip address 43.43.43.1/30
tunnel-interface
color public-internet
interface gel/d
ip address 34 .34 34 2730
tloc-extension gel/2

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 233
Which two prerequisites must be met before the Cloud onRamp for laasS is initiated on vManage to expand to the AWS cloud? (Choose two)

A. Attach the *AmazonCreateVPC* and "Amazon Provision EC2" permission policy to the IAM account
B. Subscribe to the SD-WAN Edge router AMI in the AWS account

C. Attach an OSPF feature template to the AWS cloud Edge router template

D. Attach a device template to the cloud WAN Edge router to be deployed in the AWS

E. Preprovision the transit VPC in the AWS region

Answer: BD

Explanation:

The pre-requisites include verfying you meet the AWS prerequisites, including the necessary AWS credentials and subscriptions to'the
Amazon Maching Image (AMI) instances for Cisco SD-WAN Edge routers (Cisco CSR 1000v virtual routers or Cisco vedge Cloud), verifying
you have availabie tokens/licenses for at least two additional Cisco S0-WAN tdge Routers within Cisco vManage; and configuring and
deploying device templates for the Cisco SD-WAN Edge routers that will be used within the transit VPCs

Note that the creation of the customer host VPCs, shown in the figure above, 1s outside the scope of this document. It is assumed that one o

more customer host VPCs have already been created
https://www.cisco.com/c/en/us/td/docs/solutions/CVD/SDWAN/Cisco_Cloud_onRamp_for_laaS_AWS_Versio

NEW QUESTION 237
How is the scalability of the vManage increased in Cisco SD-WAN Fabric?

A. Increase licensing on the vManage
B. Deploy multiple vManage controllers in a cluster
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C. Deploy more than one vManage controllers on different physical server.
D. Increase the bandwidth of the WAN link connected to the vManage

Answer: B

NEW QUESTION 241
Which VPN must be present on at least one interface to install Cisco vManage and integrate it with WAN Edge devices in an overlay network site
ID:S4307T7E78F29?

A. VPN 512

B. any VPN number selected
C. services VPN range 0-511
D. VPNO

Answer: D

NEW QUESTION 245
Which protocol Is used by the REST API to communicate with network services in the Cisco SO-WAN network?

A. SSL

B. HTTP
C. iPsec
D. SSM

Answer: B

NEW QUESTION 250
Which policy configures an application-aware routing policy under Configuration > Policies?

A. Localized policy
B. Centralized policy
C. Data policy

D. Control policy

Answer: B

NEW QUESTION 251
How are custom application ports monitored in Cisco SD-WAN controllers?

A. Customers add custom application ports in vAnalytics and vManage.
B. Customers add custom application ports in vAnalytics and vSmart.
C. Cisco adds custom application ports In vAnalytics and vManage.

D. Cisco adds custom application ports In vAnalytics and vSmart.

Answer: A

NEW QUESTION 256
How is the software managed in Cisco SD-WAN?

A. Software images must be uploaded to vManage through HTTP or FTP

B. Software downgrades are unsupported for vManage

C. Software images must be transferred through VPN 512 or VPN 0 of vManage
D. Software upgrade operation in the group must include vManag

E. vBond, and vSmart.

Answer: A

NEW QUESTION 257
A policy is created to influence routing path in the network using a group of prefixes. What policy application will achieve this goal when applied to a site List?

A. vpn-membership policy
B. cflowd-template

C. app-route policy

D. control-policy

Answer: D

NEW QUESTION 262
An engineer is configuring a list that matches all IP prefixes with lengths from /1 to /16 in a centralized control policy. Which list accomplishes this task?

A.0.0.0.0/1 le 16
B.0.0.0.0/0ge 1
C.0.0.0.0/01le 16
D.0.0.0.0/16 ge 1
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Answer: A

NEW QUESTION 263
Refer to the exhibit.

e m———

vManaae vamant
syslem system
system-ip 10.11.11.1 system-ip 10.11.11.1
| hasl-name vManaoe hasl.name YSman
site-id 1 sile-id 1
clock timezone Europe/London clock timezone Europe/Rome
vbond 11.1.1.3 vbond 11.1.1.3
organization-name Cisco.com orqganization-name Cisco.com
' Von O Von 0
interface eth1 interface ethi
Ip address 11.1.1.1/24 Ip address 11.1.1.2/24
No shut No shut
Tunnel-interface Tunnel.interface
| Allow-service all Allow-service all
Iproute0.000011.1.1.254 | Iproute 0.0.0.00 11.1.1.254 )
vBond
system

system.ip 10.11.11.3

hast-name viManaoe

site-id 1

clock timezone Europe/London

vbond 11.1.1.1 local

orqganization-name Cisco.com

' Von 0

Interface ge0/0

Ip address 11.1.1.3728

No shut

Tunnelkinterface
Encapsulation [psec
Aliow-service all

__Ip route 0.0.0.0/0 11.1.1.254

vManage and vSmart have an issue establishing a connection to vBond. Which configuration resolves the issue?

A. Configure the tunnel interface on all three controllers with a color of transport.

B. Change the timezone on the vSmart to Europe/London.

C. Configure the (11.1.1.X/24) IP addresses on the elhO interfaces on vManage and vSmart.
D. Reconfigure the system-ip parameter on vSmart to 11.1.1.2.

Answer: B

NEW QUESTION 266
How does the replicator role function in cisco SD-WAN?

A. WAN Edge devices advertise the rendezvous point to all the receivers through the underlay network.
B. vSmart Controllers advertise the rendezvous point to all the receivers through the overlay network.
C. WAN Edge devices advertise the rendezvous point to all receivers through the overlay network.

D. vSmart Controllers advertise the rendezvous point to all the receivers through the underlay network.

Answer: B

Explanation:
Replicators

For efficient use of WAN bandwidth, strategic Cisco SD-WAN routers can be deployed and configured as replicators throughout the overlay network. Replicators
mitigate the requirement for a Cisco SD-WAN router with local sources or the PIM-RP to replicate a multicast stream once for each receiver. As discussed above,
replicators advertise themselves, using OMP multicast-autodiscover routes, to the Cisco vSmart Controllers in the overlay network. The controllers then forward the
replicator location information to the PIM-enabled Cisco 10S XE SD-WAN routers that are in the same VPN as the replicator

NEW QUESTION 269

Which destination UDP port is used by WAN Edge router to make a DTLS connection with vBond
Orchestrator?

A. 12343
B. 12345
C. 12346
D. 12347
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Answer: C

NEW QUESTION 272

An engineer must deploy a QoS policy with these requirements:
* policy name: App-police

* police rate: 1000000

* burst: 1000000

* exceed: drop

Which configuration meets the requirements?

vpn-ist VPN10
sequence 1
match
A app-list youtube
action accept
set

policer App-police

policy
data-policy policy-name
vpn-list 10
E. sequence
action accept
set
policer App-police

vpn 10
imterface ged/0/0
. st
policer App-police in
default action accept

policy
action accept

et
policer App-police

. Option A
. Option B
. Option C
. Option D

o0 w>

Answer: B

NEW QUESTION 273
Which type of certificate is installed on vManage for a user to access vManage via a web browser?

A. SD-AVC Certificate

B. WAN Edge Certificate
C. Controller Certificate
D. Web Server Certificate

Answer: D

NEW QUESTION 277
Refer to the exhibit.

e Template

Variable List (Hover over each field for more information)

el
I System IP 10.4.4.4 I

Heosiname STI_VED
Prefix(vEdge_Defaull_Gateway) 0.0.0.0/0
Prefix(Mpls_Defaull_Gateway) 0.000/0
Address(vEdge_Nexl_Hop_IP) 10.50.0.102
Address(MPLS_Next_hop_ip) 10.20.0.102
Hostname{Device_host_name) vEdge-Cloud
Location(Device_location) us
Latitude{Device_latitude) 407128
Longitude(Device_longitude) 74.0060
System IP[Device_system_ip) 10444
Site ID(Device_site_id) 1

]

vManage logs are available for the past few months. A device name change deployed mistakenly at a critical site. How is the device name change tracked by
operation and design teams?
A)

Guaranteed success with Our exam guides visit - https://www.certshared.com



_| CertShared

Certshared now are offering 100% pass ensure 300-415 dumps!
https://www.certshared.com/exam/300-415/ (222 Q&AS)

L Fim ™
Filter By

Severity
Component
System IP
Event name

B A1

£ uosimon | IVINTE

Q hegs Cyrere =
Ever Time [ Hostname | System 1
host-name-ST1_VEN number-ol-vamarts-1 e

wiEd w1 s ey Custen -

Major Legend
Contral & Critical
Major

vEdge-Cloud [10.4.4.4) B Minor

control-connection-toc-ip-change

ﬂ e 1‘“" I-""'ﬂl:'|I ﬂr‘.' ﬂ-‘.“ ﬂ--"".' :.l-"""mI 1:-".-
- - - - - -

Total Rows: 146

22 Nov 200 2:50-35 PM PKT ST1_VEM 10444 Omp Nu...  major OMP
22 Nov 2020 2:50:38 PM PKT STi_VEDT 10444 Omp Pe..  major OMP hoat-name-ST1_VEN1peer-10 2 2 2 peer-new-state-handahake ..,
2 Nov 2020 2:50:38 PM PKT ST1_VEO! 10444 Omp Pe...  major OMP host-name-ST1_VEDpeer-10.2. 2.2, peer-new-siate-up
= =
B)
O monrmoa | tvines
* Filter = wE e T 24 Tdays Custes =
Filter By
Severity Major T
Component  Security ® Critical
Major
System IP  vEdge-Cloud [10.4.4.4) B Minor
Event name  control-connection-tioc-ip-change
__ m — L,‘.,'I"#“_‘g‘ln" -.‘I.:i".“ ".“l‘li'l 1-“_‘;\' -11.‘“.' -.“lﬂu‘

Q Mg g =
Event Tme Horane S tame sty compoentoeats ]|

2 Nov 20@0 #:50:38 PM PET STI_VEMD 10444

Total Rows: 146

Omp Nu...  major OMP host-name-ST1_VEQ1 number-of-vamarts-1

Event Time
2 Nov 2020

22 Mov 2020 2:50:38 PM PKT STi_VEM 10.4.4.4 Omp Pe...  major OMP hoat-name-ST1_VEQ1;peer-10.2_2 2;peer-new-state-handshake ...
£2 Nov 2020 2.50:35 PM PKT 5T1_VED 10.4.4.4 Omp Pe... = major OMP host-name-ST1_VED peer-10.2.2 2 peér-new-state.up
—
C)
O monrrom | tvinTs

* Filter = B & 13 Sy Tdem Cumsom «
Filter By
Severity Major Legend
Component Software & Critical

Major
System 1P vEdge-Cloud (10.4.4.4) B Minor
Event nameé  control-connection-tioc-ip-change
Bpsert A1 m Clee l-"*_._u-'“‘. ‘_113“' wﬂ-"ﬁ #ﬂ-‘n- ,1.1»“\‘. _,11-""

| BventTime | Hostname | System P | Name | Security [Go _
25033 PM PKT ST1_VEN 10444 Omp Nu...  major OMP hoat-name-5T1_VEK ;number-of-vamarts-1

et A

=1
Eventi Time

Event name  control-connection-tioc-ip-change

22 Nov 2020 X50:35 PM PKT ST1_VEN1 10444 Omp Pe..  major OMP heat-name-ST1_VEN peer-10.2.2 2 peer-new-state-handahake ...
2 Nov 2020 2.50:38 PM PKT STI_VEDT  104.44 Omp Pe...  major OMP host-name-ST1_VEQ!, peer-10.2.2.2, peer-new-stale-up
- -
D)
=
0 seosrrom | tvinTs
T Filter = ) o i e Py Custom =
Filter By
Severity Mapor Legend
Component  Syatem - I:rll.l:a.l
Major
System IP vEdge-Clowd [10.4.4.4) B Minor

- - - - - -

g gy

| Hoatname | System IP

22 Nov 2020 2:30°38 PM PKT ST1_VED1 10444
22 Now 2000 30038 PM PHT 5T1_VE1 10444
22 Novw 2020 2:50-38 P PHT 5T1_VE 10444

Total Rown: 146

e ey Componenienin L
Omp Nu...  major OMP host-name-ST1_VED number-ol-vamarts-1 o

Omp Pe... -~ major OMP hoest-name-5T1_VEQ peer-10.2.2 2 peer-new-atate-handshake ...
Omp Pe... - major OMP host-name-5T1_VER peer-10.2.2 2 peer-new-state-up

A. Option A
B. Option B
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D. Option D

Answer: D

NEW QUESTION 282
Which two criteria ate supported to filter traffic on a Cisco Umbrella Cloud-delivered firewall? (Choose two )

A. tunnels

B. site ID
C.URL

D. geolocation
E. protocol

Answer: AE
Explanation:

https://docs.umbrella.com/umbrella-user-guide/docs/add-a-firewall-policy

NEW QUESTION 284
Refer to the exhibit.

Cisco vManage

us LX CONFIGURATION | TEMPLATES
Device Feature
-
Feature Template Add Template BGP
e d
Basic Configuration Unicast Address Family MNeighbor Advanced
C N
o Shutdown - o =
AS Number -~  £5590
Router ID = 192.168.1.1
Propagate AS Path - @® On | off
Internal Routes Distance &~
Local Routes Distance & -
External Routes Distance % -

Which configuration value is used to change the administrative distance of iBGP routes to 207?
A. Configure internal Routes Distance to 20

B. Configure Propagate AS Path to off

C. Configure Local Distance to 20

D. Configure External routes distance 20

Answer: C

NEW QUESTION 286
Refer to the exhibit.
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PEER
PEER PEER PEER SITE DOMAIN PEER PRIVATE
TYPE PROTOCOL SYSTEMIP ID ID PRIVATEIP PORT
vsmart  dtls 10.1.1.8 1 0 1.1.11 12447
vmanage dtls 101.1.7 1 1 2222 12647
vmanage dtls 10.1.1.7 1 1 2222 12867

LOCAL

LOCAL COLOR STATE ERROR ERROR UNIT
gold up LISFD NOERR 45
gold up LISFD NOERR 70
gold up LISFD NOERR 69

An engineer is troubleshooting a control connection issue on a WAN Edge device that shows socket errors. The packet capture shows some ICMP packets
dropped between the two devices. Which action resolves the issue?

A. Recover the vManage controller that is down m a high availability cluster

B. Change the system IP or restart the VWN Edge 4 the system IP is changed

C. Remove IP duplication in the network and configure a unique IP address

D. Recover vBond or wart for the controller to reload which could be caused by a reset

Answer: C

NEW QUESTION 289
Refer to the exhibit

Address Family

Address Family

Maximum Number of Prefixes

Route Policy In

Route Policy Out

Policy Name

-

@® On

ipva-unicast

On

@® On

eBGP_Community_Policy

Off

Off

Off

The engineering must assign tags to 3 Of its 74 server networks as soon as they are advertised to peers These server network must not be advertised AS which

configuration fulfil the requirement?
A)

policy
route-policy eBGP_Community_Policy
sequence 1
match
address Community_Prefix
action accept
set
community 999:656000 no-advertise
default-action reject
lists
prefix-ist Community_Prefix
ip-prefix 20.20.20.0/24
ip-prefix 21.21.21.0/24
ip-prefix 22.22.22 0/24

B)
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policy
route-policy eBGP_Community_Policy
sequence 1
match
address Community_Prefix
action accept
set
community 999:65000 local-as
default-action reject
lists
prefix-list Community_Prefix
ip-prefix 20.20.20.0/24
ip-prefix 21.21.21.0/24
ip-prefix 22.22.22.0/24

C)

policy
route-policy eBGP_Community_Policy
sequence 1
match
address Community_Prefix
action accept
set
community 999:65000 no-export
default-action accept
lists
prefix-list Community_Prefix
ip-prefix 20.20.20.0/24
ip-prefix 21.21.21.0/24
ip-prefix 22.22.22.0/24

D)

policy
route-policy eBGP_Community_Policy
sequence 1
match
address Community_Prefix
action accept
set
community 998:63000 no-advertise
default-action accept
lists
prefix-list Community_Prefix
ip-prefix 20.20.20.0/24

ip-prefix 21.21.21.0/24
IPemrafiv 29 99 99 24

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 291

Drag and drop the steps from the left into the sequence on the right for a WAN Edge router after powering on for zero touch provisioning.

Router contacts a DNS senace.

Router establishes a connection to vBond.

Router contacts a DHCP serves.

Router connects to the 7TP sarver

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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F.__—. . . . . — —i— — T — . - — — — — ———_— — —_j—_—__—_i—_i—_ —

| Router contacts & DNS senace | Router contacts 8 DHCP server
b — fr— - —— - — — — J— — — — — — — | T —— S — S —— S S T T T T T -
Y mem mew . mww SN WS WS . . NS CEEN. M NN SN RS e . -
| |
II Router estabhshes a connection to vBond Router contacts a DNS sernce li
L . S - S _— T _— s _— - _— _— - S _— __| Iﬂ
———— e —— - -y
| l

Router contacts 8 DHCP serve | Houter connacts to the JTF sarvers ]

o s s e s e S S S S S S S S S S

e T

|
Routsr conrects o the JTP sarves

. .

—_ ——

Router estabhishes a connechon to vBond

NEW QUESTION 296
How is a TLOC uniquely identified from a WAN Edge router to the SD-WAN transport network?

A. system IP address
B. VPN ID

C. OMP

D. SD-WAN site ID

Answer: A

NEW QUESTION 299
In a customer retail network with multiple data centers, what does the network administrator use to create a regional hub topology?

A. control policy on vManage
B. control policy on vSmart

C. data policy on vSmart

D. app route policy on vSmart

Answer: A

NEW QUESTION 300
How is Ihe software managed in Cisco SD-WAN?

A. Software upgrade operation in the group must include vManag

B. vBon

C. and vSmart.

D. Software downgrades are unsupported for vManage

E. Software images must be uploaded to vManage through HTTP or FTP.

F. Software images must be transferred through VPN 512 or VPN 0 of vManage.

Answer: A

NEW QUESTION 301
Which component is responsible for routing protocols such as BGP and OSPF in a Cisco SD-WAN solution?

A. vSmart Controller
B. vBond Orchestrator
C. vManage

D. WAN Edge Router

Answer: D

Explanation:
WAN Edge router - This device, available as either a hardware appliance or software-based router, sits at a physical site or in the

cloud and provides secure data plane connectivity among the sites over one or more WAN transports. It is responsible for traffic
forwarding, secunty, encryption, quality of service (Qo3), routing protocols such as Border Gateway Protocol (BGP) and Open
Shortest Path First (OSPF), and more.

NEW QUESTION 302
Drag and drop the Cisco SD-WAN components from the left onto their functions on the right.
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wBond Orchestrator IPsec key reflection and rekeying

vManage first point of authentication

vamart Controlle I— passes data plana traffic

VWAN Edge Router wsed to build configuration and policies

A. Mastered
B. Not Mastered

Answer: A
Explanation:
vBond Orchestrator vGmart Controfle
vManage wBond QOrchestrator
vomart Controlle ¥WAN Edge Router
WWAN Edoge Router vManage

NEW QUESTION 306
Which issue triggers the Cisco Umbrella resolver to toward DNS requests to the intelligent proxy? Which issue triggers the Cisco Umbrella resolver to toward DNS
reqguests to the intelligent proxy?

A. A domain is nonexistent.

B. A domain is block-listed.

C. A domain is locally reachable.
D. A domain is grey-listed.

Answer: D

NEW QUESTION 310
Which template configures the out-of-band management VPN?

A)
Section Parameter Type Variable/value
Basic configuration  Shutdown Global No
Interface Name Global loopback0

IPv4 configuration  |Pv4 Address  Radio button Static

IPv4 Address  Device Specific  vpn1_lo0_int_ip_addr/maskbits

B)
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Section Parameter Type Variable/value
Basic configuration | Shutdown Global No

Interface Name Device Specific vpns12_mgt int_mgmt0 _or gexix

Description Global Management Interface

IPv4 configuration  |py4 Address  Radio button Static

IPvd Address  Device Specific vpn512_mgt_int_ip addr’'maskbits

C)
Section Parameter Type Variable/value
Basic configuration VPN Global 512
Name Global Management VPN
IPvd Route Prefix Global 0.0.0.0/0
Gateway Radio button MNext Hop
MNext Hop Device Specific vpnSs12 mgt next hop ip addr
D) |

Section Parameter Type Variable/value

Basic configuration  Shutdown Device Specific ~ vpn1_lan_int2_shutdown
[Interface Name Device Specific  vpn1_lan_int2_gex/x

IPv4 configuration :Descrtptmn Device Specific  vpn1_lan_int2_description

IPv4 Address Radio button Static

IPv4 Address  Device Specific vpnl _lan_int2_ip_addr/maskbits

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 314
Which SD-WAN component allows an administrator to manage and store software images for SD-WAN network elements?

A. vGond controllers

B. WAN Edge routers
C. vSman controllers
D. vManage NMS

Answer: D

NEW QUESTION 318
Which protocol is used to measure jitter, loss, and latency on SD-WAN overlay tunnels?

A. QoE
B. OMP
C.BGP
D. BFD

Answer: D

NEW QUESTION 319
Which SD-WAN component detects path performance information in the organization to report the issue to the service provider at site ID:S4288T5E44F047?

A. VAnalytics

B. vManage NMS
C. vBond Orchestrator
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D. Cisco DNA

Answer: B

NEW QUESTION 321

Drag and drop the policies from the left onto the correct policy types on the right.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 323
Refer to the exhibit.

——
—
==
—

BGP AS21 BGP .

_AS100

100 100 100 10032

“
Y

VE100

BGP AS104
104 104 104 104732

An engineer configured OMP with an overlay-as of 10666. What is the AS-PATH for prefix 104.104.104.104/32 on R100?

A. 100 10666
B. 100 20 104
C. 100 10666 20 104
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D. 100 10666 104

Answer: A

NEW QUESTION 325

Which feature allows reachability to an organization’s internally hosted application for an active DNS security policy on a device?

A. local domain bypass

B. DHCP option 6

C. DNSCrypt configurator
D. data pokey with redirect

Answer: A

Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-16/security-book-xe/umbrell

B e e S e R o s By |
Aaral famain funace et e nlnhal 8 aarn
LU RGN ERERIE | LAY AR Bk B RGO Q1 s,

AOmam s

NEW QUESTION 330

VRF can enable or dis

able the loca

2 Bipmaas ok IF anaklad
I LT € L Bnanig
1 .HL...."C" 1] HIGY ". | e L

Which on-the-box security feature supported by the Cisco ISR 4451 SD-WAN device and not on vEdge?

A. Cloud Express service

B. Enterprise Firewall with Application Awareness

C. reverse proxy
D. IPsec/GRE cloud proxy

Answer: B

Explanation:

https://www.cisco.com/c/en/us/products/collateral/software/one-wan-subscription/guide-c07-740642.html#Step2

NEW QUESTION 335

Which action is performed during the onboarding process when a WAN Edge router is connected to ZTP server ztp.viptela com?

A. The router is connected to WAN Edge Cloud Center
B. The router is synced with vSmart Controller via an IPsec tunnel
C. The router receives its vBond Orchestrator information
D. The router is connected 10 vSmart Controller via a DTLSTLS tunnel

Answer: C

NEW QUESTION 336
Refer to the exhibit

PEER
PEER PRIVATE
PEIVATE IPF PORT
10.0.2.73 23456

PEER
PUBLIC IP

PEER
PUOBLIC
PORET

23456

EEMOTE COLOR

default

STATE

DCONFATT,

Cisco SD-WAN is deployed with controllers hosted in a data center All branches have WAN Edge devices with dual connections to the data center one via Internet
and the other using MPLS Three branches out of 20 have issues with their control connections on MPLS circuit The local error refers to Control Connection Failure

Which action resolves the issue*?

A. Rectify any issues with the underlay routing configuration

B. Match the TLOC color on the controllers and all WAN Edge devices
C. Match certificates for the DTLS connection and Root CA must be installed first on WAN Edge devices

D. Update the system IP on vManage and then resend it to the controllers

Answer: A

NEW QUESTION 337

A WAN Edge device has several service VPNs with no routing protocol configured in the service VPNs The device must be configured so that all connected routes

are visible in OMP for VPN 10 Which configuration meets the requirement?

A)
vpn 10
nama " Service VPN 10 ="

omp
redistribute connected

B)
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omp
ne shutdown
graceful-restart
advertise connected

C)
omp
no shutdown

graceful-restart
redistribute connected

D)

vpn 10

name " Service VPN 10 ="
omp

advertise connected

A. Option A
B. Option B
C. Option B
D. Option C

Answer: D

NEW QUESTION 341
An engineer must improve video quality by limiting HTTP traffic to the Internet without any failover. Which configuration in vManage achieves this goal?
A)

'i Eop Beute A St el

O Gepence ok JESEEE LT SRR R

Rt Corveiifamm [t
Apgea gmew, Aol sty [ ety | ol " A Ohme -
HITP & - Datai WA = -
e

i el -

Ear oy I & Pretemppd Cosor

iy g 5 -

Saee ADDic atun Asate FoUEng Polcy CAMNCIL

App Rowle Appdar gt P

B)

Com sl Ao B fr arewre S ey

Rt by Coradifacma At -

Rt o wwry, Rgapaa sy el p | sat o A Chasn

MR u » Dt LA -

Sapve Appia gt Asare Routirg Polcy ANTI

C)
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[ ST SN Y I Do e i b
i sty hipgie atuns T oy Lt LA Dl
HITP = Dama BLA =
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Fyy
L e L
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¢
A. Option A
B. Option B
C. Option C
D. Option D
Answer: C

NEW QUESTION 343

Drag and drop the definitions from the left to the configuration on the right.

matching condition that allows

traffic flow between two zones destination zone
e Kovs iy frewall poicy
I'orw::’d';rt:gi:ﬂdt:?;::ii;c:zz?siuns source zone
<

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 344
Which device information is requited on PNP/ZTP to support the zero-touch onboarding process?

A. serial and chassis numbers
B. interface IP address

C. public DNS entry

D. system IP address

Answer: A

Explanation:
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sd-wan-wan-edge-onboarding-deploy-guid

NEW QUESTION 346
What happens if the intelligent proxy is unreachable in the Cisco SD-WAN network?

A. The grey-listed domains are unresolved

B. The Cisco Umbrella Connector locally resolves the DNS request
C. The block-listed domains are unresolved

D. The Cisco Umbrella Connector temporarily redirects HTTPS traffic

Answer: A

NEW QUESTION 347
Which two mechanisms are used to guarantee the integrity of data packets in the Cisco SD-WAN architecture data plane? {Choose two)

A. transport locations

B. authentication headers

C. certificates

D. TPM chip

E. encapsulation security payload

Answer: BE
Explanation:

https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.4/Security/01Security_Ov

NEW QUESTION 349
The network administrator is configuring a QoS scheduling policy on traffic received from transport side tunnels on WAN Edge 5000 routers at location 406141498
Which command must be configured on these devices?

A. cloud-qos

B. service qos
C. cloud-mis gos
D. mis gos
Answer: A

NEW QUESTION 350
Refer to the exhibit.
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L ]
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6e0/2.10 Ge0/2.10
TLOC Extension

R1 R2

Which configuration extends the INET interface on R1 to be used by R2 for control and data connections?
A)
¢ R
interface geli?
ne shutdown
interface geli2 10
ip address 43 43 43 2130
toc-actenslon geli

R2

interface gelfl
ne shiutdown

interface gelf2 10
ip addraus 43 43 47 1730
toc-extension gelil

B)

R1
interface gelfl
imterface gelfl 10
ip address 43 43 43 2030
tloc-extension gednd
wnnel-inteiface
color public-intarnet

R
interface ge0i”
imterface gelrl 10
ip addrecs 43 43 47 1730
tunnel-imerface
color public anternat

C)
R1

intarface g«0n
miu 1504
né £hurdown
interface g=02 10
ip address 43 42 43 )70
tloc-mxtensicn gell

R2
interface gelll
mitu 1508
ne shutdeswn
interface geliy 10
ip adaress 47 42 473 1730
tunnel-interfacd
colar pubhc-interret

A. Option A
B. Option B
C. Option C

Answer: C

Explanation:
https://www.ciscolive.com/c/dam/r/ciscolive/us/docs/2018/pdf/BRKRST-2091.pdf
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Subinterfaces require a physical, parent interface to be defined in VPN 0, and also require the subinterface
MTU to be four bytes lower than the physical interface due to the 802.1q tag. It is recommended to

configure the parent physical interface for an MTU of 1504 to take care of this requirement.

NEW QUESTION 351

REST applications communicate over HTTP or HTTPS to make calls between network devices. Which two HTTPS standard methods are included? (Choose two.)

A. Array

B. DELETE
C. POST
D. Scalar
E. Object

Answer: BC

NEW QUESTION 356
Refer to the exhibit.

WAN Edge-1 ;q0/1

172.16.13.3/24
Color:biz-internet

172.16.15.5/24

Color:biz-internet
WAN Edge-2

..-"', "h‘
ge0/1 .-

athl
172.16.8.9/24

ge0/11
172.16.16.6

The tunnel interface configuration on both WAN Edge routers is:

vpn O
interface geQi

tunnel-interfaca
encapsulation ipsec
color biz-internet
allow-zervice dhep
allow-service dns
allow-service icmp
no allow-service sshd
no allew-service ntp
no allow-service stun

[}

no shutdown

Which configuration for WAN Edge routers will connect to the Internet?

vpn O
interface gel
Ip address 172.16.15.5/24
]

ip rowte 0.0.0.000 172.16.13.1

wpn 0
interface gel
lp address 172.16.13.3/24
1

ip rowute 0.0.0.00 172.16.13.1

wpn 0
interface ged/
ip address 172.16.13.3/24

!
ip route 0.0.0.0/0 172.16.8.1

wipn 0
interface gel!
ip address 172.16.15.5/24
]

ip route 0.0.0.0/0 172.16.8.1

. Option A
. Option B
. Option C
. Option D

o0 w>

Answer: B

Explanation:

https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/SD-WAN_Release_16.3/02System_a

NEW QUESTION 359
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Refer to the exhibit.

Cisco vilanage
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Web Server Certificate 13 Jul POM T 30730 AW | b
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Which two configurations are needed to get the WAN Edges registered with the controllers when certificates are used? (Choose two)

A. Generate a CSR manually within vManage server

B. Generate a CSR manually on the WAN Edge

C. Request a certificate manually from the Enterprise CA server

D. Install the certificate received from the CA server manually on the WAN Edge
E. Install the certificate received from the CA server manually on the vManage

Answer: AE

Explanation:
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/cisco-sd-wan-certificates-deploy-2020aug.

NEW QUESTION 361
Which two products are used to deploy Cisco WAN Edge Router virtual platforms? (Choose two.)

A. HP ProLiant DL360 Generatton10 running HP-UX
B. Cisco ENCS 5000 Series

C. Sun SPARC Node running AlX

D. Cisco UCS

E. Sun Enterprise M4000 Server running Sun Solans

Answer: BD

Explanation:
https://www.cisco.com/c/en/us/products/collateral/routers/5400-enterprise-network-compute-system/datasheet-c

NEW QUESTION 362
An engineer must configure a centralized policy on a site in which all HTTP traffic should use the Public Internet circuit if the loss on this circuit is below 10%.
otherwise MPLS should be used Which configuration wizard fulfils this requirement?

A. Create Applications or Groups of Interest > Configure Traffic Rules > Apply Policies to Sites and VPNs
B. Configure VPN Membership > Apply Policies to Sites and VPNs

C. Create Applications or Groups of interest > Configure Traffic Data > Apply Policies to Sites and VPNs
D. Configure Topology > Apply Policies to Sites and VPNs

Answer: A

NEW QUESTION 365
In which device state does the WAN edge router create control connections, but data tunnels are not created?

A. valid
B. backup
C. active
D. staging

Answer: D

Explanation:
Staging = In this state, the WAN Edge device establishes secure control plane connections to the SD-WAN
controllers (vBond, vManage, and vSmart) only. It is important to note that no data plane connections are
established with other WAN Edge devices in the overlay network.
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NEW QUESTION 370

Which two protocols are supported for software image delivery when images are hosted on a remote server? (Choose two.)

Answer: DE

NEW QUESTION 372

Drag and drop the devices from the left onto the correct functions on the right.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 375

establishes a secured data plane

first point of authentication

single pane of glass

enforces control policies

What is the order of operations for software upgrades of Cisco SD-WAN nodes'?

A. vBond vManage vSmart WAN Edge
B. vManage vBond WAN Edg

C. vSmart

D. vManage vSmart, vBond, WAN Edge
E. vManage vBond vSraart WAN Edge

Answer: D

NEW QUESTION 376

Which two vRoute attributes should be matched or set in vSmart policies and modified by data policies? (Choose two.)

A. site ID

B. preference
C. VPN

D. TLOC

E. origin

Answer: BC

NEW QUESTION 377
Refer to the exhibit
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vBond

NAT Internet

vEdge vSmart

Interface ge0/1

VPN1 Interface ge0/0

VPNO

Which configuration sets up direct Internet access for VPN 1?
vpn 1

interface geon
nat
!
no shutdown
-.rpn [1]
ip route 0.0.0.0/0 vpn 1
vpn 1

interface ge0/0
nat

1
;m shutdown
I|.r|:|||'1 0
|p route 0.0.0.0 vpn 1
vpn 0
E;:lterfacu geln
: m nat
|I1n- shutdown
I|.r|:||rt 1

lp route 0.0.0.0/0 vpn 0

A. Option A
B. Option B
C. Option C

Answer: C

NEW QUESTION 380
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