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NEW QUESTION 1

- (Exam Topic 1)

You need to implement on-premises application and SharePoint Online restrictions to meet the authentication requirements and the access requirements.
What should you do? To answer, select the appropriate options in the answer area. NOTE:Each correct selection is worth one point.

For on-premises applications:

Configure Cloud App Security policies.
Modify the User consent settings for the enterprise applications.
Publish the applications by using Azure AD Application Proxy.

For SharePoint Online:

Configure Cloud App Security policies.
Modify the User consent settings for the enterprise applications
Publish an application by using Azure AD Application Proxy.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

For on-premises applications:

Configure Cloud App Security policies
Modify the User consent settings for the enterprise applications.

Publish the applications by using Azure AD Application Proxy.

For SharePoint Online:

Configure Cloud App Secunty policies.
Maodify the User consent settings for the enterprise applications
Publish an application by using Azure AD Application Proxy

NEW QUESTION 2
- (Exam Topic 1)
You need to meet the authentication requirements for leaked credentials. What should you do?

A. Enable federation with PingFederate in Azure AD Connect.

B. Configure Azure AD Password Protection.

C. Enable password hash synchronization in Azure AD Connect.
D. Configure an authentication method policy in Azure AD.

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security/fundamentals/steps-secure-identity

NEW QUESTION 3
- (Exam Topic 1)
You need to configure the detection of multi staged attacks to meet the monitoring requirements. What should you do?

A. Customize the Azure Sentinel rule logic.
B. Create a workbook.

C. Add an Azure Sentinel playbook.

D. Add Azure Sentinel data connectors.

Answer: D

NEW QUESTION 4
- (Exam Topic 2)
You need to meet the planned changes for the User administrator role. What should you do?
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A. Create an access review.

B. Modify Role settings

C. Create an administrator unit.
D. Modify Active Assignments.

Answer: D

NEW QUESTION 5

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest.

You discover that when a user account is disabled in Active Directory, the disabled user can still authenticate to Azure AD for up to 30 minutes.

You need to ensure that when a user account is disabled in Active Directory, the user account is immediately prevented from authenticating to Azure AD.
Solution: You configure conditional access policies. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

NEW QUESTION 6

- (Exam Topic 3)

You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant syncs to an on-premises Active Directory domain.

You plan to create an emergency-access administrative account named Emergencyl. Emergencyl will be assigned the Global administrator role in Azure AD.
Emergencyl will be used in the event of Azure AD functionality failures and on-premises infrastructure failures.

You need to reduce the likelihood that Emergencyl will be prevented from signing in during an emergency. What should you do?

A. Configure Azure Monitor to generate an alert if Emergencyl is modified or signs in.

B. Require Azure AD Privileged Identity Management (PIM) activation of the Global administrator role for Emergencyl.
C. Configure a conditional access policy to restrict sign-in locations for Emergencyl to only the corporatenetwork.

D. Configure a conditional access policy to require multi-factor authentication (MFA) for Emergencyl.

Answer: A

NEW QUESTION 7

- (Exam Topic 3)

You configure a new Microsoft 365 tenant to use a default domain name of contoso.com.

You need to ensure that you can control access to Microsoft 365 resources by using conditional access policies.
What should you do first?

A. Disable the User consent settings.

B. Disable Security defaults.

C. Configure a multi-factor authentication (MFA) registration policy.

D. Configure password protection for Windows Server Active Directory.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults

NEW QUESTION 8

- (Exam Topic 3)

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

Yon receive more than 100 email alerts each day for tailed Azure Al) user sign-in attempts. You need to ensure that a new security administrator receives the
alerts instead of you. Solution: From Azure monitor, you modify the action group.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 9

- (Exam Topic 3)

You have a Microsoft 365 tenant.

You need to ensure that you tan view Azure Active Directory (Azure AD) audit log information by using Azure Monitor.
What should you do first?

A. Run the Get-AzureADAuditDirectoryLogs cmdlet.
B. Create an Azure AD workbook.
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C. Run the Set-AzureADTenantDetail cmdlet.
D. Modify the Diagnostics settings for Azure AD.

Answer: A

NEW QUESTION 10

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant that contains three users named Userl, Userl, and User3,
You create a group named Groupl. You add User2 and User3 to Groupl.

You configure a role in Azure AD Privileged identity Management (PIM) as shown in the application administrator exhibit. (Click the application Administrator tab.)

Role setting details - Application Administrator

Actvation

Groupl is configured as the approver for the application administrator role. You configure User2to be eligible for the application administrator role.
For Userl, you add an assignment to the Application administrator role as shown in the Assignment exhibit. (Click Assignment tab)

Add assignments

For each of the following statement, select Yes if the statement is true, Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area
Statcments
g 355 I ihe Appliaton admimstrator role automancally
e thd r"-['F':I: ITICIN AMmMiIMmIsirart TOE |,1_ I

| = igned the Apphication adnursinator role is

1 il =an use the role untld February 1, A1)
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 10
- (Exam Topic 3)

Your company recently implemented Azure Active Directory (Azure AD) Privileged Identity Management (PIM).

Statements

istrator rake Sutomat

Yes MNe

While you review the roles in PIM, you discover that all 15 users in the IT department at the company have permanent security administrator rights.

You need to ensure that the IT department users only have access to the Security administrator role when required.

What should you configure for the Security administrator role assignment?

A. Expire eligible assignments afterfrom the Role settings details
B. Expire active assignments afterfrom the Role settings details

C. Assignment type toActive

D. Assignment type toEligible

Answer: D

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure

NEW QUESTION 13
- (Exam Topic 3)

You have a Microsoft 365 tenant.

All users have mobile phones and laptops.

The users frequently work from remote locations that do not have Wi-Fi access or mobile phone connectivity. While working from the remote locations, the users
connect their laptop to a wired network that has internet access.
You plan to implement multi-factor authentication (MFA).

Which MFA authentication method can the users use from the remote location?

A. a verification code from the Microsoft Authenticator app

B. security questions
C. voice
D. SMS

Answer: B

NEW QUESTION 15
- (Exam Topic 3)

You have a Microsoft 365 tenant named contoso.com. Guest user access is enabled.
Users are invited to collaborate with contoso.com as shown in the following table.

User email User type | Invitation accepted Shared resource
User1@outlock.com | Guest No Ente_rprtjse
application
User2i@fabrikam.com | Guest Yes Entgrprt_se
application

From the External collaboration settings in the Azure Active Directory admin center, you configure the Collaboration restrictions settings as shown in the following

exhibit.
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Collaboration restrictions

) Allow invitations to be sent to any domain (most inclusive)
Lo Z'en;.-' nvitations to the specified domains

(@) Allow invitations only to the specified domains (most restrictive)

TARGET DOMAINS

Cutlook.com

From a Microsoft SharePoint Online site, a user invites user3@adatum.com to the site.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE:Each correct selection is worth one point.

Statements Yes No

User1 can accept the invitation and gain access to the enterprise application. O O
User2 can access the enterprise application. ®) @)
User3 can accept the invitation and gain access to the SharePoint site. @] O

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

Invitations can only be sent to outlook.com. Therefore, Userl can accept the invitation and access the application.

Box 2. Yes

Invitations can only be sent to outlook.com. However, User2 has already received and accepted an invitation so User2 can access the application.
Box 3. No
Invitations can only be sent to outlook.com. Therefore, User3 will not receive an invitation.

NEW QUESTION 18

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory domain.

The on-premises network contains a VPN server that authenticates to the on-premises Active Directory domain. The VPN server doesNOTsupport Azure Multi-
Factor Authentication (MFA).

You need to recommend a solution to provide Azure MFA for VPN connections. What should you include in the recommendation?

A. Azure AD Application Proxy

B. an Azure AD Password Protection proxy
C. Network Policy Server (NPS)

D. a pass-through authentication proxy

Answer: C

NEW QUESTION 23

- (Exam Topic 3)

Your network contains an Active Directory forest named contoso.com that is linked to an Azure Active

Directory (Azure AD) tenant named contoso.com by using Azure AD Connect. Attire AD Connect is installed on a server named Server 1.

You deploy a new server named Server? that runs Windows Server 2019.

You need to implement a failover server for Azure AD Connect. The solution must minimize how long it takes to fail over if Serverl fails.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
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Actions Answer Arca

DOn'Server?, run expoart for Al connaciors

| On ServerZ run export for all conneciors.
| On Server?, run full mport for all connertors

{ OnServer2, run detta syncheoniratian for all conneciens

On Sepver?2. install Arure AD Comawerl @

| On Servert, conhigure the staging mode

O

A. Mastered
B. Not Mastered

Answer: A
Explanation:
| On Server?, nnﬂmﬂnr.ﬂlmnwcﬂ | e
I.____._—' e :i.-'_:_ - | On ServerZ mm[ﬂ"“‘-w”""”* I
| On Server2, run export for all connectos. | PRT L oDeaT et e
(PPl T o e =
—[ - - O O - - - - - - . O -

1 On ServerZ, run full mport for all connartore |

I
|
_._._..,.,._._l - O e . e S O O O e O S e e e
|{_h?mJ_|nml_;Lﬂ_.er'{|J_lﬂmH__Ll_ @-—-—a—-—--—-—-----—--—--—---, @

On Server2. run defts synchircnration boe all conmeton

b = o oo o o e omm oem am oaw

| On Server’, conhigure the staging made. @ On Sesver1, run export for all connectors '
e I

NEW QUESTION 28

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant that has multi-factor authentication (MFA) enabled. The account lockout settings are configured as shown in
the following exhibit.

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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A user acoourtl will be locked cut if the user enters the wiong [answer choice] thiee times.

M & user account s locked, the usad can segnin agan successiully after [answer cholee]
minunmes.

NEW QUESTION 30
- (Exam Topic 3)

A1) I
&0
a7

el sjunesy
MShcrosaft Authantxator app oode
Ean e ]

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click theExhibittab.)

Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * | Admin review i
Description (1)
Start date * 12/18/2020 @
Frequency l Monthly ) ‘
Duratiﬂﬂ |:"'4 d-ﬂyﬂ I:'I_:, _————_———_—q } 14
End () Z Endby  Occurrences |
End d: 20 )
Users
Scope (@) Everyone
Review role membership (permanent and eligible) *

Application Administrator and 72 others
Reviewers
Reviewers | ( Preview) Manager i

| 2]

(Preview) Fallback reviewers (O
hegan Bowen

s Upon completion settings

You discover that all access review requests are received by Megan Bowen.

You need to ensure that the manager of each department receives the access reviews of their respective department.

Solution: You create a separate access review for each role.
Does this meet the goal?

A. Yes
B. NoD18912E1457D5D1DDCBD40AB3BF70D5D

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

NEW QUESTION 32
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- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant.

You configure self-service password reset (SSPR) by using the following settings:
» Require users to register when signing in: Yes

* Number of methods required to reset: 1

What is a valid authentication method available to users?

A. home prions

B. mobile app notification

C. a mobile app code

D. an email to an address in your organization

Answer: A

NEW QUESTION 36
- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click theExhibittab.)

Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * Admin review

Description ()

Start date * 12/18/2020

Frequency Monthly

Duration {|n da:.rs} T ——————— --—-—0
End O MNewer End by  Orccurrences

Users

Scope ® ) Everyone

Review role membership (permanent and eligible) *

A Amiinictratar sndd 79 $jrmre
Administrator and. 7 £ others

Al =
el ats ~“ITHian
P R N TR LA

Reviewers

Reviewers (Preview) Manager

You discover that all access review requests are received by Megan Bowen.

You need to ensure that the manager of each department receives the access reviews of their respective department.

Solution: You modify the properties of the IT administrator user accounts. Does this meet the goal?

A. Yes
B. No

Answer: A
Explanation:
Reference:

D18912E1457D5D1DDCBD40AB3BF70D5D
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review
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NEW QUESTION 38

- (Exam Topic 3)

Your network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant

Users sign in to computers that run Windows 10 and are joined to the domain.

You plan to implement Azure AD Seamless Single Sign-On (Azure AD Seamless SSO). You need to configure the computers for Azure AD Seamless SSO.
What should you do?

A. Enable Enterprise State Roaming.

B. Configure Sign-in options.

C. Install the Azure AD Connect Authentication Agent.
D. Modify the Intranet Zone settings.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sso-quick-start

NEW QUESTION 39

- (Exam Topic 3)

Your company has an Azure Active Directory (Azure AD) tenant named contoso.com. The company is developing a web service named App1l.

You need to ensure that Appl can use Microsoft Graph to read directory data in contoso.com.

Which three actions should yon perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them In the
correct order.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

il ||"|| I|||r|||||
TEET e
i

NEW QUESTION 40

- (Exam Topic 3)

You have an on-premises Microsoft Exchange organization that uses an SMTP address space of contoso.com. You discover that users use their email address for
self-service sign-up to Microsoft 365 services.

You need to gain global administrator privileges to the Azure Active Directory (Azure AD) tenant that contains the self-signed users.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

Sign in to the Microsoft 365 admin cenfer,

Create a self-signed user account in the Azure AD
tenant.

name.

From the Microsoft 365 admin center, add the domain @

©O

Respond to the Become the admin message.

From the Microsoft 365 admin center, remove the
domain name.

Create a TXT record in the contoso.com DNS Zone.
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A.

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/domains-admin-takeover

NEW QUESTION 43
- (Exam Topic 3)
You have an Azure Active Directory (Azure AD) tenant that contains the objects shown in the following table.

PN Type

User1 User
Guest1 Guest

identityl | Managed rdentity
Which objects can you add as eligible in Azure Privileged identity Management (PIM) for an Azure AD role?

A. Userl only

B. Userl and Identityl only

C. Userl. Guestl, and Identity
D. Userl and Guestl only

Answer: A

NEW QUESTION 44

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest.

You discover that when a user account is disabled in Active Directory, the disabled user can still authenticate to Azure AD for up to 30 minutes.

You need to ensure that when a user account is disabled in Active Directory, the user account is immediately prevented from authenticating to Azure AD.
Solution: You configure pass-through authentication. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

NEW QUESTION 47

- (Exam Topic 3)

HOTSPOT

You have an Azure Active Directory (Azure AD) tenant that contains Azure AD Privileged Identity Management (PIM) role settings for the User administrator role
as shown in the following exhibit.
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. ContosoAzureAD > Identity Governance » Privileged Identity Management > ContosoAzureAD » User Administrator

Role setting details - User Administrator
Privileged ldentity Management | Azure AD roles

# Edit

Activation
SETTING STATE
Activation maximum duration (hours) 8 hour(s)
Require justification on activation Yes
Require ticket information on activation No
On activation, require Azure MFA Yes
Require approval to activate Yes
Approvers None

Assignment
SETTING STATE
Allow permanent eligible assignment No
Expire eligible assignments after 15 day(s)
Allow permanent active assignment No
Expire active assignments after 1 month(s)
Require Azure Multi-Factor Authentication on active assignment No
Require justification on active assignment No

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE:Each correct selection is worth one point.

A user who requires access to the User administration role must perform w
multi-factor authentication (MFA) every [answer choice]. [ g pours

15 days
1 month

Before an eligible user can perform a task that requires the User v
administrator role, the activation must be approved by a [answer choice]. [ giobal administrator only
global administrator or privileged role administrator
permanently assigned user administrator
prvileged role administrator only

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure https://docs.microsoft.com/en-us/azure/active-
directory/privileged-identity-management/pim-deployment-plan

NEW QUESTION 48

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy SC-300 dumps

@ 2 P QsseaQs LJ https://www.2passeasy.com/dumps/SC-300/ (117 New Questions)

THANKS FOR TRYING THE DEMO OF OUR PRODUCT

Visit Our Site to Purchase the Full Set of Actual SC-300 Exam Questions With Answers.

We Also Provide Practice Exam Software That Simulates Real Exam Environment And Has Many Self-Assessment Features. Order the
SC-300 Product From:

https:/lwww.2passeasy.com/dumps/SC-300/

Money Back Guarantee

SC-300 Practice Exam Features:

* SC-300 Questions and Answers Updated Frequently
* SC-300 Practice Questions Verified by Expert Senior Certified Staff
* SC-300 Most Realistic Questions that Guarantee you a Pass on Your FirstTry

* SC-300 Practice Test Questions in Multiple Choice Formats and Updatesfor 1 Y ear

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com


http://www.tcpdf.org

