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NEW QUESTION 1
Which two preventive measures are used to control cross-site scripting? (Choose two.)

A. Enable client-side scripts on a per-domain basis.

B. Incorporate contextual output encoding/escaping.

C. Disable cookie inspection in the HTML inspection engine.

D. Run untrusted HTML input through an HTML sanitization engine.
E. SameSite cookie attribute should not be used.

Answer: AB

NEW QUESTION 2
What are two Detection and Analytics Engines of Cognitive Threat Analytics? (Choose two.)

A. data exfiltration

B. command and control communication
C. intelligent proxy

D. snort

E. URL categorization

Answer: AB

Explanation:

Reference: https://www.cisco.com/c/dam/en/us/products/collateral/security/cognitive-threat-analytics/at-a-glance-c45-736555. pdf

NEW QUESTION 3

What two mechanisms are used to redirect users to a web portal to authenticate to ISE for guest services? (Choose two.)

A. TACACS+

B. central web auth
C. single sign-on

D. multiple factor auth
E. local web auth

Answer: BE

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/2-2/admin_guide/b_ise_admin_guide_22/b_ise_admin_guide_22_chapter_01110.html

NEW QUESTION 4

What does the Cloudlock Apps Firewall do to mitigate security concerns from an application perspective?

A. It allows the administrator to quarantine malicious files so that the application can function, just not maliciously.

B. It discovers and controls cloud apps that are connected to a company’s corporate environment.
C. It deletes any application that does not belong in the network.

D. It sends the application information to an administrator to act on.

Answer: B

Explanation:

Reference: https://www.cisco.com/c/en/us/products/security/cloudlock/index.html#~features

NEW QUESTION 5

Which exfiltration method does an attacker use to hide and encode data inside DNS requests and queries?

A. DNS tunneling
B. DNSCrypt

C. DNS security
D. DNSSEC

Answer: A

Explanation:
Reference: https://learn-umbrella.cisco.com/cloud-security/dns-tunneling

NEW QUESTION 6

Which network monitoring solution uses streams and pushes operational data to provide a near real-time view of activity?

A. SNMP
B. SMTP
C. syslog
D. model-driven telemetry

Answer: D

Passing Certification Exams Made Easy

visit - https://lwww.2PassEasy.com



@ 2passeasy

Welcome to download the Newest 2passeasy 350-701 dumps
https://lwww.2passeasy.com/dumps/350-701/ (102 New Questions)

Explanation:

Reference: https://developer.cisco.com/docs/ios-xe/#!streaming-telemetry-quick-start-guide

NEW QUESTION 7
DRAG DROP

Drag and drop the capabilities from the left onto the correct technologies on the right.

defection, blocking, tracking, analysis,

controlling solutions

s 3 Next Generation
and remediation to protect against : :
targeted persistent malware attacks Intrusion Prevention System
superior threat prevention and mitigation Advanced Malware
for known and unknown threats Protection
application-layer control and ability to application
enforce usage and tailor detection policies control and URL filtering
based on custom applications and URLs
combined integrafed solufion of strong Cisco
defense and web protection, visibility, and Web Security Appliance

A. Mastered
B. Not Mastered

Answer: A

Explanation:

detection, blocking, fracking, analysis,
and remediation to protect against
targeted persistent malware attacks

superior threat prevention and mitigation
for known and unknown threats

superior threat prevention and mitigation
for known and unknown threats

detection, blocking, tracking, analysis,
and remediation to protect against
targeted persistent malware attacks

application-layer control and ability to
enforce usage and tailor detection policies
based on custom applications and URLs

application-layer control and ability to
enforce usage and tailor detection policies
based on custom applications and URLS

combined integrated solufion of strong
defense and web protection, visibility, and
controlling solutions

combined integrated solution of strong
defense and web protection, visibility, and
controlling solutions

NEW QUESTION 8

Which technology is used to improve web traffic performance by proxy caching?

A. WSA
B. Firepower
C. FireSIGHT
D. ASA

Answer: A

NEW QUESTION 9

Which statement about the configuration of Cisco ASA NetFlow v9 Secure Event Logging is true?

A. To view bandwidth usage for NetFlow records, the QoS feature must be enabled.
B. A sysopt command can be used to enable NSEL on a specific interface.

C. NSEL can be used without a collector configured.
D. A flow-export event type must be defined under a policy.

Answer: D

NEW QUESTION 10

What is a language format designed to exchange threat intelligence that can be transported over the TAXII protocol?
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A. STIX

B. XMPP
C. pxGrid
D. SMTP

Answer: A

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/security/web_security/scancenter/administrator/guide/b_ScanCenter_Administrator_Guide/b_ScanCenter_Admi

nistrator_Guide_chapter_0100011.pdf

NEW QUESTION 10
What are two list types within AMP for Endpoints Outbreak Control? (Choose two.)

A. blocked ports

B. simple custom detections
C. command and control

D. allowed applications

E. URL

Answer: BD
Explanation:

Reference: https://docs.amp.cisco.com/en/A4E/AMP%20for%20Endpoints%20User%20Guide.pdf chapter 2

NEW QUESTION 12
What is a characteristic of Dynamic ARP Inspection?

A. DAI determines the validity of an ARP packet based on valid IP to MAC address bindings from the DHCP snooping binding database.

B. In a typical network, make all ports as trusted except for the ports connecting to switches, which are untrusted.
C. DAl associates a trust state with each switch.
D. DAl intercepts all ARP requests and responses on trusted ports only.

Answer: A

NEW QUESTION 15

DRAG DROP

Drag and drop the descriptions from the left onto the correct protocol versions on the right.
[MISSING]

A. Mastered
B. Not Mastered

Answer: A

Explanation:
[MISSING]

NEW QUESTION 17
Which ID store requires that a shadow user be created on Cisco ISE for the admin login to work?

A. RSA SecurelD

B. Internal Database
C. Active Directory
D. LDAP

Answer: C

NEW QUESTION 20
How is ICMP used an exfiltration technique?

A. by flooding the destination host with unreachable packets

B. by sending large numbers of ICMP packets with a targeted hosts source IP address using an IP broadcast address
C. by encrypting the payload in an ICMP packet to carry out command and control tasks on a compromised host

D. by overwhelming a targeted host with ICMP echo-request packets

Answer: C

NEW QUESTION 21
Which two behavioral patterns characterize a ping of death attack? (Choose two.)

A. The attack is fragmented into groups of 16 octets before transmission.

B. The attack is fragmented into groups of 8 octets before transmission.

C. Short synchronized bursts of traffic are used to disrupt TCP connections.
D. Malformed packets are used to crash systems.

E. Publicly accessible DNS servers are typically used to execute the attack.
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Answer: BD

Explanation:
Reference: https://en.wikipedia.org/wiki/Ping_of death

NEW QUESTION 24
Which two mechanisms are used to control phishing attacks? (Choose two.)

A. Enable browser alerts for fraudulent websites.
B. Define security group memberships.

C. Revoke expired CRL of the websites.

D. Use antispyware software.

E. Implement email filtering techniques.

Answer: AE

NEW QUESTION 26
Which VPN technology can support a multivendor environment and secure traffic between sites?

A. SSL VPN
B. GET VPN
C. FlexVPN
D. DMVPN

Answer: C

Explanation:
Reference: https://www.cisco.com/c/en/us/products/collateral/routers/asr-1000-series-aggregation-services-routers/data_sheet c78-704277.html

NEW QUESTION 27
Which solution combines Cisco I0S and 10S XE components to enable administrators to recognize applications, collect and send network metrics to Cisco Prime
and other third-party management tools, and prioritize application traffic?

A. Cisco Security Intelligence

B. Cisco Application Visibility and Control
C. Cisco Model Driven Telemetry

D. Cisco DNA Center

Answer: B

NEW QUESTION 28
Which functions of an SDN architecture require southbound APIs to enable communication?

A. SDN controller and the network elements

B. management console and the SDN controller
C. management console and the cloud

D. SDN controller and the cloud

Answer: A

NEW QUESTION 33
An engineer is configuring AMP for endpoints and wants to block certain files from executing. Which outbreak control method is used to accomplish this task?

A. device flow correlation

B. simple detections

C. application blocking list

D. advanced custom detections

Answer: C

NEW QUESTION 38

Which two deployment model configurations are supported for Cisco FTDv in AWS? (Choose two.)
A. Cisco FTDv configured in routed mode and managed by an FMCv installed in AWS

B. Cisco FTDv with one management interface and two traffic interfaces configured

C. Cisco FTDv configured in routed mode and managed by a physical FMC appliance on premises
D. Cisco FTDv with two management interfaces and one traffic interface configured

E. Cisco FTDv configured in routed mode and IPv6 configured

Answer: AC

Explanation:

Reference: https://www.cisco.com/c/en/us/products/collateral/security/adaptive-security-virtual-appliance-asav/white-paper-c11-740505.html

NEW QUESTION 41

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy 350-701 dumps
@ 2 PQSS@QSU https://lwww.2passeasy.com/dumps/350-701/ (102 New Questions)

An engineer must force an endpoint to re-authenticate an already authenticated session without disrupting the endpoint to apply a new or updated policy from ISE.
Which CoA type achieves this goal?

A. Port Bounce

B. CoA Terminate

C. CoA Reauth

D. CoA Session Query

Answer: C

NEW QUESTION 46
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