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NEW QUESTION 1
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Graphical user interface, text, application, email Description automatically generated

NEW QUESTION 2
Which service includes the Attack simul-ation training feature?

A. Microsoft Defender for Cloud Apps
B. Microsoft Defender for Office 365
C. Microsoft Defender for Identity
D. Microsoft Defender for SQL

Answer: B

NEW QUESTION 3
Select the answer that correctly completes the sentence.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Graphical user interface, text Description automatically generated with medium confidence

NEW QUESTION 4
Which Azure Active Directory (Azure AD) feature can you use to restrict Microsoft Intune-managed devices from accessing corporate resources?

A. network security groups (NSGs)
B. Azure AD Privileged Identity Management (PIM)
C. conditional access policies
D. resource locks

Answer: C

NEW QUESTION 5
Which two cards are available in the Microsoft 365 Defender portal? Each correct answer presents a complete solution. NOTE: Each correct selection is worth one
point.

A. Users at risk
B. Compliance Score
C. Devices at risk
D. Service Health
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E. User Management

Answer: BC

NEW QUESTION 6
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Graphical user interface, text, application Description automatically generated

NEW QUESTION 7
Which three statements accurately describe the guiding principles of Zero Trust? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Define the perimeter by physical locations.
B. Use identity as the primary security boundary.
C. Always verity the permissions of a user explicitly.
D. Always assume that the user system can be breached.
E. Use the network as the primary security boundary.

Answer: BCD

NEW QUESTION 8
Which three authentication methods can be used by Azure Multi-Factor Authentication (MFA)? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. text message (SMS)
B. Microsoft Authenticator app
C. email verification
D. phone call
E. security question

Answer: ABD

NEW QUESTION 9
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A
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Explanation: 
Graphical user interface, text, application Description automatically generated
Box 1: Yes
You can use sensitivity labels to provide protection settings that include encryption of emails and documents to prevent unauthorized people from accessing this
data.
Box 2: Yes
You can use sensitivity labels to mark the content when you use Office apps, by adding watermarks, headers,
or footers to documents that have the label applied.
Box 3: NO
https://docs.microsoft.com/en-us/information-protection/deploy-use/configure-policy-markings 

NEW QUESTION 10
Select the answer that correctly completes the sentence.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Text, letter Description automatically generated

NEW QUESTION 10
Select the answer that correctly completes the sentence.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Microsoft Defender for Identity is a cloud-based security solution that leverages your on-premises Active Directory signals to identify, detect, and investigate
advanced threats, compromised identities, and malicious insider actions directed at your organization.

NEW QUESTION 13
Select the answer that correctly completes the sentence.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
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NEW QUESTION 18
Which two types of resources can be protected by using Azure Firewall? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Azure virtual machines
B. Azure Active Directory (Azure AD) users
C. Microsoft Exchange Online inboxes
D. Azure virtual networks
E. Microsoft SharePoint Online sites

Answer: AD

Explanation: 
Firewall is really not directly protecting the Virtual Networks though DDOS would have been ideal for VNETS

NEW QUESTION 23
Which score measures an organization's progress in completing actions that help reduce risks associated to data protection and regulatory standards?

A. Microsoft Secure Score
B. Productivity Score
C. Secure score in Azure Security Center
D. Compliance score

Answer: D

NEW QUESTION 28
Match the Microsoft 365 insider risk management workflow step to the appropriate task.
To answer, drag the appropriate step from the column on the left to its task on the right. Each step may be used once, more than once, or not at all.
NOTE: Each correct match is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Graphical user interface, text, application, email Description automatically generated

NEW QUESTION 32
What can you use to view the Microsoft Secure Score for Devices?

A. Microsoft Defender for Cloud Apps
B. Microsoft Defender for Endpoint
C. Microsoft Defender for Identity
D. Microsoft Defender for Office 365

Answer: B

Explanation: 

 Artikel

 12.05.2022

 3 Minuten Lesedauer
Microsoft Secure Score for DevicesApplies to:

 Microsoft Defender for Endpoint Plan 2

 Microsoft Defender Vulnerability Management

 Microsoft 365 Defender
Some information relates to pre-released product which may be substantially modified before it's commercially released. Microsoft makes no warranties, express
or implied, with respect to the information provided here.
To sign up for the Defender Vulnerability Management public preview or if you have any questions, contact us (mdvmtrial@microsoft.com).
Already have Microsoft Defender for Endpoint P2? Sign up for a free trial of the Defender Vulnerability Management Add-on.
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Configuration score is now part of vulnerability management as Microsoft Secure Score for Devices.
Your score for devices is visible in the Defender Vulnerability Management dashboard of the Microsoft 365 Defender portal. A higher Microsoft Secure Score for
Devices means your endpoints are more resilient from cybersecurity threat attacks. It reflects the collective security configuration state of your devices across the
following categories:

 Application

 Operating system

 Network

 Accounts

 Security controls
Select a category to go to the Security recommendations page and view the relevant recommendations.
Turn on the Microsoft Secure Score connectorForward Microsoft Defender for Endpoint signals, giving Microsoft Secure Score visibility into the device security
posture. Forwarded data is stored and processed in the same location as your Microsoft Secure Score data.
Changes might take up to a few hours to reflect in the dashboard.

 In the navigation pane, go to Settings > Endpoints > General > Advanced features

 Scroll down to Microsoft Secure Score and toggle the setting to On.

 Select Save preferences.
How it worksMicrosoft Secure Score for Devices currently supports configurations set via Group Policy. Due to the current partial Intune support, configurations
which might have been set through Intune might show up as misconfigured. Contact your IT Administrator to verify the actual configuration status in case your
organization is using Intune for secure configuration management.
The data in the Microsoft Secure Score for Devices card is the product of meticulous and ongoing vulnerability discovery process. It is aggregated with
configuration discovery assessments that continuously:

 Compare collected configurations to the collected benchmarks to discover misconfigured assets

 Map configurations to vulnerabilities that can be remediated or partially remediated (risk reduction)

 Collect and maintain best practice configuration benchmarks (vendors, security feeds, internal research teams)

 Collect and monitor changes of security control configuration state from all assets

NEW QUESTION 34
You plan to implement a security strategy and place multiple layers of defense throughout a network infrastructure.
Which security methodology does this represent?

A. threat modeling
B. identity as the security perimeter
C. defense in depth
D. the shared responsibility model

Answer: C

NEW QUESTION 35
Select the answer that correctly completes the sentence.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
playbooks
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION 36
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Graphical user interface, text, application, email Description automatically generated

NEW QUESTION 40
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Graphical user interface, text, application Description automatically generated
Box 1: Yes
Box 2: Yes
Box 3: No
The Zero Trust model does not assume that everything behind the corporate firewall is safe, the Zero Trust model assumes breach and verifies each request as
though it originated from an uncontrolled network.

NEW QUESTION 42
Which three authentication methods can be used by Azure Multi-Factor Authentication (MFA)? Each correct answer presents a complete solution. NOTE: Each
correct selection is worth one point.

A. phone call
B. text message (SMS)
C. email verification
D. Microsoft Authenticator app
E. security question

Answer: ABD

NEW QUESTION 46
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Graphical user interface, text, application, email Description automatically generated
Box 1: Yes
System updates reduces security vulnerabilities, and provide a more stable environment for end users. Not applying updates leaves unpatched vulnerabilities and
results in environments that are susceptible to attacks.
Box 2: Yes
Box 3: Yes
If you only use a password to authenticate a user, it leaves an attack vector open. With MFA enabled, your accounts are more secure.
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NEW QUESTION 48
To which type of resource can Azure Bastion provide secure access?

A. Azure Files
B. Azure SQL Managed Instances
C. Azure virtual machines
D. Azure App Service

Answer: C

Explanation: 
Azure Bastion provides secure and seamless RDP/SSH connectivity to your virtual machines directly from the Azure portal over TLS.

NEW QUESTION 50
Select the answer that correctly completes the sentence.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Graphical user interface, text, application Description automatically generated
Azure Active Directory (Azure AD) is a cloud-based user identity and authentication service. Reference: https://docs.microsoft.com/en-
us/microsoft-365/enterprise/about-microsoft-365-identity?view=o365-worldwide

NEW QUESTION 54
You need to keep a copy of all files in a Microsoft SharePoint site for one year, even if users delete the files from the site. What should you apply to the site?

A. a data loss prevention (DLP) policy
B. a retention policy
C. an insider risk policy
D. a sensitivity label policy

Answer: B

NEW QUESTION 58
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Yes NO NO
YES - As an administrator, you can lock a subscription, resource group, or resource to prevent other users in your organization from accidentally deleting or
modifying critical resources. The lock overrides any permissions the user might have.
NO - The most restrictive lock in the inheritance takes precedence.
NO - If you delete a resource group with a locked resource, the portal UI will give you an error and no resources are deleted.
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/lock-resources?tabs=json

NEW QUESTION 62
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Select the answer that correctly completes the sentence.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Text, letter Description automatically generated

NEW QUESTION 66
Select the answer that correctly completes the sentence.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 69
You have an Azure subscription.
You need to implement approval-based, time-bound role activation.
What should you use?

A. Windows Hello for Business
B. Azure Active Directory (Azure AD) Identity Protection
C. access reviews in Azure Active Directory (Azure AD)
D. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)

Answer: D

NEW QUESTION 72
What should you use to ensure that the members of an Azure Active Directory group use multi-factor authentication (MFA) when they sign in?

A. Azure Active Directory (Azure AD) Identity Protection
B. a conditional access policy
C. Azure role-based access control (Azure RBAC)
D. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)

Answer: B

Explanation: 
The recommended way to enable and use Azure AD Multi-Factor Authentication is with Conditional Access policies. Conditional Access lets you create and define
policies that react to sign-in events and that request additional actions before a user is granted access to an application or service.

NEW QUESTION 75
Which three tasks can be performed by using Azure Active Directory (Azure AD) Identity Protection? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.
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A. Configure external access for partner organizations.
B. Export risk detection to third-party utilities.
C. Automate the detection and remediation of identity based-risks.
D. Investigate risks that relate to user authentication.
E. Create and automatically assign sensitivity labels to data.

Answer: CDE

NEW QUESTION 77
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Graphical user interface, text, application Description automatically generated

NEW QUESTION 78
Select the answer that correctly completes the sentence.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Text Description automatically generated

NEW QUESTION 82
What is an assessment in Compliance Manager?

A. A grouping of controls from a specific regulation, standard or policy.
B. Recommended guidance to help organizations align with their corporate standards.
C. A dictionary of words that are not allowed in company documents.
D. A policy initiative that includes multiple policies.

Answer: B

Explanation: 
Microsoft Purview Compliance Manager is a feature in the Microsoft Purview compliance portal that helps you manage your organization’s compliance
requirements with greater ease and convenience. Compliance Manager can help you throughout your compliance journey, from taking inventory of your data
protection risks to managing the complexities of implementing controls, staying current with regulations and certifications, and reporting to auditors.
Watch the video below to learn how Compliance Manager can help simplify how your organization manages compliance:
Compliance Manager helps simplify compliance and reduce risk by providing:

 Pre-built assessments for common industry and regional standards and regulations, or custom assessments to meet your unique compliance needs (available
assessments depend on your licensing agreement; learn more).

 Workflow capabilities to help you efficiently complete your risk assessments through a single tool.

 Detailed step-by-step guidance on suggested improvement actions to help you comply with the standards and regulations that are most relevant for your
organization. For actions that are managed by Microsoft, you’ll see implementation details and audit results.

 A risk-based compliance score to help you understand your compliance posture by measuring your progress in completing improvement actions.

NEW QUESTION 85
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In a hybrid identity model, what can you use to sync identities between Active Directory Domain Services (AD DS) and Azure Active Directory (Azure AD)?

A. Active Directory Federation Services (AD FS)
B. Azure Sentinel
C. Azure AD Connect
D. Azure Ad Privileged Identity Management (PIM)

Answer: C

NEW QUESTION 89
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Box 1: Yes
A certificate is required that provides a private and a public key. Box 2: Yes
The public key is used to validate the private key that is associated with a digital signature. Box 3: NO

NEW QUESTION 90
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point

A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 94
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Graphical user interface, text, application, email Description automatically generated

NEW QUESTION 97
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point

A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 98
What can you protect by using the information protection solution in the Microsoft 365 compliance center?

A. computers from zero-day exploits
B. users from phishing attempts
C. files from malware and viruses
D. sensitive data from being exposed to unauthorized users

Answer: D

NEW QUESTION 101
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Graphical user interface, text, application Description automatically generated

NEW QUESTION 102
Select the answer that correctly completes the sentence.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 105
Which compliance feature should you use to identify documents that are employee resumes?

A. pre-trained classifiers
B. Content explorer
C. Activity explorer
D. eDiscovery

Answer: C

NEW QUESTION 106
When security defaults are enabled for an Azure Active Directory (Azure AD) tenant, which two requirements are enforced? Each correct answer presents a
complete solution.
NOTE: Each correct selection is worth one point.

A. All users must authenticate from a registered device.
B. Administrators must always use Azure Multi-Factor Authentication (MFA).
C. Azure Multi-Factor Authentication (MFA) registration is required for all users.
D. All users must authenticate by using passwordless sign-in.
E. All users must authenticate by using Windows Hello.

Answer: BC
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Explanation: 
Security defaults make it easy to protect your organization with the following preconfigured security settings: Requiring all users to register for Azure AD Multi-
Factor Authentication.

 Requiring administrators to do multi-factor authentication.

 Blocking legacy authentication protocols.

 Requiring users to do multi-factor authentication when necessary.

 Protecting privileged activities like access to the Azure portal.

NEW QUESTION 107
Which service should you use to view your Azure secure score? To answer, select the appropriate service in the answer area.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Security Center

NEW QUESTION 112
Select the answer that correctly completes the sentence.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Graphical user interface, text, application Description automatically generated

NEW QUESTION 115
Which Azure Active Directory (Azure AD) feature can you use to provide just-in-time (JIT) access to manage Azure resources?

A. conditional access policies
B. Azure AD Identity Protection
C. Azure AD Privileged Identity Management (PIM)
D. authentication method policies

Answer: C

Explanation: 
Azure AD Privileged Identity Management (PIM) provides just-in-time privileged access to Azure AD and Azure resources
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NEW QUESTION 118
Which Microsoft 365 compliance center feature can you use to identify all the documents on a Microsoft SharePoint Online site that contain a specific key word?

A. Audit
B. Compliance Manager
C. Content Search
D. Alerts

Answer: C

Explanation: 
The Content Search tool in the Security & Compliance Center can be used to quickly find email in Exchange mailboxes, documents in SharePoint sites and
OneDrive locations, and instant messaging conversations in Skype for Business.
The first step is to starting using the Content Search tool to choose content locations to search and configure a keyword query to search for specific items.

NEW QUESTION 121
......
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