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NEW QUESTION 1
Which personas can a Cisco ISE node assume?

A. policy service, gatekeeping, and monitoring
B. administration, monitoring, and gatekeeping
C. administration, policy service, and monitoring
D. administration, policy service, gatekeeping

Answer: C

Explanation: 
Reference: https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_dis_deploy.html

NEW QUESTION 2
Which two features are available when the primary admin node is down and the secondary admin node has not been promoted? (Choose two.)

A. new AD user 802.1X authentication
B. hotspot
C. posture
D. guest AUP
E. BYOD

Answer: BD

NEW QUESTION 3
In which two ways can users and endpoints be classified for TrustSec? (Choose two.)

A. VLAN
B. dynamic
C. QoS
D. SGACL
E. SXP

Answer: AD

NEW QUESTION 4
What are two requirements of generating a single certificate in Cisco ISE by using a certificate provisioning portal, without generating a certificate signing request?
(Choose two.)

A. Enter the IP address of the device.
B. Enter the common name.
C. Choose the hashing method.
D. Locate the CSV file for the device MAC.
E. Select the certificate template.

Answer: BE

Explanation: 
Reference: https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/200534-ISE-2-0-Certificate-Provisioning-Portal.html

NEW QUESTION 5
Which two values are compared by the binary comparison function in authentication that is based on Active Directory?

A. user-presented certificate and a certificate stored in Active Directory
B. MS-CHAPv2 provided machine credentials and credentials stored in Active Directory
C. user-presented password hash and a hash stored in Active Directory
D. subject alternative name and the common name

Answer: D

Explanation: 
Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/1-3/ISE-ADIntegrationDoc/b_ISE-ADIntegration.html

NEW QUESTION 6
What is the minimum certainty factor when creating a profiler policy?

A. the minimum number that a predefined condition provides
B. the maximum number that a predefined condition provides
C. the minimum number that a device certainty factor must reach to become a member of the profile
D. the maximum number that a device certainty factor must reach to become a member of the profile

Answer: C

NEW QUESTION 7
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What service can be enabled on the Cisco ISE node to identify the types of devices connecting to a network?

A. profiling
B. central web authentication
C. MAB
D. posture

Answer: A

Explanation: 
Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/2-1/admin_guide/b_ise_admin_guide_21/b_ise_admin_guide_20_chapter_010100.html

NEW QUESTION 8
Which two probes must be enabled for the ARP cache to function in the Cisco ISE profiling service so that a user can reliably bind the IP addresses and MAC
addresses of endpoints? (Choose two.)

A. SNMP
B. HTTP
C. RADIUS
D. DHCP
E. NetFlow

Answer: CD

Explanation: 
Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/2-1/admin_guide/b_ise_admin_guide_21/b_ise_admin_guide_20_chapter_010100.html

NEW QUESTION 9
What allows an endpoint to obtain a digital certificate from Cisco ISE during a BYOD flow?

A. Application Visibility and Control
B. Supplicant Provisioning Wizard
C. My Devices Portal
D. Network Access Control

Answer: C

NEW QUESTION 10
Which two endpoint compliance statuses are possible? (Choose two.)

A. compliant
B. valid
C. unknown
D. known
E. invalid

Answer: AC

NEW QUESTION 10
Which portal is used to customize the settings for a user to log in and download the compliance module?

A. Client Provisioning
B. Client Endpoint
C. Client Profiling
D. Client Guest

Answer: A

NEW QUESTION 12
What are two components of the posture requirement when configuring Cisco ISE posture? (Choose two.)

A. Client Provisioning portal
B. remediation actions
C. updates
D. access policy
E. conditions

Answer: BE

NEW QUESTION 13
Which two features must be used on Cisco ISE to enable the TACACS+ feature? (Choose two.)

A. Command Sets
B. Server Sequence
C. Device Administration License
D. External TACACS Servers
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E. Device Admin Service

Answer: CE

NEW QUESTION 18
Which are two characteristics of TACACS+? (Choose two.)

A. It separates authorization and authentication functions.
B. It combines authorization and authentication functions.
C. It uses UDP port 49.
D. It encrypts the password only.
E. It uses TCP port 49.

Answer: AE

Explanation: 
Reference: https://www.cisco.com/c/en/us/support/docs/security-vpn/remote-authentication-dial-user-service-radius/13838-10.html

NEW QUESTION 19
......
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