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NEW QUESTION 1

- (Exam Topic 1)

You need to restrict traffic from VMScaleSetl to VMScaleSet2. The solution must meet the virtual networking requirements.

What is the minimum number of custom NSG rules and NSG assignments required? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Minimum number of custom NSG rules: 1
2
3
4
5
Minimum number of NSG assignments: 1
2
3
4
5

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated

Box 2: One NSG
The minimum requirement is one NSG. You could attach the NSG to VMScaleSet1 and restrict outbound traffic, or you could attach the NSG to VMScaleSet2 and

restrict inbound traffic. Either way you would need two custom NSG rules.

Box 1: Two custom rules
With the NSG attached to VMScaleSet2, you would need to create a custom rule blocking all traffic from VMScaleSetl. Then you would need to create another

custom rule with a higher priority than the first rule that allows traffic on port 443.
The default rules in the NSG will allow all other traffic to VMScaleSet2.

NEW QUESTION 2

- (Exam Topic 1)

You need to configure the default route in Vnet2 and Vnet3. The solution must meet the virtual networking requirements.
What should you use to configure the default route?

A. a user-defined route assigned to GatewaySubnet in Vnet2 and Vnet3
B. a user-defined route assigned to GatewaySubnet in Vnetl

C. BGP route exchange

D. route filters

Answer: A
Explanation:

VNet 1 will get the default from BGP and propagate it to VNET 2 and 3

NEW QUESTION 3

- (Exam Topic 1)

You need to implement name resolution for the cloud.liwareinc.com. The solution must meet the networking requirements.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Answer Area

To implement automatic DNS name registration in
cloud.litwareinc.com: A 4

| Create wirtual network links
| Configure conditional forwarding
Create an SOA record in cloud.litwareinc.com

To implement name resolution of the cloud.litwareinc.com
DNS records from the on-premises locations: Y

| Enable the Azure Firewall DNS proxy
| Create 5RV records in cloud.litwareinc.com
Deploy an Azure virtual machine configured as a DNS server to Vnet1

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/dns/private-dns-autoregistration
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-name-resolution-for-vms-and-role-insta

NEW QUESTION 4

- (Exam Topic 1)

You need to implement outbound connectivity for VMScaleSetl. The solution must meet the virtual networking requirements and the business requirements.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

Create a health probe

Create a public load balancer in the Standard SKU

Create a public load balancer in the Basic SKU @

Create a backend pool that contains VMScaleSet1

Create a NAT rule

Create an outbound rule

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/load-balancer/skus
https://docs.microsoft.com/en-us/azure/load-balancer/load-balancer-outbound-connections#outboundrules

NEW QUESTION 5

- (Exam Topic 2)

You need to configure GWL1 to meet the network security requirements for the P2S VPN users. Which Tunnel type should you select in the Point-to-site
configuration settings of GW1?

A. IKEv2 and OpenVPN (SSL)
B. IKEv2

C. IKEv2 and SSTP (SSL)

D. OpenVPN (SSL)
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E. SSTP (SSL)

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/vpn-gateway/openvpn-azure-ad-tenant

NEW QUESTION 6

- (Exam Topic 2)

You need to meet the network security requirements for the NSG flow logs.

Which type of resource do you need, and how many instances should you create? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Arca

Resource hyjpe:

I, storage account

Minmum number of nstances: m

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Hesournoe Ty

NEW QUESTION 7

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have two Azure virtual networks named Vnetl and Vnet2.

You have a Windows 10 device named Clientl that connects to Vnetl by using a Point-to-Site (P2S) IKEv2 VPN.

You implement virtual network peering between Vnetl and Vnet2. Vnetl allows gateway transit. Vnet2 can use the remote gateway.

You discover that Clientl cannot communicate with Vnet2. You need to ensure that Clientl can communicate with Vnet2. Solution: You reset the gateway of
Vnetl.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
The VPN client must be downloaded again if any changes are made to VNet peering or the network topology. Reference:
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-point-to-site-routing

NEW QUESTION 8
- (Exam Topic 3)
You are planning the IP addressing for the subnets in Azure virtual networks. Which type of resource requires IP addresses in the subnets?

A. Azure Virtual Network NAT
B. virtual network peering

C. service endpoints

D. private endpoints

Answer: A

NEW QUESTION 9
- (Exam Topic 3)
You have an Azure subscription that contains the resources shown in the following table.
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Name Type Location
WebApp1 Web app West US
VNet1 Virtual network East US

The IP Addresses settings for Vnetl are configured as shown in the exhibit.

Basic  IP Addresses Security Tags  Review + create

The virtual network’s address space, specified as one or more address prefixes in CIDR notation (e.g. 192.168.1.0/24).
IPv4 address space

10.3.0.0/16  10.2.0.0 - 10.3.255.255 (65536 addresses) [in]

| J

I:] Add IPv6 address space O

The subnet's address range in CIDR notation (e.g. 192.168.1.0/24). It must be contained by the address space of the virtual
network.

-+ Add subnet

[] subnet name Subnet address range NAT gateway
[ subnet 10.3.0.0/16
o Use of a NAT gateway is recommended for outbound internet access from a subnet. You can deploy a NAT gateway and assign it to a

subnet after you create the virtual network. Learn more

You need to ensure that you can integrate WebAppl and Vnet1.
Which three actions should you perform in sequence before you can integrate WebAppl and Vnetl? To answer, move the appropriate actions from the list of
actions to the answer area and arrange them in the correct order.

Actions Answer Area

Creale a service endpoint

Deploy a VPN gateway

Add a private endpoint 8 @

Modify the address space of Vnet1

Configure a Point-to-Site (P25) VPN

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Text Description automatically generated with medium confidence

Reference:
https://docs.microsoft.com/en-us/azure/app-service/web-sites-integrate-with-vnet#gateway-required-vnet-integra

NEW QUESTION 10
- (Exam Topic 3)
You have the hybrid network shown in the Network Diagram exhibit.
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You have a peering connection between Vnetl and Vnet2 as shown in the Peering-Vnetl1-Vnet2 exhibit.
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You have a peering connection between Vnetl and Vnet3 as shown in the Peering -Vnetl-Vnet3 exhibit.
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For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Arca
Statements Yes MNo
The resources in Vnet2 can communicate with the resources in Vnet1. ) Q)
The resources in Vnet2 can communicate with the resources in Vnet3. ) O

The resources in VnetZ can communicate with the resources in the on-premises network.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Arca

Statements Yes No

The resources in Vnet2 can communicate with the resources im Vinet1.

The resources in Vnet2 can communicate with the resources in Vinet3., ) !

The resources in Vnet? can commumcate wath the resources in the on-premises nebwork

NEW QUESTION 10

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure application gateway that has Azure Web Application Firewall (WAF) enabled. You configure the application gateway to direct traffic to the URL
of the application gateway.

You attempt to access the URL and receive an HTTP 403 error. You view the diagnostics log and discover the following error.
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timeStamp™: "2021-06-02TIB 13 4a+002 007,

“resauroe DT *SSUBSC

r
“operationfame™: "ApplicationGatewayFirewall”,
“category”: "“ApplicationGatewayFirewallLog™,

"properties”; |

*instanceid®: “appgw 0%,
“clientIp”: “137.135.10.24%,

: *flogin”,
: "L}H.ﬁ:?i.'_ CRS™,;

n¥: “3.0.07

site®: *Globhal*

“mecoadge®: “*WHarning. Match of '-."-."._"F-m AppleWebEit Androld\\\" against WMWY TREQUEST HEADER:User-pgent A\ required. 7,

R T 1]
data™: i

“file”™: ™rules)/REQUEST-220-PROTOCOL-ENFORCEMENT.conf™,

“ling™: 1247

"hostname™: ™appl.contoso.com™,
"transactionld™: “f7546L35%y1hikTwalld5684L5131t680T7,
TpollieyId”: “default®,

"policyScope™: ™
"

Global®,
1

poplicyScopedame”™: “Global®,

You need to ensure that the URL is accessible through the application gateway.
Solution: You create a WAF policy exclusion for request headers that contain 137.135.10.24. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
The parameter here should be RemoteAddr not Request header.
https://docs.microsoft.com/en-us/azure/web-application-firewall/ag/custom-waf-rules-overview#match-variable

NEW QUESTION 12
- (Exam Topic 3)
You have an Azure private DNS zone named contoso.com that is linked to the virtual networks shown in the following table.

Name IP address
Vnet1 10.1.0.0/16
Vnet2 10.2.0.0/16

The links have auto registration enabled.
You create the virtual machines shown in the following table.

Name IP address
VM1 10.1.10.10
VM2 10.2.10.10
VM3 10.2.10.11

You manually add the following entry to the contoso.com zone:
> Name: VM1
> IP address: 10.1.10.9

RIFTIONS/4B52hht-3eTy-98Tv-g571-463hw36 79512 /RESOURCEGROUPS/RG1 / PROVIDERS/MICROS0FT . NETRORE/ ARPPLICAT IONGATERAY S/ AGHL ",

For each of the following statements, select Yes of the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes
VM2 will resolve vm1.contoso.com to 10.1.10.10 O
Deleting VM1 will delete the VM1 record automatically O

Changing the IP address of VM3 will update the DNS record of VM3 automatically O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Graphical user interface, text, application Description automatically generated

Box 1: No

The manual DNS record will overwrite the auto-registered DNS record so VM1 will resolve to 10.1.10.9. Box 2: No

The DNS record for VM1 is now a manually created record rather than an auto-registered record. Only auto-registered DNS records are deleted when a VM is
deleted.

Box 3: No

This answer depends on how the IP address is changed. To change the IP address of a VM manually, you would need to select ‘Static’ as the IP address
assignment. In this case, the DNS record will not be updated because only DHCP assigned IP addresses are auto-registered.

Reference:

https://docs.microsoft.com/en-us/azure/dns/dns-fag-private

NEW QUESTION 13

- (Exam Topic 3)

You have a website that uses an FQDN of www.contoso.com. The DNS record tor www.contoso.com resolves to an on-premises web server.

You plan to migrate the website to an Azure web app named Webl. The website on Web1 will be published by using an Azure Front Door instance named
ContosoFD1.

You build the website on Web1.

You plan to configure ContosoFD1 to publish the website for testing.

When you attempt to configure a custom domain for www.contoso.com on ContosoFD1, you receive the error message shown in the exhibit.

Add a custom domain ¢

'.:.ﬁl:l.d'a custom domain to your Front Door. Create a DNS mapping from your custom
domain to the Front Door azurefd.net frontend host with your DNS provider. Learn more

ey

Frontend host name

Custom host name * ()
www.contoso.com f

€ A CMAME record for ‘'www.contoso.com’ that points to ‘ContosofFD1.azurefd.net’ could
not be found. Before you can associate a domain with this Front Door. you need to
create a CNAME record with your DNS provider for ‘'www.contoso.com  that points to

‘ContosoFD1.azurefd.net'.

You need to test the website and ContosoFD1 without affecting user access to the on-premises web server. Which record should you create in the contoso.com
DNS domain?

A. a CNAME record that maps www.contoso.com to ContosoFD1.azurefd.net

B. a CNAME record that maps www.contoso.com to Web1.contoso.com

C. a CNAME record that maps afdverify.www.contoso.com to ContosoFD1.azurefd.net

D. a CNAME record that maps afdverify.www.contoso.com to afdverify.ContosoFD1.azurefd.net

Answer: A

NEW QUESTION 14
- (Exam Topic 3)
You have an Azure subscription that contains the following resources:

> A virtual network named Vnetl

> Two subnets named subnetl and AzureFirewallSubnet
> A public Azure Firewall named FW1

> A route table named RT1 that is associated to Subnetl

A rule routing of 0.0.0.0/0 to FW1 in RT1
After deploying 10 servers that run Windows Server to Subnetl, you discover that none of the virtual machines were activated.
You need to ensure that the virtual machines can be activated. What should you do?

A. On FW1, create an outbound service tag rule for AzureCloud.

B. On FW1, create an outbound network rule that allows traffic to the Azure Key Management Service (KMS).
C. Deploy a NAT gateway.

D. To Subnetl, associate a network security group (NSG) that allows outbound access to port 1688.

Answer: B

Explanation:
Reference:
https://ryanmangansitblog.com/2020/05/11/firewall-considerations-windows-virtual-desktop-wvd/

NEW QUESTION 19

- (Exam Topic 3)

You have an Azure application gateway named AppGW1 that balances requests to a web app hamed Appl. You need to modify the server variables in the
response header of Appl.

What should you configure on AppGW1?

A. HTTP settings
B. rewrites
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C. rules
D. listeners

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/application-gateway/rewrite-http-headers-url

NEW QUESTION 23

- (Exam Topic 3)

You are configuring two network virtual appliances (NVAS) in an Azure virtual network. The NVAs will be used to inspect all the traffic within the virtual network.
You need to provide high availability for the NVAs. The solution must minimize administrative effort. What should you include in the solution?

A. Azure Standard Load Balancer
B. Azure Traffic Manager

C. Azure Application Gateway

D. Azure Front Door

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/architecture/reference-architectures/dmz/nva-ha?tabs=cli

NEW QUESTION 25
- (Exam Topic 3)
You have two Azure App Service instances that host the web apps shown the following table.

@Wﬁ/ IR ... LAt ettt . L0 T
As1.contoso.com http-sjfapp‘l contoso.com/
| https://app2.contoso.com/
ASZ2.coNtoso.com https://app3.contoso.com/
https://app4.contoso.com/

You deploy an Azure application gateway that has one public frontend IP address and two backend pools. You need to publish all the web apps to the application
gateway. Requests must be routed based on the HTTP

host headers.

What is the minimum number of listeners and routing rules you should configure? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

i

Listeners: 1

i)

Routing rules: 1

A. Mastered
B. Not Mastered

Answer: A

Explanation:
1,2

NEW QUESTION 27

- (Exam Topic 3)

Your company has 10 instances of a web service. Each instance is hosted in a different Azure region and is accessible through a public endpoint.

The development department at the company is creating an application named Appl. Every 10 minutes. Appl will use a list of end points and connect to the first
available endpoint.

You plan to use Azure Traffic Manager to maintain the list of endpoints.

You need to configure a Traffic Manager profile that will minimize the impact of DNS caching. What should you configure? To answer, select the appropriate
options in the answer area. NOTE: Each correct selection is worth one point.

Answer Arca

Nraffic Manager algonthm

Lyeoarap b
+.1|,||'|".!;'.J!

o gy
HFrionty

SunDmeTt
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Arca

T i~ ks " .
il LM )T b it _

NO RO Ty

NEW QUESTION 30

- (Exam Topic 3)

Your company has an Azure virtual network named Vnetl that uses an IP address space of 192.168.0.0/20. Vnetl contains a subnet named Subnetl that uses an
IP address space of 192.168.0.0/24.

You create an IPv6 address range to Vnetl by using a CIDR suffix of /48.

You need to enable the virtual machines on Subnetl to communicate with each other by using IPv6 addresses assigned by the company. The solution must
minimize the number of additional IPv4 addresses.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Create an IPv6 subnet that uses a CIDR suffix of: 'Y _
/20 ‘
/24 :
/48 |
. /64
For each virtual machine, create an additional: Y

‘ IP configuration
" NIC
" Public IPv6 address

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Add IPv6 configuration to NIC. "Configure all of the VM NICs with an IPv6 address using Add-AzNetworklInterfacelpConfig"

Source: https://docs.microsoft.com/en-us/azure/load-balancer/ipv6-add-to-existing-vnet-powershell

NEW QUESTION 33
- (Exam Topic 3)
You have an Azure virtual network that contains the subnets shown in the following table.

Name IP address space
AzureFirewallSubnet | 192.168.1.0/24
Subnet? 192.168.2.0/24

You deploy an Azure firewall to AzureFirewallSubnet. You route all traffic from Subnet2 through the firewall. You need to ensure that all the hosts on Subnet2 can
access an external site located at https://*.contoso.com. What should you do?

A. Create a network security group (NSG) and associate the NSG to Subnet2.
B. In a firewall policy, create an application rule.

C. In afirewall policy, create a DNAT rule.

D. In a firewall policy, create a network rule.

Answer: B
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NEW QUESTION 38

- (Exam Topic 3)

You have an Azure virtual network named Vnetl that hosts an Azure firewall named FW1 and 150 virtual machines. Vnetl is linked to a private DNS zone named
contoso.com. All the virtual machines have their name registered in the contoso.com zone.

Vnetl connects to an on-premises datacenter by using ExpressRoute.

You need to ensure that on-premises DNS servers can resolve the names in the contoso.com zone. Which two actions should you perform? Each correct answer
presents part of the solution.

NOTE: Each correct selection is worth one point.

A. On the on-premises DNS servers, configure forwarders that point to the frontend IP address of FWL1.

B. On the on-premises DNS servers, configure forwarders that point to the Azure provided DNS service at 168.63.129.16.
C. Modify the DNS server settings of Vnetl.

D. For FW1, enable DNS proxy.

E. For FW1, configure a custom DNS server.

Answer: AC

NEW QUESTION 39

- (Exam Topic 3)

You fail to establish a Site-to-Site VPN connection between your company's main office and an Azure virtual network.
You need to troubleshoot what prevents you from establishing the IPsec tunnel. Which diagnostic log should you review?

A. IKEDiagnosticLog

B. GatewayDiagnosticLog
C. TunnelDiagnosticLog
D. RouteDiagnosticLog

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/vpn-gateway/troubleshoot-vpn-with-azure-diagnostics IKEDiagnosticLog = The IKEDiagnosticLog table offers verbose
debug logging for IKE/IPsec. This is very

useful to review when troubleshooting disconnections, or failure to connect VPN scenarios.

GatewayDiagnosticLog = Configuration changes are audited in the GatewayDiagnosticLog table. TunnelDiagnosticLog = The TunnelDiagnosticLog table is very
useful to inspect the historical connectivity

statuses of the tunnel.

RouteDiagnosticLog = The RouteDiagnosticLog table traces the activity for statically modified routes or routes received via BGP.

P2SDiagnosticLog = The last available table for VPN diagnostics is P2SDiagnosticLog. This table traces the activity for Point to Site.
https://docs.microsoft.com/en-us/azure/vpn-gateway/troubleshoot-vpn-with-azure-diagnostics

NEW QUESTION 42
- (Exam Topic 3)
You have the network topology shown in the Topology exhibit. (Click the Topology tab.)

\.r “ ey

You have the Azure firewall shown in the Firewall 1 exhibit. (Click the Firewall tab.)
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- Firewalll

You have the route table shown in the RouteTablel exhibit. (Click the RouteTablel tab.)

J» RouteTablel

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes Mo

The resources in Subnet1 can connect 1o the internet through Firewalll

I he resources in subnetl can connect to the resources in vnet

he resources in Subneld can connect 1o the internet thigugh Firewalll
U

A. Mastered
B. Not Mastered

Answer: A
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Explanation:
Answer Arca

Statements

The resources in Subnetl can connect 10 the internet TRraugn Firewalll

a

The resources in Subnetl can connect 10 the resources in Vnetd

The resgurces in Subnets can connect 1o the mternet thraugh Frewalll

NEW QUESTION 47
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