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NEW QUESTION 1

- (Exam Topic 1)

You need to recommend a solution to secure the MedicalHistory data in the ClaimsDetail table. The solution must meet the Contoso developer requirements.
What should you include in the recommendation?

A. Transparent Data Encryption (TDE)
B. Always Encrypted

C. row-level security (RLS)

D. dynamic data masking

E. data classification

Answer: A

NEW QUESTION 2

- (Exam Topic 1)

You need to recommend a solution to meet the AWS requirements.

What should you include in the recommendation? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

|

For the AWS EC2 instances:
Azure Blueprints

Defender for Cloud

Microsoft Defender for Cloud Apps
Microsoft Defender for servers
Microsoft Endpoint Manager
Microsoft Sentinel

For the AWS service logs:
Azure Bluepnints

Defender for Cloud

Microsoft Defender for Cloud Apps
Microsoft Defender for servers
Microsoft Endpoint Manager
Microsoft Sentinel

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

For the AWS EC2 instances:
Azure Blueprints

Defender for Cloud

Microsoft Defender for Cloud Apps
Microsoft Defender for servers
Microsoft Endpoint Manager
Microsoft Sentinel

For the AWS service logs:
Azure Bluepnnts

Defender for Cloud

Microsoft Defender for Cloud Apps
Microsoft Defender for servers
Microsoft Endpoint Manager
Microsoft Sentinel

NEW QUESTION 3

- (Exam Topic 1)

You are evaluating the security of ClaimsApp.

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE; Each correct selection is worth one point.
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Answer Area

Statements
FD1 can be used to protect all the instances of ClaimsApp.

FD1 must be configured to have a certificate for claims.fabrikam.com.

To block connections from North Korea to ClaimsApp, you require a custom rule in FD1.
A. Mastered
B. Not Mastered
Answer: A

Explanation:

Answer Area

Statements
FD1 can be used to protect all the instances of ClaimsApp.

FD1 must be configured to have a certificate for claims.fabnkam.com.

To block connections from North Korea to ClaimsApp, you require a custom rule in FD1.

NEW QUESTION 4
- (Exam Topic 1)
You need to recommend a solution to meet the compliance requirements.

What should you recommend? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Answer Area |

To enforce comphiance to the regulatory standard, create:
An Azure Automation account
A blueprint

A managed identity
Workflow automation

To exclude TestRG from the comphance assessment:
Edit an Azure blueprint
Modify a Defender for Cloud workflow automation |
Modify an Azure policy definition

Update an Azure policy assignment

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

To enforce compliance to the regulatory standard, create:

An Azure Automation account
A bluepnnt

Warkflow automation I

Edit an Azure bluepnnt
Modify a oW automation
Modify an Azure policy definition

(Update an Azure policy assignment

To exclude TestRG from the comphance assessment

NEW QUESTION 5

- (Exam Topic 1)

You need to recommend a solution to meet the security requirements for the InfraSec group. What should you use to delegate the access?
A. a subscription

B. a custom role-based access control (RBAC) role

C. a resource group

D. a management group

Answer: D
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NEW QUESTION 6
- (Exam Topic 2)
You need to recommend a SIEM and SOAR strategy that meets the hybrid requirements, the Microsoft Sentinel requirements, and the regulatory compliance

requirements.
What should you recommend? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Segment Microsoft Sentinel workspaces by:

Azure AD tenant

Enterprise
Reqion and Azure AD tenant

Integrate Azure subscniptions by using:

Self-service sign-up user flows for Azure AD B2B
Self-service sign-up user flows for Azure AD B2C
The Azure Lighthouse subscription onboarding process

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Segment Microsoft Sentinel workspaces by:
Azure AD tenant

Enterprise

Region and Azure AD tenant

Integrate Azure subscnptions by using:

Self-service sign-up user flows for Azure AD B2B
Self-service sign-up user flows for Azure AD B2C
The Azure Lighthouse subscrniption onboarding process

NEW QUESTION 7

- (Exam Topic 2)

You need to recommend an identity security solution for the Azure AD tenant of Litware. The solution must meet the identity requirements and the regulatory
compliance requirements.

What should you recommend? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Answer Area =]

For the delegated management of users and
Qroups, use:

AD D5 crganzanonal wnits
Azure AD admunistratiee units
Custom Azure AD roles

To ensure that you can perform keaked
credential detection: |Enable password hash synchronization in the Azure AD Connect deploymment
Enable Secumty defaults in the Azure AD tenant of Litware

Replace pass-through authentication with Active Directory Federabon Sensces

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area o

For the delegated management of users and

groups, use: |AD DS crgamzational units 'y I[
Arure AD adminisiratne units I |
I ustom AZure AD roles

To ensure that Yo can perform léaked
credential detechion:

Enable password hash synchromzation in the Azure AD Connect deployment
Enable Secunty defaults in the Azure AL tenant of Litwaie
Heplace pass-through authentication wath Active Directony Ftdem_[n:\n SErA0EL

NEW QUESTION 8

- (Exam Topic 2)

You need to recommend a strategy for securing the litware.com forest. The solution must meet the identity requirements. What should you include in the
recommendation? To answer, select the appropriate options in the answer area. NOTE; Each correct selection is worth one point.
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Answer Area

For Azure AD-targeted threats:

Azure AD Identity Protection
Azure AD Password Protection
Microsoft Defender for Cloud

For AD DS-targeted threats:
An account lockout policy in AD DS
Microsoft Defender for Endpoint
Microsoft Defender for Identity

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

For Azure AD-targeted threats:
Azure AD Identity Protection "
|Azure AD Password Protection '
Microsoft Defender for Cloud

For AD DS-targeted threats:

An account lockout policy in AD DS
Microsoft Defender for Endpoint
Microsoft Defender for Identity

NEW QUESTION 9

- (Exam Topic 2)

To meet the application security requirements, which two authentication methods must the applications support? Each correct answer presents a complete
solution.

NOTE: Each correct selection is worth one point.

A. Security Assertion Markup Language (SAML)
B. NTLMv2

C. certificate-based authentication

D. Kerberos

Answer: AC

NEW QUESTION 10

- (Exam Topic 3)

You have an Azure subscription that is used as an Azure landing zone for an application. You need to evaluate the security posture of all the workloads in the
landing zone. What should you do first?

A. Add Microsoft Sentinel data connectors.

B. Configure Continuous Integration/Continuous Deployment (CI/CD) vulnerability scanning.
C. Enable the Defender plan for all resource types in Microsoft Defender for Cloud.

D. Obtain Azure Active Directory Premium Plan 2 licenses.

Answer: A

NEW QUESTION 10

- (Exam Topic 3)

You are creating the security recommendations for an Azure App Service web app named Appl. Appl has the following specifications:

» Users will request access to Appl through the My Apps portal. A human resources manager will approve the requests.

« Users will authenticate by using Azure Active Directory (Azure AD) user accounts. You need to recommend an access security architecture for App1l.

What should you include in the recommendation? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Arswer Arca

To enabie Azure AD suthentication Tor =pg

Ta i pleTEnl ACCESS 16 pes s To0 App T
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Arswer Area

To enable Arure AD authentcatson for Appl, use
Azure AD applicatsn
L AT ALY AP B0 Py \

A |""I.a|'r.'|.r|;|[|-|:: ._.i'ﬂ'-.r-.' in Aue AL |
Migeealt Defender 100 Apn ‘l

P MO fn‘l[.ﬂ_f ) Pt S0

Ay access fevew w0 Ldentity Governance

Asute AD Conamional Acceys App Contiol

A Odwth app policy n Waictoso®t Detender fon Oloud Apps

NEW QUESTION 14

- (Exam Topic 3)

Your company is developing an invoicing application that will use Azure Active Directory (Azure AD) B2C. The application will be deployed as an App Service web
app. You need to recommend a solution to the application development team to secure the application from identity related attacks. Which two configurations
should you recommend? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Azure AD Conditional Access integration with user flows and custom policies
B. Azure AD workbooks to monitor risk detections

C. custom resource owner password credentials (ROPC) flows in Azure AD B2C
D. access packages in Identity Governance

E. smart account lockout in Azure AD B2C

Answer: BE

NEW QUESTION 18
- (Exam Topic 3)
You receive a security alert in Microsoft Defender for Cloud as shown in the exhibit. (Click the Exhibit tab.)
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After remediating the threat WhICh pollcy definition should you assign to prevent the threat from reoccurring?

A. Storage account public access should be disallowed

B. Azure Key Vault Managed HSM should have purge protection enabled
C. Storage accounts should prevent shared key access

D. Storage account keys should not be expired

Answer: A

NEW QUESTION 19
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- (Exam Topic 3)

You are creating an application lifecycle management process based on the Microsoft Security Development Lifecycle (SDL).

You need to recommend a security standard for onboarding applications to Azure. The standard will include

recommendations for application design, development, and deployment What should you include during the application design phase?

A. static application security testing (SAST) by using SonarQube

B. dynamic application security testing (DAST) by using Veracode

C. threat modeling by using the Microsoft Threat Modeling Tool

D. software decomposition by using Microsoft Visual Studio Enterprise

Answer: D

NEW QUESTION 20
- (Exam Topic 3)

Your company is moving all on-premises workloads to Azure and Microsoft 365. Vou need to design a security orchestration, automation, and response (SOAR)

strategy in Microsoft Sentinel that meets the following requirements:
» Minimizes manual intervention by security operation analysts
 Supports Waging alerts within Microsoft Teams channels What should you include in the strategy?

A. data connectors
B. playbooks

C. workbooks

D. KQL

Answer: C
NEW QUESTION 22

- (Exam Topic 3)
You open Microsoft Defender for Cloud as shown in the following exhibit.
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NOTE: Each correct selection is worth one point.
it

~ Toincrease the score for the Restrict unauthorized network access control,
implerment [answer choice].

Azure Actrve Directory (Azure AD) Conditional Ao
Azire Web Application Firewall [WAF)
network secunty groups (NSGs)

* Toincrease the score for the Enable endpoint protection control, implement
' ' [answer cholce] |Microsoft Defender for Resource Manager
Mcrosoft Defender for servers

|prrvate endponts

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

=

To increase the score for the Restrict unauthorized network access control,
implement [answer choice],

Azure Web Application FJrall (WAF)
retwork secunty groups (NSGs)

Ta incréase the score for the Enable endpoint protection control, implement
[answer choice), |Microsoft Defender for Resource Manager
whcrosoft Defender for servers

|pirvate endpoants

NEW QUESTION 25

- (Exam Topic 3)

You have an Azure subscription that has Microsoft Defender for Cloud enabled.

You are evaluating the Azure Security Benchmark V3 report as shown in the following exhibit.

n I'.l

9 Microsoft Defender for Cloud

v Downioad repant % Mandge

Par| b vha duihiaard Uedate \sur deribcard by selecting anage comphance
0 Ol CAM DO FLSY 4 W AT

poboe 100

Azure Security Benchmark |3

" bander for Cloud that are assacated wih hat
Eaakla smmmkames FARY MR SEL 0T 2K . 2
inAer g3ch oot atie (G gt | i : PR
UnNGE eact appiac ) T ot Entuare you afe !'.!. LOmD -I"-J:
P - 4 mapsnr fRAars JI0E The dit AL "

samienl o fha ang 3l OFEEN ra Wk S [T & b
control ¥ they aré 31 & e vandation 3t covered by Defender for Cloud assessments

T Sl sran Arg F ] 3 i i ; + _'|
Ak ikt mm | $irthé f ;
with tnal COMCMQL FURITETIT

o

PR R S| Ry LT =
P TR BITUS TRt Y g e
W BN ETWE E

s ; ]
[ Expand all comphance contre

v @ NS. Network Security
v @ |M. ldentity Management
v @ PA. Privileged Access
~ @ DP Data Protection
v ©@ AM. Asset Management
v © LT. Logging and Threat Detection
v @ |R. Incident Response
~ © PV Posture and Vulnerability Management
~ @ ES. Endpoint Security
v @ BR. Backup and Recovery

v @ DS. DevOps Security

You need to verify whether Microsoft Defender for servers is installed on all the virtual machines that run Windows. Which compliance control should you

evaluate?

A. Data Protection

B. Incident Response

C. Posture and Vulnerability Management
D. Asset Management

E. Endpoint Security

Answer: E
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NEW QUESTION 28

- (Exam Topic 3)

Your company has a Microsoft 365 E5 subscription.

The company plans to deploy 45 mobile self-service kiosks that will run Windows 10. You need to provide recommendations to secure the kiosks. The solution
must meet the following requirements:

* Ensure that only authorized applications can run on the kiosks.

* Regularly harden the kiosks against new threats.

Which two actions should you include in the recommendations? Each correct answer presents part of the

solution. NOTE: Each correct selection is worth one point.

A. Onboard the kiosks to Azure Monitor.

B. Implement Privileged Access Workstation (PAW) for the kiosks.

C. Implement Automated Investigation and Remediation (AIR) in Microsoft Defender for Endpoint.
D. Implement threat and vulnerability management in Microsoft Defender for Endpoint.

E. Onboard the kiosks to Microsoft Intune and Microsoft Defender for Endpoint.

Answer: AB

NEW QUESTION 33

- (Exam Topic 3)

You have a customer that has a Microsoft 365 subscription and uses the Free edition of Azure Active Directory (Azure AD)

The customer plans to obtain an Azure subscription and provision several Azure resources. You need to evaluate the customer's security environment.
What will necessitate an upgrade from the Azure AD Free edition to the Premium edition?

A. role-based authorization

B. Azure AD Privileged Identity Management (PIM)
C. resource-based authorization

D. Azure AD Multi-Factor Authentication

Answer: A

NEW QUESTION 34

- (Exam Topic 3)

Your company has a Microsoft 365 E5 subscription, an Azure subscription, on-premises applications, and Active Directory Domain Services (AD DSV You need to
recommend an identity security strategy that meets the following requirements:

 Ensures that customers can use their Facebook credentials to authenticate to an Azure App Service website

 Ensures that partner companies can access Microsoft SharePoint Online sites for the project to which they are assigned

The solution must minimize the need to deploy additional infrastructure components. What should you include in the recommendation? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

For the customers:

Azure AD B2B authentication with access package assignments

Azure AD B2C authentication

Federation in Azure AD Connect with Active Directory Federation Services
Pass-through authentication in Azure AD Connect

Password hash synchronization in Azure AD Connect

For the partners:

Azure AD B2B authentication with access package assignments

Azure AD BZ2C authentication

Federation in Azure AD Connect wath Active Directory Federation Services
Pass-through authenticanon in Azure AD Connect

Password hash synchronization in Azure AD Connect

A. Mastered
B. Not Mastered

Answer: A

Exp_Iana_tion:

For the customers

Azure AD B2B authentication with access package assignments

Azure AD B2C authenthication

Federation in Azure AD Connect with Active Directory Federation Services
| |Pass-through authentication in Azure AD Connect |

Password hash synchronization in Azure AD Connect

For the partners

Azure AD B2B authentication with access package assignments
Azure AL BZC authentication

Federation in Azure AD Connect with Active Directory Federation Senices

Pass-through authentcation in Azure AD Connect

Password hash synchronization in Azure AD Connect
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NEW QUESTION 37
- (Exam Topic 3)
Your company is designing an application architecture for Azure App Service Environment (ASE) web apps as shown in the exhibit. (Click the Exhibit tab.)
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Communication between the on-premises network and Azure uses an ExpressRoute connection.

You need to recommend a solution to ensure that the web apps can communicate with the on-premises application server. The solution must minimize the number
of public IP addresses that are allowed to access the on-premises network.

What should you include in the recommendation?

A. Azure Traffic Manager with priority traffic-routing methods

B. Azure Application Gateway v2 with user-defined routes (UDRS).
C. Azure Front Door with Azure Web Application Firewall (WAF)
D. Azure Firewall with policy rule sets

Answer: A

NEW QUESTION 40

- (Exam Topic 3)

Your company is migrating data to Azure. The data contains Personally Identifiable Information (PIl). The company plans to use Microsoft Information Protection
for the PIl data store in Azure. You need to recommend a solution to discover Pll data at risk in the Azure resources.

What should you include in the recommendation? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Microsoft informaticn Frotection

To connect the Azure data Sources (0 &

Azure Purview

Enclpoint data Ioss prevention
Mictosoft Defendet for Cloud Apps

pLUL R

Microsaft Information Protechon

Bl Aap
| Tabad A racf rae RPN rl_l:.-:.:_..
Totrage secury et eated 10 1eSQuICEs ha Conta 7 G2

Azure Monitor
Endpoint data loss prévention

Microsolt Detender for Cloud

. ) o
Microsoft Defendet for Cloud Apps

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

~ [ #ip ful i N :I --""-1 1
To connect the Azure data sources 10 Mcrosort Informaion FIIEE

Arue PunIey

Endpomt data loss prevention

Microsoft Defender for Cloud Rpps

VIS o

Microsoft Information Frotechor

To triage secunty alerts relatec 10 fesoulCes kit

Arure Mool

Ervdpoint data loss prevention

Micrasoft Defender for Cloud

e a4
Mictosoft Defender for Lloud ADPS

NEW QUESTION 44

- (Exam Topic 3)

You have a Microsoft 365 subscription

You need to recommend a security solution to monitor the following activities:

» User accounts that were potentially compromised

« Users performing bulk file downloads from Microsoft SharePoint Online

What should you include in the recommendation for each activity? To answer, drag the appropriate components to the correct activities. Each component may be
used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each Correct selection is worth one Point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 45

- (Exam Topic 3)

Your company has an on-premise network in Seattle and an Azure subscription. The on-premises network contains a Remote Desktop server.

The company contracts a third-party development firm from France to develop and deploy resources to the virtual machines hosted in the Azure subscription.
Currently, the firm establishes an RDP connection to the Remote Desktop server. From the Remote Desktop connection, the firm can access the virtual machines
hosted in Azure by using custom administrative tools installed on the Remote Desktop server. All the traffic to the Remote Desktop server is captured by a firewall,
and the firewall only allows specific connections from France to the server.

You need to recommend a modern security solution based on the Zero Trust model. The solution must minimize latency tor developers.

Which three actions should you recommend? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Configure network security groups (NSGs) to allow access from only specific logical groupings of IP address ranges.

B. Implement Azure Firewall to restrict host pool outbound access.

C. Configure Azure Active Directory (Azure AD) Conditional Access with multi-factor authentication (MFA) and named locations.
D. Migrate from the Remote Desktop server to Azure Virtual Desktop.

E. Deploy a Remote Desktop server to an Azure region located in France.

Answer: BDE

NEW QUESTION 49
- (Exam Topic 3)
Your company has a hybrid cloud infrastructure.
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The company plans to hire several temporary employees within a brief period. The temporary employees will need to access applications and data on the
company' premises network.

The company's security policy prevents the use of personal devices for accessing company data and applications.

You need to recommend a solution to provide the temporary employee with access to company resources. The solution must be able to scale on demand.
What should you include in the recommendation?

A. Migrate the on-premises applications to cloud-based applications.

B. Redesign the VPN infrastructure by adopting a split tunnel configuration.

C. Deploy Microsoft Endpoint Manager and Azure Active Directory (Azure AD) Conditional Access.

D. Deploy Azure Virtual Desktop, Azure Active Directory (Azure AD) Conditional Access, and Microsoft Defender for Cloud Apps.

Answer: D

NEW QUESTION 50

- (Exam Topic 3)

You have a Microsoft 365 subscription and an Azure subscription. Microsoft 365 Defender and Microsoft Defender for Cloud are enabled.

The Azure subscription contains a Microsoft Sentinel workspace. Microsoft Sentinel data connectors are configured for Microsoft 365, Microsoft 365 Defender,
Defender for Cloud, and Azure.

You plan to deploy Azure virtual machines that will run Windows Server.

You need to enable extended detection and response (EDR) and security orchestration, automation, and response (SOAR) capabilities for Microsoft Sentinel.
How should you recommend enabling each capability? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Area

EDR:
Add a Microsoft Sentinel data connector for Azure Active Directory (Azure AD).
Add a Microsoft Sentinel data connector for Microsoft Defender for Cloud Apps.
Onboard the servers to Azure Arc.

Onboard the servers to Defender for Cloud.

SOAR:

Configure Microsoft Sentinel analytics rules.
Configure Microsoft Sentinel playbooks.

Ll Configure regulatory compliance standards in Defender for Cloud.
] Configure workflow automation in Defender for Cloud.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

EDR:
Add a Microsoft Sentinel data connector for Azure Active Directory (Azure AD).
Add a Microsoft Sentinel data connector for Microsoft Defender for Cloud Apps.
_ |Onboard the servers to Azure Arc. =
. |Onboard the servers to Defender for Cloud. '

Configure Microsoft Sentinel analytics rules.
Configure Micfosoft Sentinel playbooks. -,

Configure regulatory compliance standards in Defender for Cloud.
Configure workflow automation in Defender for Cloud.

NEW QUESTION 55

- (Exam Topic 3)

Your company has an Azure App Service plan that is used to deploy containerized web apps. You are

designing a secure DevOps strategy for deploying the web apps to the App Service plan. You need to recommend a strategy to integrate code scanning tools into
a secure software development lifecycle. The code must be scanned during the following two phases:

Uploading the code to repositories Building containers

Where should you integrate code scanning for each phase? To answer, select the appropriate options in the answer area.
Answer Arca

Uploading code 1o repositones:
Azure Boards

Azure Pipelines

GitHub Enterprise

Microsoft Defender for Cloud

Building containers

Azure Boards

Azure Pipelines

GitHub Enterprise

Microsoft Defender for Cloud
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Uploading code to repositones

Azure Boards

Azure Pipelines

[GitHub Enterprise

[Microsoft Defender for Cloud

Bulding containers
AZure Boards
AZure :'l[lvl.rl*_'h
GitHub Enterpnise ,
l_'f‘l;-'::--_:u_'.'l Defender for Cloud |
M o e e e e ™ " o ™ B e

NEW QUESTION 58

- (Exam Topic 3)

Your company plans to deploy several Azure App Service web apps. The web apps will be deployed to the West Europe Azure region. The web apps will be
accessed only by customers in Europe and the United States.

You need to recommend a solution to prevent malicious bots from scanning the web apps for vulnerabilities. The solution must minimize the attach surface.
What should you include in the recommendation?

A. Azure Firewall Premium

B. Azure Application Gateway Web Application Firewall (WAF)
C. network security groups (NSGs)

D. Azure Traffic Manager and application security groups

Answer: D

NEW QUESTION 63

- (Exam Topic 3)

Your company has a third-party security information and event management (SIEM) solution that uses Splunk and Microsoft Sentinel. You plan to integrate
Microsoft Sentinel with Splunk.

You need to recommend a solution to send security events from Microsoft Sentinel to Splunk. What should you include in the recommendation?

A. Azure Event Hubs

B. Azure Data Factor

C. a Microsoft Sentinel workbook

D. a Microsoft Sentinel data connector

Answer: C

NEW QUESTION 64

- (Exam Topic 3)

Your company is developing a modern application that will run as an Azure App Service web app. You plan to perform threat modeling to identify potential security
issues by using the Microsoft Threat Modeling Tool.

Which type of diagram should you create?

A. dataflow

B. system flow
C. process flow
D. network flow

Answer: C

NEW QUESTION 67
- (Exam Topic 3)
Your company is developing a serverless application in Azure that will have the architecture shown in the following exhibit.
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You need to recommend a solution to isolate the compute components on an Azure virtual network. What should you include in the recommendation?

A. Azure Active Directory (Azure AD) enterprise applications
B. an Azure App Service Environment (ASE)

C. Azure service endpoints

D. an Azure Active Directory (Azure AD) application proxy

Answer: B

NEW QUESTION 70

- (Exam Topic 3)

You are designing an auditing solution for Azure landing zones that will contain the following components:

» SQL audit logs for Azure SQL databases

» Windows Security logs from Azure virtual machines

» Azure App Service audit logs from App Service web apps

You need to recommend a centralized logging solution for the landing zones. The solution must meet the following requirements:
* Log all privileged access.

* Retain logs for at least 365 days.

» Minimize costs.

What should you include in the recommendation? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Answer Area

For the SQL audit logs:

A Log Analytics workspace
Azure Application Insights
Microsoft Defender for SQL
Microsoft Sentinel

For the Security logs:

For the Secunty logs:
A Log Analytics workspace
Application Insights
Microsoft Defender for servers
Microsoft Sentinel

For the App Service audit logs:

For the App Service audit logs:
A Log Analytics workspace
Application Insights
Microsoft Defender for App Service
Microsoft Sentinel

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

For the SQL audit logs:

A Log Analytics workspace
Azure Application Insights
Microsoft Defender for SQL
Microsoft Sentinel

For the Secunty logs:

For the Secunty 10gs:
A Log Analytics workspace
Application Insights
Microsoft Defender for servers
Microsoft Sentinel

For the App Service audit logs:

For the App Service audit logs
A Log Analytics workspace
Application Insights

Microsoft Defender for App Service
Microsoft Sentinel

NEW QUESTION 72

- (Exam Topic 3)

Azure subscription that uses Azure Storage.

The company plans to share specific blobs with vendors. You need to recommend a solution to provide the vendors with secure access to specific blobs without
exposing the blobs publicly. The access must be

t\me-Vim\ted. What should you include in the recommendation?

A. Create shared access signatures (SAS).

B. Share the connection string of the access key.

C. Configure private link connections.

D. Configure encryption by using customer-managed keys (CMKSs)

Answer: D

NEW QUESTION 77

- (Exam Topic 3)

You are designing security for an Azure landing zone. Your company identifies the following compliance and privacy requirements:

« Encrypt cardholder data by using encryption keys managed by the company.

» Encrypt insurance claim files by using encryption keys hosted on-premises.

Which two configurations meet the compliance and privacy requirements? Each correct answer presents part of the solution. NOTE: Each correct selection is
worth one point.

A. Store the insurance claim data in Azure Blob storage encrypted by using customer-provided keys.

B. Store the cardholder data in an Azure SQL database that is encrypted by using keys stored in Azure Key Vault Managed HSM
C. Store the insurance claim data in Azure Files encrypted by using Azure Key Vault Managed HSM.

D. Store the cardholder data in an Azure SQL database that is encrypted by using Microsoft-managed Keys.

Answer: CD

NEW QUESTION 81

- (Exam Topic 3)

Your company is developing a new Azure App Service web app. You are providing design assistance to verify the security of the web app.

You need to recommend a solution to test the web app for vulnerabilities such as insecure server configurations, cross-site scripting (XSS), and SQL injection.
What should you include in the recommendation?

A. interactive application security testing (IAST)
B. static application security testing (SAST)

C. runtime application se/f-protection (RASP)
D. dynamic application security testing (DAST)

Answer: A

NEW QUESTION 82

- (Exam Topic 3)

You have an Azure subscription that contains several storage accounts. The storage accounts are accessed by legacy applications that are authenticated by using
access keys.

You need to recommend a solution to prevent new applications from obtaining the access keys of the storage accounts. The solution must minimize the impact on
the legacy applications.

What should you include in the recommendation?

A. Apply read-only locks on the storage accounts.
B. Set the AllowSharcdKeyAccess property to false.
C. Set the AllowBlobPublicAcccss property to false.
D. Configure automated key rotation.

Answer: A
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NEW QUESTION 83

- (Exam Topic 3)

You have an Azure subscription that has Microsoft Defender for Cloud enabled. You have an Amazon Web Services (AWS) implementation.

You plan to extend the Azure security strategy to the AWS implementation. The solution will NOT use Azure Arc. Which three services can you use to provide
security for the AWS resources? Each correct answer presents a complete solution. NOTE: Each correct selection is worth one point.

A. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
B. Azure Active Directory (Azure AD) Conditional Access

C. Microsoft Defender for servers

D. Azure Policy

E. Microsoft Defender for Containers

Answer: BE

NEW QUESTION 85

- (Exam Topic 3)

You have a Microsoft 365 E5 subscription.

You are designing a solution to protect confidential data in Microsoft SharePoint Online sites that contain more than one million documents.
You need to recommend a solution to prevent Personally Identifiable Information (PIl) from being shared.

Which two components should you include in the recommendation? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. data loss prevention (DLP) policies
B. sensitivity label policies

C. retention label policies

D. eDiscovery cases

Answer: AD

NEW QUESTION 87

- (Exam Topic 3)

Your company has a multi-cloud environment that contains a Microsoft 365 subscription, an Azure subscription, and Amazon Web Services (AWS)
implementation. You need to recommend a security posture management solution for the following components:

» Azure loT Edge devices

* AWS EC2 instances

Which services should you include in the recommendation? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth
one point.
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Azure Arc

Microsoft Defender for Cloud
Microsoft Defender for Cloud Apps
Microsoft Defender for Endpoint

Microsoft Defender for loT

For the AWS EC2 instances: |Azure Arc only

Microsoft Defender for Cloud and Azure Arc
Microsoft Defender for Cloud Apps only
Microsoft Defender for Cloud only

Microsoft Defender for Endpoint and Azure Arc
Microsoft Defender for Endpoint only

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

For the loT Edge devices: [T

For the AWS EC2 instances:

For the AWS EC2 instances:

NEW QUESTION 90
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Azure Arc

Microsoft Defender for Cloud
Microsoft Defender for Cloud Apps
Microsoft Defender for Endpoint
Microsoft Defender for loT

Azure Arc only

Microsoft Defender for Cloud and Azure Arc
Microsoft Defender for Cloud Apps only
Microsoft Defender for Cloud only

Microsoft Defender for Endpoint and Azure Arc
Microsoft Defender for Endpoint only
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