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NEW QUESTION 1
Which statement about transparent mode on an SRX340 is true?

A. You must reboot the device after configuring transparent mode.

B. Security policies applied to transparent mode zones require Layer 2 address matching.

C. Screens are not supported in transparent mode security zones.

D. All interfaces on the device must be configured with the ethernet-switching protocol family.

Answer: A
NEW QUESTION 2
Click the Exhibit button.

userfhosc> show echernet-switching global-information

Global Configuration:

MAC aging interval : 300

MAC learning : Enabled
MAC statistics : Disabled
MAC limit Count ; E5535
MAC limitc hic : Disabled

MAC packet action drop : Disabled
LE aging time 1200
LE VLAN aging time : 1200

Global Mode : Switchin

Referring to the exhibit, which two statements are true? (Choose two.)
A. You can secure inter-VLAN traffic with a security policy on this device.
B. You can secure intra-VLAN traffic with a security policy on this device.
C. The device can pass Layer 2 and Layer 3 traffic at the same time.

D. The device cannot pass Layer 2 and Layer 3 traffic at the same time.

Answer: AC

NEW QUESTION 3

You are using IDP on your SRX Series device and are asked to ensure that the SRX Series device has the latest IDP database, as well as the latest application

signature database.
In this scenario, which statement is true?

A. The application signature database cannot be updated on a device with the IDP database installed.

B. You must download each database separately.

C. The IDP database includes the latest application signature database.

D. You must download the application signature database before installing the IDP database.
Answer: C

NEW QUESTION 4
Click the Exhibit button.
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security utm]

url-pattern |
allow {
value “user@example.com”;

}
reject {

value “userfexample.com”;
}

}
feature-profile |
anti-spam {
address-whitelist allow;
address-blacklist rejecrt;

sbl {
profile AS |
sbl-default-server;
spam-action block:
custom-tag-string SPAM;
}
}

Referring to the exhibit, which statement is true?

A. E-mails from the user@example.com address are marked with SPAM in the subject line by the spam block list server.
B. E-mails from the user@example.com address are blocked by the spam list server.

C. E-mails from the user@example.com address are blocked by the reject blacklist.

D. E-mails from the user@example.com address are allowed by the allow whitelist.

Answer: D

NEW QUESTION 5

Your manager has identified that employees are spending too much time posting on a social media site. You are asked to block user from posting on this site, but

they should still be able to access any other site on the Internet.
In this scenario, which AppSecure feature will accomplish this task?

A. AppQoS
B. AppTrack
C. APpFW
D. APBR

Answer: C

NEW QUESTION 6

While reviewing the Log and Reporting portion of Security Director, you find that multiple objects reference the same address. You want to use a standardized

name for all of the objects.

In this scenario, how would you create a standardized object name without searching the entire policy?

A. Remove the duplicate objects.
B. Merge the duplicate objects.

C. Rename the duplicate objects.
D. Replace the duplicate objects.

Answer: B

NEW QUESTION 7
Click the Exhibit button.
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Mordor J Hosts

Host 192.168.1.159 &

Host Name: 192.168.1.159

: 2
Host Status: (& High threat level, recommend blocking host and investigating further O

Inrvestigation Status:

Open o

Paolicy override for this host

Use configured policy (ncluded in infected hosts feed) L

Referring to the exhibit, the host has been automatically blocked from communicating on the network because a malicious file was downloaded. You cleaned the

infected host and changed the investigation status to Resolved — Fixed.
What does Sky ATP do if the host then attempts to download a malicious file that would result in a threat score of 10?

A. Sky ATP does not log the connection attempt and an SRX Series device does not allow the host to communicate on the network.

B. Sky ATP logs the connection attempt and an SRX Series device does not allow the host to communicate on the network.
C. Sky ATP logs the connection attempt and an SRX Series device allows the host to communicate on the network.
D. Sky ATP does not log the connection attempt and an SRX Series device allows the host to communicate on the network.

Answer: C

NEW QUESTION 8

You have implemented APBR on your SRX Series device and are verifying that your changes are working properly. You notice that when you start the application

for the first time, it does not follow the expected path.
What are two reasons that would cause this behavior? (Choose two.)

A. The application system cache does not have an entry for the first session.

B. The application system cache has been disabled.

C. The application system cache already has an entry for this application.

D. The advanced policy-based routing is applied to the ingress zone and must be moved to the egress zone.
Answer: AB

NEW QUESTION 9
Click the Exhibit button.
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[edit]
user@host$# show security policies from-zone internet to-zone dmz
policy dmz-poll |

match {
scurce-address any;
destination-address any;
application any;

}
then {
permitc
application-services {
idp:
}
}
log |
session-close;
}
}
}
[edit]

userfhost$ show securicy idp
idp-policy idp-poll |
rulebase-ips |

rile rl
match {
atcacks
predefined-attack-groups “HITP ARll":
}
}
then |
action |
ignore-connection;
}
}
}
rule r2
match {
attacks {
predefined-attack-groups "DNS All";
}
}
then |

actio
close-zerver;

}

ip-action |
ip-notify:

}

Referring to the configuration shown in the exhibit, which statement explains why traffic matching the IDP signature DNS:OVERFLOW:TOO-LONG-TCP-MSG is
not being stopped by the SRX Series device?

A. The security policy dmz-poll has an action of permit.
B. The IDP policy idp-poll is not configured as active.
C. The IDP rule r2 has an ip-action value of notify.

D. The IDP rule rl has an action of ignore-connection.

Answer: B

NEW QUESTION 10
Your network includes SRX Series devices at the headquarters location. The SRX Series devices at this location are part of a high available chassis cluster and

are configured for IPS. There has been a node failover.
In this scenario, which two statements are true? (Choose two.)

A. The IP action table is synchronized between the chassis cluster nodes.

B. Cached SSL session ID information for existing sessions is not synchronized between nodes.
C. The IP action table is not synchronized between the chassis cluster nodes.

D. Cached SSL session ID information for existing session is synchronized between nodes.
Answer: CD

NEW QUESTION 10
What is the correct application mapping sequence when a user goes to Facebook for the first time through an SRX Series device?
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A. first packet > process packet > check application system cache > classify application > process packet > match and identify application
B. first packet > check application system cache > process packet > classify application > match and identify application
C. first packet > check application system cache > classify application > process packet > match and identify application
D. first packet > process packet > check application system cache > classify application > match and identify application

Answer: D

NEW QUESTION 11
After downloading the new IPS attack database, the installation of the new database fails. What caused this condition?

A. The new attack database no longer contained an attack entry that was in use.

B. The new attack database was revoked between the time it was downloaded and installed.

C. The new attack database was too large for the device on which it was being installed.

D. Some of the new attack entries were already in use and had to be deactivated before installation.

Answer: A

NEW QUESTION 15
Which interface family is required for Layer 2 transparent mode on SRX Series devices?

A.LLDP

B. Ethernet switching
C. inet

D. VPLS

Answer: B

NEW QUESTION 20
Which Junos security feature is used for signature-based attack prevention?

A. RADIUS
B. AppQoS
C.IPS
D. PIM

Answer: C

NEW QUESTION 23
Click the Exhibit button.

userfhost> show security application-firewall rule-set all
Bule-set: demo-tracking 1
Fule: web-applications
Dynamic Applications: juncos:CHN
Dynamic Application Groups: Jjuncs:soccial-networking,
junos:web:advertisments, Jjunos:soclial-networking:applications,
junos:web:file-sharing, juncs:web:applications, juncs:web:gaming
SS5L-Encryption: no
Action:permit
Humber of sessicns matched: 132
Humber of sessicons redirected:
Default rule:permit
Number of sessions matched: 132056
Number of sessions redirected: O
Humber of sessicns with appid pending: 9

=
o

Referring to the exhibit, which two statements are true? (Choose two.)
A. The application firewall rule is not inspecting encrypted traffic.

B. There are two rules configured in the rule set.

C. The rule set uses application definitions from the predefined library.
D. The configured rule set matches most analyzed applications.
Answer: AC

NEW QUESTION 24
Click the Exhibit button.
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policy allow-all
match {
source-address any;
destination-address any;
application any:

then |
permit |
applicacion-services {
idp:
utm-policy wf-policy websense-home;
application-firewall |
rule-set demo-tracking 1l;

}

log |
session-init;
segsion-close;

According to the policy shown in the exhibit, which application-services traffic will be processed first?

A. the application traffic matchings the IDP rules

B. the application traffic matchings the utm-policy log rule set

C. the application traffic matchings the utm-policy wf-policy websense-home rules

D. the application traffic matchings the application-firewall rule-set demo-tracking_1 rule

Answer: A

NEW QUESTION 28
Click the Exhibit button.

[edit]
user@host#$ show security application-tracking
first-update-interval 1;

[edit]
user@host$ show security zonss security-zone Trust
LCp-rst;
host-inbound-traffic |
gystem-services |
all;

}

interfaces |
ge-0/0/2.0;

I

application-tracking:

Referring to the exhibit, how many AppTrack logs will be generated for an HTTP session lasting 12 minutes?

ooy
Wk N D

Answer: A

NEW QUESTION 29
Click the Exhibit button.
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[edit services advanced-anti-malware policy SKY policyl]
userfhost# show
match |

application HTTE;

verdict-threshold &;

}
then {
action block;
notification |
log:;
}
}

inspection-profile Test Profile;
fallback—-options |
goction permit:

notification {

log:
}
}
default-notification |
log:

}
whitelisc-notification {

log:

!

blacklist-notification |
log:

1

Referring to the exhibit, you have configured a Sky ATP policy to inspect user traffic. However, you have noticed that encrypted traffic is not being inspected.
In this scenario, what must you do to solve this issue?

A. Change the policy to inspect HTTPS traffic.
B. Configure the PKI feature.

C. Configure the SSL forward proxy feature.
D. Change the policy to inspect TLS traffic.
Answer: C

NEW QUESTION 30
Click the Exhibit button.
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userfhost# show interfaces

ge-0/0/0 ]
unic 0
family inet |
dhcp-client;
}
}
1
ge-0/0/1 |
unit 0 {

family inet |
address 192.168.161.154/24;
1

1
}

ge-0/0/2 [

unit 0 §
family ethernet-awitching {
vian |
members vlo;
}
}
1
1
ge-0/0/3 |
unit 0 {
family ethernet-switching |
vian |
members v10;
}
}
}
1
fxplh |
unitc 0 {

family inet |
dhcp-client;

}

userfhosc$ show security zoness
security-zone trust {
tcp-rst;
host-inbound-traffic |
aystem—-services |
all;

1
protocols |
all;
}
}

interfaces |

You have enabled mixed mode on an SRX Series device. You are unable to commit the configuration shown in the exhibit.
What is the problem in this scenario?

A. A Layer 3 interface has not been configured on VLAN v10.

B. The trust zone cannot contain both Layer 2 and Layer 3 interfaces.

C. STP is not enabled under the host-inbound-traffic system services hierarchy on the trust and protected security zones.
D. An IRB interface has not been configured.

Answer: B

NEW QUESTION 31

Your network includes SRX Series devices at all headquarter, data center, and branch locations. The headquarter and data center locations use high-end SRX
Series devices, and the branch locations use branch SRX Series devices. You are asked to deploy IPS on the SRX Series devices using one of the available IPS
deployment modes.

In this scenario, which two statements are true? (Choose two.)

A. Inline tap mode provides enforcement.

B. Inline tap mode can be used at all locations.
C. Integrated mode can be used at all locations.
D. Integrated mode provides enforcement.

Answer: CD

NEW QUESTION 34
Click the Exhibit button.
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[edit]
userfhosc$ show interfaces ge-0,/0/4
unitc 0 {
family ethernet-awitching {
interface-mode access;
vian {
members 5V;

}
l
}
[edit]
userfhosc$ show incerfaces ge-0/0/5
unitc 0 |
family ethernet-switching |
interface-mode access;
vian {
members 5V
}
}
}
[edit]

userfhosc# show wlans
= T
L |

vlan-id 101;

1

[edit]
userfhost$# show security forwarding-options
aecure-wire
access—sw |
interface [ ge-0/0/4 ge-0/0/5 ]:
l
}

[edit]
userfhostd commit
[edit security forwarding-options secure-wire access—sw]
‘interface ge-0/0/47
Interface name ge-0/0/4 is not wvalid
[edit security forwarding-options sSecurse-wire access—sw]
‘interface ge-0/0/47
Error: two and only two logical interfaces are regquired for a
secure-wire
error: configurartion check-out failed

You are trying to implement secure wire on your SRX Series device. However, you are receiving the commit error shown in the exhibit.

What must you do to solve the problem?

A. Add the correct logical units to the interfaces in the secure wire.

B. Put the ge-0/0/4 and ge-0/0/5 interfaces in separate secure wires.

C. Change the Ethernet switching mode from access to trunk for the ge-0/0/4 and ge-0/0/5 interfaces.
D. Add the ge-0/0/4 and ge-0/0/5 interfaces to the SV VLAN.

Answer: A

NEW QUESTION 35
Which browser is supported by Security Director with Logging and Reporting?

A. Firefox

B. Agora

C. PowerBrowser
D. Mosaic

Answer: A

NEW QUESTION 36

The Software-Defined Secure Networks Policy Enforcer contains which two components? (Choose two.)
A. SRX Series device

B. Sky ATP

C. Policy Controller

D. Feed Connector

Answer: CD

NEW QUESTION 38
Click the Exhibit button.
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[edit
userfhosté show interfaces
ge=-0/0/3 {
unic 0 {
family inet |{
address 10.1.1.1/24;
}
}
}
ge-0/0/4 {
unit O
family ethernet-switching {
interface-mode access;
vian;
members SV;
}
}
}
}
ge-0/0/5 {
unitc 0 §
family ethernet-switching |{
interface-mode access;
vlian {
members SV
1
}
}
}
irke |
unit 0 |
family inet {
address 172.20.101.101/724;
}
I
}
[edit]
userfhosc$# show vlans
SV §

vian-id 101;
13-interface irb.0;
}

[edit
userfhosté show security zones security-zone L2
interfaces |
irb.0;
}

[edit]
userfhosté show securicy polciies

[edit]
userfhoscé

[edit]
userfhost$ run show ethernec-switching global-information
Global Configuration:

MAC aging interval : 300
MAC learning : Enabled
MAC statistics : Disabled

MAC limit Count * E5535

MAC limit hit : Disabled

MAC packet action drop : Disabled

LE aging time : 1200

LE VLAN aging tims : 1200

Elobal Mods : Transparent bridge

Two hosts on the same subnet are connected to an SRX340 using interfaces ge-0/0/4 and
ge-0/0/5. The two hosts can communicate with each other, but they cannot communicate with hosts outside of their subnet.
Referring to the exhibit, which three actions would you take to solve this problem? (Choose three.)

A. Add the ge-0/0/4 and ge-0/0/5 interfaces to the L2 zone.
B. Remove the irb.0 interface from the L2 zone.

C. Set the SRX340 to Ethernet switching mode.

D. Configure a security policy to permit the traffic.

E. Reboot the SRX340.

Answer: CDE

NEW QUESTION 43
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You have been notified by your colocation provider that your infrastructure racks will no longer be adjacent to each other.
In this scenario, which technology would you use to secure all Layer 2 and Layer 3 traffic between racks?

A. IPsec
B. GRE
C. 802.1BR
D. MACsec

Answer: D

NEW QUESTION 45
Using content filtering on an SRX Series device, which three types of HTTP content are able to be blocked? (Choose three.)

A. PDF files

B. ZIP files

C. Java applets
D. Active X

E. Flash

Answer: BCD

NEW QUESTION 50
A customer has recently deployed a next-generation firewall, sandboxing software, cloud access security brokers (CASB), and endpoint protection.
In this scenario, which tool would provide the customer with additional attack prevention?

A. Junos Space Cross Provisioning Platform
B. Contrail

C. Security Director Policy Enforcer

D. Network Director Inventory Manager

Answer: C

NEW QUESTION 51
SRX Series devices with AppSecure support which three custom signatures? (Choose three.)

A. MAC address-based mapping
B. latency detection mapping

C. IP protocol-based mapping
D. ICMP-based mapping

E. Layer 7-based signatures

Answer: CDE

NEW QUESTION 56
Which two statements about enabling MACsec using static CAK security mode keys are true? (Choose two.)

A. CAK secures the data plane traffic.
B. SAK secures the data plane traffic.
C. SAK secures the control plane traffic.
D. CAK secures the control plane traffic.

Answer: BD

NEW QUESTION 58
Click the Exhibit button.

user@host > show 3srvices ussr-identification authentication-table
authenticaticn-source active-directory

Domain: example

Total enteries: 1

Source IP Username groups (Ref by policy) state
152.168.50.8 userl grpl Initial

Which statement explains the current state value of the command output shown in the exhibit?

A. A valid response was received from a domain PC probe, and the user is a valid domain user programmed in the PFE.

B. An invalid response was received from a domain PC probe, and the user is an invalid domain user.

C. A probe event generated an entry in the authentication table, but no probe response has been received from the domain PC.

D. The user-to-address mapping was successfully read from the domain controller event logs, and an entry was added to the authentication table witch currently
resides on the Routing Engine.

Answer: A
NEW QUESTION 62
Your network includes SRX Series devices configured with AppSecure.

Which two statements regarding the application identification engine are true? (Choose two.)

A. Applications are only matched in traffic flows associated with client-to-server sessions.
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B. Applications are matched in traffic flows associated with client-to-server and server-to- client sessions.
C. If the packets entering the engine match a known application, then processing continues.
D. If the packets entering the engine match a known application, then processing stops.

Answer: BD

NEW QUESTION 63
Which two statements about the integrated user firewall feature of the Junos OS are true? (Choose two.)

A. The maximum number of supported active directory servers is ten.
B. IPv6 addresses are not supported.

C. The maximum number of supported active directory servers is five.
D. IPv6 addresses are supported.

Answer: AB

NEW QUESTION 67
Which feature of Sky ATP is deployed with Software-Defined Secure Networks?

A. zero-day threat mitigation

B. software image snapshot support

C. device inventory management

D. service redundancy daemon configuration support

Answer: A

NEW QUESTION 70
Click the Exhibit button.

user@host$ show security advance-policy-based-routing
profile profilel |
rule rule-appl |
match {
dynamic-applicatiocn juncs:HTITE:

then |
routing-instance Bl;

rule rule-appZ |
match |
dynamic-application juncs:juncs:web:scocial-networking:
i
then |
routing-instance BZ;

rule rule-app3d |
match |
dyvnamic-application juncs:YAHOO:
ﬁhen {
routing-instance B3;

Your organization requests that you direct Facebook traffic out a different link to ensure that the bandwidth for critical applications is protected.

Referring to the exhibit, which forwarding instance will be used on your SRX Series device?
A.R3

B.R1

C.R2

D. inet.0

Answer: C

NEW QUESTION 73

Your network includes SRX Series devices at the headquarters location. The SRX Series devices at this location are part of a high availability chassis cluster and

are expected to support several UTM features.
Which two statements related to this environment are true? (Choose two.)

A. UTM features can be configured on either of the nodes within the cluster.
B. The chassis cluster must be configured for active/active mode.

C. UTM features must be configured on the primary node within the cluster.
D. The chassis cluster must be configured for active/backup mode.

Answer: AD

NEW QUESTION 76
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What are three components of Software-Defined Secure Networks? (Choose three.)

A. Contrail

B. Sky ATP

C. SRX Series device
D. Security Director
E. Network Director

Answer: BCD

NEW QUESTION 79
Which three components are part of the AppSecure services suite? (Choose three.)

A. IDP

B. Sky ATP

C. AppQoS

D. AppFW

E. Web filtering

Answer: ACD

NEW QUESTION 83
Click the Exhibit button.
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[edit security

idp]

userfhoscé show
idp-policy example-idp-policy |
rulebase-ips |

rule

rl {
mactch |
source-address 10.1.0.0/14¢é;
attacks |
predefined-attack-groups “HTIP - All":
}
}
then |
action |
no=-action;
]
notification {
log-attacks;
}
}

r2 |
match {
source-address 10.1.1.85/32;
attacks
predefined-attack-groups “HTIP - All”™

S

}
}
then {
action {
mark-diffserv |
=]

.
o

}
]

*3 {
match |
source-address 10.0.0.0/8;
accacks |
predefinsd-attack-groups “HTIF - All";

]

then |
action {
drop-connection;

]

rq {
match |
source-address any;
attacks |
predefined-atcack-groups “HTIIPF - All";
}
]

then |
action {
cloge-clisnt-and-server:

Referring to the exhibit, a user with IP address 10.1.1.85 generates a request that triggers the HTTP:EXT:DOT-LNK IDP signature that is a member of the “HTTP
— All” predefined attack group.
In this scenario, which statement is true?

A. The session will be closed and a reset sent to the client and server.
B. A Differentiated Services code point value of 8 will be applied.

C. No action will be taken and the attack information will be logged.

D. The session will be dropped with no reset sent to the client or server.

Answer: D

NEW QUESTION 85

Which two parameters are required to match in an IDP rule for the terminal option to take effect? (Choose two.)

A. attacks custom-attacks
B. attacks predefined-attacks
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C. application
D. source-address

Answer: AB

NEW QUESTION 87

You are configuring transparent mode on an SRX Series device. You must permit IP-based traffic only, and BPDUs must be restarted to the VLANs from which

they originate.
Which configuration accomplishes these objectives?

A. bridge {block-non-ip-all;bpdu-vian-flooding;}

B. bridge {block-non-ip-all;bypass-non-ip-unicast;no-packet-flooding;}
C. bridge {bypass-non-ip-unicast;bpdu-vlan-flooding;}

D. bridge {block-non-ip-all;bypass-non-ip-unicast;bpdu-vlan-flooding;}

Answer: A

NEW QUESTION 90
Click the Exhibit button.

| Resources e : = 1
Conmsmed Host CPU: 121 MHE |
Ciorrrmed Host Memory: 1302700 MB
Actiree Guest Memory: 65500 MB |

Rafreeiy Sk ae e |

Proveioned Storage:
MNot-shared Storage: T H
Lised Storsces: 612.11 GB

orage - | Drive Type Capacity

i3 rotating-storage Nan-550 182 7TH £8!

o e B

MNetwork Type

Referring to the exhibit, you have expanded the disk storage size in ESXi for your log collector from 500 GB to 600 GB. However, your log collector’s disk size has

not changed.
Given the scenario, which two statements are true? (Choose two.)

A. You must run a script from the console to expand the disk size.

B. The ESXi storage parameter is not associated with the Elasticsearch disk size parameter.
C. You must reboot the log collector for storage settings to be updated

D. You must re-run the log collector setup script to update the storage settings.

Answer: AC

NEW QUESTION 95

You are scanning files that are being transferred from the Internet to hosts on your internal network with Sky ATP. However, you notice that files that are 1 GB in

size are not being scanned by Sky ATP.
In this scenario, which two statements are true? (Choose two.)

A. The Sky ATP failback option is set to permit.

B. The Sky ATP engine or the SRX Series device is too busy.

C. The 1 GB file size is larger than the scan size limit for Sky ATP.
D. The Sky ATP policy on the SRX Series device is misconfigured.

Answer: CD

NEW QUESTION 97

Your manager has notices a drop in productivity and believes it is due to employees checking their social media feeds too frequently. You are asked to provide

analytical statistics for this traffic within your network on an hourly basis.
Which AppSecure feature should be used to collect this information?

A. AppQoS
B. AppFW
C. AppTrack
D. APBR

Answer: C
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