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NEW QUESTION 1

- (Exam Topic 1)

A company has three divisions, each with its own networks and services. The company decides to make its secure web portal accessible to all employees utilizing
their existing usernames and passwords. The security administrator has elected to use SAML to support authentication. In this scenario, which of the following will
occur when users try to authenticate to the portal? (Select two.)

A. The portal will function as a service provider and request an authentication assertion.

B. The portal will function as an identity provider and issue an authentication assertion.

C. The portal will request an authentication ticket from each network that is transitively trusted.

D. The back-end networks will function as an identity provider and issue an authentication assertion.

E. The back-end networks will request authentication tickets from the portal, which will act as the third-party service provider authentication store.
F. The back-end networks will verify the assertion token issued by the portal functioning as the identity provider.

Answer: AB

NEW QUESTION 2

- (Exam Topic 1)

An analyst wants to implement a more secure wireless authentication for office access points. Which of the following technologies allows for encrypted
authentication of wireless clients over TLS?

A. PEAP
B. EAP

C. WPA2
D. RADIUS

Answer: A

Explanation:

EAP by itself is only an authentication framework.

PEAP (Protected Extensible Authentication Protocol) fully encapsulates EAP and is designed to work within a TLS (Transport Layer Security) tunnel that may be
encrypted but is authenticated. The primary motivation behind the creation of PEAP was to help correct the deficiencies discovered within EAP since that protocol
assumes that the communications channel is protected. As a result, when EAP messages are able to be

discovered in the “clear” they do not provide the protection that was assumed when the protocol was originally authored.

PEAP, EAP-TTLS, and EAP-TLS “protect” inner EAP authentication within SSL/TLS sessions.

NEW QUESTION 3

- (Exam Topic 1)

An organization finds that most help desk calls are regarding account lockout due to a variety of applications running on different systems. Management is looking
for a solution to reduce the number of account lockouts while improving security. Which of the following is the BEST solution for this organization?

A. Create multiple application accounts for each user.
B. Provide secure tokens.

C. Implement SSO.

D. Utilize role-based access control.

Answer: C

NEW QUESTION 4
- (Exam Topic 1)
Which of the following types of keys is found in a key escrow?

A. Public
B. Private
C. Shared
D. Session

Answer: B

Explanation:
https://www.professormesser.com/security-plus/sy0-401/key-escrow-3/

NEW QUESTION 5

- (Exam Topic 1)

A user clicked an email link that led to a website than infected the workstation with a virus. The virus encrypted all the network shares to which the user had
access. The virus was not deleted or blocked by the company’s email filter, website filter, or antivirus. Which of the following describes what occurred?

A. The user's account was over-privileged.

B. Improper error handling triggered a false negative in all three controls.

C. The email originated from a private email server with no malware protection.
D. The virus was a zero-day attack.

Answer: A

NEW QUESTION 6
- (Exam Topic 1)
After a user reports stow computer performance, a systems administrator detects a suspicious file, which was installed as part of a freeware software package.
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The systems administrator reviews the output below:

i . " 2 - - B

crAMInAawS\evet e 1 7%neareratr =nabh

i B 'l,"'l.--l-'\-iu-'ﬁl--' '-_n.-"r-.'-.f:'m.;:.f].ﬂ_, e - i-ild-".r'

= - ~u X

Tatu b= Fat .aa-ha-ld-.! =

Mo LlLVE J.’ill-‘:.'_u* b

e 5 - = . » . -~ -
¥ T A L'\/‘I-\- 'iTala b af =X &= E‘H-} b | ¥ .Fi.j\.r.:l.:! t ™5

civiLy eal SAAVAL TS OO JL=L ii- AUULEZoo e d'-‘:-

P = m s s = h s et b ol | Tl L&) .

_l - 1] (] o b i) I | B ™ H"l._ ". . - ._-l-.\_‘q c‘--l"r.ﬂ-g"\.ﬂ-\..li- ovs
= W B W B e B W O e W W e @ B W e Ao e dedia R &% oot i’ L™ - ' e ot B N d e
- -~ ~ A - - - i~ - - s T W -t o q
(L 1] v A = I i | PEXR L..I_ oy 'l.,‘ r;'fl.'-rﬂn ,_-:.i- avo |
o AR RTAR " A B W oW e W e o 4 N L LYWAD Lo WLl O L« TAT |

laila b - I » L | = B & - 1 - & I & - = s B s "~ mEma™T -y - - - - o =k

- l 1 ) - I 'I..II |#) \ .7y ™ O b Fio Y ' d

LU E 192.,168,1,.10:5000 10,37.213.20 ESTABLISHEL Wllhselrvel .exe

™ T 5" 5 = - ™ -5 B 5 T ST

| ", = == 1 I' o 1 X x e, e |,_H‘:.I:|

e e s B ok e B ok ok o W i et e’ et o it W

Based on the above information, which of the following types of malware was installed on the user's computer?

A. RAT

B. Keylogger
C. Spyware
D. Worm

E. Bot

Answer: D

NEW QUESTION 7

- (Exam Topic 1)

A security administrator has found a hash in the environment known to belong to malware. The administrator then finds this file to be in in the preupdate area of
the OS, which indicates it was pushed from the central patch system.

File: winx86_adobe_flash_upgrade.exe Hash: 99ac28bede43ab869b853ba62c4ea243

The administrator pulls a report from the patch management system with the following output:

Install Date Package Name Target Devices Hash
10/10/2017 java 11.2 x64.exe HQ PC's 0labZBbbdet3aal79b3cbbatlcdess3
10/10/2017 winxf6 adobe flash upgrade.exe HQ PC's 99ac2fbede43abb69k853bablcdeald

Given the above outputs, which of the following MOST likely happened?

A. The file was corrupted after it left the patch system.

B. The file was infected when the patch manager downloaded it.
C. The file was not approved in the application whitelist system.
D. The file was embedded with a logic bomb to evade detection.

Answer: D

NEW QUESTION 8

- (Exam Topic 1)

A company’s user lockout policy is enabled after five unsuccessful login attempts. The help desk notices a user is repeatedly locked out over the course of a
workweek. Upon contacting the user, the help desk discovers the user is on vacation and does not have network access. Which of the following types of attacks
are MOST likely occurring? (Select two.)

A. Replay

B. Rainbow tables
C. Brute force

D. Pass the hash
E. Dictionary

Answer: CE

NEW QUESTION 9

- (Exam Topic 1)

An attacker compromises a public CA and issues unauthorized X.509 certificates for Company.com. In the future, Company.com wants to mitigate the impact of
similar incidents. Which of the following would assist Company.com with its goal?

A. Certificate pinning

B. Certificate stapling

C. Certificate chaining

D. Certificate with extended validation

Answer: A

NEW QUESTION 10

- (Exam Topic 1)

An organization wishes to provide better security for its name resolution services. Which of the following technologies BEST supports the deployment of DNSSEC

at the organization?

A. LDAP
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B. TPM
C.TLS
D. SSL
E. PKI

Answer: E

NEW QUESTION 10

- (Exam Topic 1)

An incident responder receives a call from a user who reports a computer is exhibiting symptoms consistent with a malware infection. Which of the following steps
should the responder perform NEXT?

A. Capture and document necessary information to assist in the response.

B. Request the user capture and provide a screenshot or recording of the symptoms.
C. Use a remote desktop client to collect and analyze the malware in real time.

D. Ask the user to back up files for later recovery.

Answer: A

NEW QUESTION 11

- (Exam Topic 1)

Joe, an employee, wants to show his colleagues how much he knows about smartphones. Joe demonstrates a free movie application that he installed from a third
party on his corporate smartphone. Joe’s colleagues were unable to find the application in the app stores. Which of the following allowed Joe to install the
application? (Select two.)

A. Near-field communication.
B. Rooting/jailbreaking

C. Ad-hoc connections

D. Tethering

E. Sideloading

Answer: BE

NEW QUESTION 13

- (Exam Topic 1)

A wireless network uses a RADIUS server that is connected to an authenticator, which in turn connects to a supplicant. Which of the following represents the
authentication architecture in use?

A. Open systems authentication
B. Captive portal

C. RADIUS federation

D. 802.1x

Answer: D

NEW QUESTION 15
- (Exam Topic 1)
An auditor is reviewing the following output from a password-cracking tool:
userl: Passwordl
user?:Recovery!
user3:Alaskanll
user4d:4Private
ussrb:PerForMances

Which of the following methods did the auditor MOST likely use?

A. Hybrid

B. Dictionary

C. Brute force

D. Rainbow table

Answer: A

NEW QUESTION 18

- (Exam Topic 1)

Which of the following occurs when the security of a web application relies on JavaScript for input validation?
A. The integrity of the data is at risk.

B. The security of the application relies on antivirus.

C. A host-based firewall is required.

D. The application is vulnerable to race conditions.

Answer: A

NEW QUESTION 19
- (Exam Topic 1)
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An organization’s internal auditor discovers that large sums of money have recently been paid to a vendor that management does not recognize. The IT security

department is asked to investigate the organizations the organization’s ERP system to determine how the accounts payable module has been used to make these
vendor payments.

The IT security department finds the following security configuration for the accounts payable module:
o New Vendor Entry — Required Role: Accounts Payable Clerk

o New Vendor Approval — Required Role: Accounts Payable Clerk

o Vendor Payment Entry — Required Role: Accounts Payable Clerk

o Vendor Payment Approval — Required Role: Accounts Payable Manager
Which of the following changes to the security configuration of the accounts payable module would BEST mitigate the risk?

A. New Vendor Entry - Reguired Role: Accounts Payable Clerk

New Vendor Approval — Required Role: Accounts Payable Manager
Vendor Payment Entry — Eegquired Role: Accounts Payable Clerk
Vendor Payment Approval = Required Role: Accounts Payable
Manager

B. New Vendor Entry — Required Role: Accounts Payable Manager

New Vendor Approval — Required Role: Accounts Payable Clerk
Vendor Payment Entry — Required Role: Accounts Payable Clerk
Vendor Payment Approval - Required Role: Accounts Payable
Manager
C. New Vendor Entry — Required Role: Accounts Pavable Clerk
New Vendor Approval FBequired Role: Accounts Pavyable Clerk
Vendor Payment Entry — Regquired Role: Accounts Payable Manager
Vendor Payment Approval - Required Role: Accounts Pavable
Manager
D. New Vendor Entry - Required Role: Accounts Payable Clerk
New Vendor Approval — Required Role: Accounts Payvable Manager
Vendor Payment Entry — Required Role: Accounts Payvable Manager
Vendor Payment Approval - Required Role: Accounts Payable
Manager
A. Option A
B. Option B
C. Option C
D. Option D
Answer: A

NEW QUESTION 22

- (Exam Topic 1)

A security analyst wishes to increase the security of an FTP server. Currently, all traffic to the FTP server is unencrypted. Users connecting to the FTP server use
a variety of modern FTP client software.

The security analyst wants to keep the same port and protocol, while also still allowing unencrypted connections. Which of the following would BEST accomplish
these goals?

A. Require the SFTP protocol to connect to the file server.
B. Use implicit TLS on the FTP server.

C. Use explicit FTPS for connections.

D. Use SSH tunneling to encrypt the FTP traffic.

Answer: C

NEW QUESTION 25
- (Exam Topic 1)
You have been tasked with designing a security plan for your company. Drag and drop the appropriate security controls on the floor plan.

Instructions: All objects must be used and all place holders must be filled. Order does not matter. When you have completed the simulation, please select the Done
button to submit.
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NEW QUESTION 29
- (Exam Topic 1)

An analyst is reviewing a simple program for potential security vulnerabilities before being deployed to a Windows server. Given the following code:

void foo (char *bar)

i

char random user input [12]:

strepy (random_user input, bar);

Which of the following vulnerabilities is present?

A. Bad memory pointer
B. Buffer overflow

C. Integer overflow

D. Backdoor

Answer: B

NEW QUESTION 31
- (Exam Topic 1)

An auditor wants to test the security posture of an organization by running a tool that will display the following:
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JIMS <00> UNIQUE Registered
WORKGROUP <00> GROUP Registered
JIMS <00> UNIQUE Registered

Which of the following commands should be used?

A. nbtstat
B. nc
C.arp
D. ipconfig

Answer: A

NEW QUESTION 36
- (Exam Topic 1)
Refer to the following code:

public class rainbow {
public static void main (String [] args) {
object blue = null;
blue.hashcode (); }

Which of the following vulnerabilities would occur if this is executed?

A. Page exception

B. Pointer deference

C. NullPointerException
D. Missing null check

Answer: D

NEW QUESTION 39

- (Exam Topic 1)

A company hires a consulting firm to crawl its Active Directory network with a non-domain account looking for unpatched systems. Actively taking control of
systems is out of scope, as is the creation of new administrator accounts. For which of the following is the company hiring the consulting firm?

A. Vulnerability scanning

B. Penetration testing

C. Application fuzzing

D. User permission auditing

Answer: A

NEW QUESTION 42
- (Exam Topic 1)
Which of the following encryption methods does PKI typically use to securely project keys?

A. Elliptic curve
B. Digital signatures
C. Asymmetric
D. Obfuscation

Answer: C

NEW QUESTION 46

- (Exam Topic 1)

A systems administrator is attempting to recover from a catastrophic failure in the datacenter. To recover the domain controller, the systems administrator needs to
provide the domain administrator credentials. Which of the following account types is the systems administrator using?

A. Shared account

B. Guest account

C. Service account

D. User account

Answer: C

NEW QUESTION 51
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- (Exam Topic 1)

Select the appropriate attack from each drop down list to label the corresponding illustrated attack.
Instructions: Attacks may only be used once, and will disappear from drop down list if selected. When you have completed the simulation, please select the Done

button to submit.

Instructions: Attacks may only be used once, and will disappear from drop down list if selected.

Attacks

When you have completed the simulation, please select the Done button to submit.
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Answer: A

Explanation:

1: Spear phishing is an e-mail spoofing fraud attempt that targets a specific organization, seeking unauthorized access to confidential data. As with the e-mail
messages used in regular phishing expeditions, spear phishing messages appear to come from a trusted source. Phishing messages usually appear to come from
a large and well-known company or Web site with a broad membership base, such as eBay or PayPal. In the case of spear phishing, however, the apparent
source of the e-mail is likely to be an individual within the recipient's own company and generally someone in a position of authority.

2: The Hoax in this question is designed to make people believe that the fake AV (anti- virus) software is genuine.

3: Vishing is the act of using the telephone in an attempt to scam the user into surrendering private information that will be used for identity theft. The scammer
usually pretends to be a legitimate business, and fools the victim into thinking he or she will profit.

4: Phishing is the act of sending an email to a user falsely claiming to be an established legitimate enterprise in an attempt to scam the user into surrendering
private information that will be used for identity theft.

Phishing email will direct the user to visit a website where they are asked to update personal information, such as a password, credit card, social security, or bank
account numbers, that the legitimate organization already has. The website, however, is bogus and set up only to steal the information the user enters on the
page.

5: Similar in nature to e-mail phishing, pharming seeks to obtain personal or private (usually financial related) information through domain spoofing. Rather than
being spammed with malicious and mischievous e-mail requests for you to visit spoof Web sites which appear legitimate, pharming 'poisons' a DNS server by
infusing false information into the DNS server, resulting in a user's request being redirected elsewhere. Your browser, however will show you are at the correct
Web site, which makes pharming a bit more serious and more difficult to detect. Phishing attempts to scam people one at a time with an e-mail while pharming
allows the scammers to target large groups of people at one time through domain spoofing.

References:

http://searchsecurity.techtarget.com/definition/spear-phishing http://www.webopedia.com/TERM/V/vishing.html http://www.webopedia.com/TERM/P/phishing.html
http://'www.webopedia.com/TERM/P/pharming.html

NEW QUESTION 52
- (Exam Topic 1)
When performing data acquisition on a workstation, which of the following should be captured based on memory volatility? (Select two.)

A. USB-attached hard disk
B. Swap/pagefile

C. Mounted network storage
D. ROM

E. RAM

Answer: BE

NEW QUESTION 56
- (Exam Topic 1)
Which of the following implements two-factor authentication?

A. A phone system requiring a PIN to make a call

B. At ATM requiring a credit card and PIN

C. A computer requiring username and password

D. A datacenter mantrap requiring fingerprint and iris scan

Answer: B

NEW QUESTION 58
- (Exam Topic 1)
Ann. An employee in the payroll department, has contacted the help desk citing multiple issues with her device, including:

o Slow performance
o Word documents, PDFs, and images no longer opening

D A pop-up
Ann states the issues began after she opened an invoice that a vendor emailed to her. Upon opening the invoice, she had to click several security warnings to view
it in her word processor. With which of the following is the device MOST likely infected?

A. Spyware

B. Crypto-malware
C. Rootkit

D. Backdoor

Answer: D

NEW QUESTION 59

- (Exam Topic 1)

Adhering to a layered security approach, a controlled access facility employs security guards who verify the authorization of all personnel entering the facility.
Which of the following terms BEST describes the security control being employed?

A. Administrative

B. Corrective

C. Deterrent

D. Compensating

Answer: C
NEW QUESTION 61
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- (Exam Topic 1)
A company is currently using the following configuration:

o IAS server with certificate-based EAP-PEAP and MSCHAP

D Unencrypted authentication via PAP
A security administrator needs to configure a new wireless setup with the following configurations:

o PAP authentication method

D PEAP and EAP provide two-factor authentication
Which of the following forms of authentication are being used? (Select two.)

A. PAP

B. PEAP

C. MSCHAP

D. PEAP- MSCHAP
E. EAP

F. EAP-PEAP

Answer: AC

NEW QUESTION 66
- (Exam Topic 1)
Which of the following attack types BEST describes a client-side attack that is used to manipulate an HTML iframe with JavaScript code via a web browser?

A. Buffer overflow
B. MITM

C. XSs

D. SQLiI

Answer: C

NEW QUESTION 71
- (Exam Topic 1)
When identifying a company’s most valuable assets as part of a BIA, which of the following should be the FIRST priority?

A. Life

B. Intellectual property
C. Sensitive data

D. Public reputation

Answer: A

NEW QUESTION 73

- (Exam Topic 1)

A manager wants to distribute a report to several other managers within the company. Some of them reside in remote locations that are not connected to the
domain but have a local server. Because there is sensitive data within the report and the size of the report is beyond the limit of the email attachment size, emailing
the report is not an option. Which of the following protocols should be implemented to distribute the report securely? (Select three.)

A. SIMIME
B. SSH

C. SNMPv3
D. FTPS

E. SRTP

F. HTTPS
G. LDAPS

Answer: BDF

NEW QUESTION 75

- (Exam Topic 2)

Joe, a user, wants to send Ann, another user, a confidential document electronically. Which of the following should Joe do to ensure the document is protected
from eavesdropping?

A. Encrypt it with Joe’s private key
B. Encrypt it with Joe’s public key

C. Encrypt it with Ann’s private key
D. Encrypt it with Ann’s public key

Answer: D

NEW QUESTION 79

- (Exam Topic 2)

A company has a security policy that specifies all endpoint computing devices should be assigned a unique identifier that can be tracked via an inventory
management system. Recent changes to airline security regulations have cause many executives in the company to travel with mini tablet devices instead of
laptops.

These tablet devices are difficult to tag and track. An RDP application is used from the tablet to connect into the company network.

Which of the following should be implemented in order to meet the security policy requirements?
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A. Virtual desktop infrastructure (IDI)

B. WS-security and geo-fencing

C. A hardware security module (HSM)

D. RFID tagging system

E. MDM software

F. Security Requirements Traceability Matrix (SRTM)

Answer: E

NEW QUESTION 82

- (Exam Topic 2)

A technician suspects that a system has been compromised. The technician reviews the following log entry: WARNING- hash mismatch:
C:\Window\SysWOW64\user32.dll

WARNING- hash mismatch: C:\Window\SysWOW&64\kernel32.dll

Based solely ono the above information, which of the following types of malware is MOST likely installed on the system?

A. Rootkit

B. Ransomware
C. Trojan

D. Backdoor

Answer: A

NEW QUESTION 83
- (Exam Topic 2)
Which of the following AES modes of operation provide authentication? (Select two.)

A.CCM
B.CBC
C.GCM
D. DSA
E. CFB

Answer: AC

NEW QUESTION 84

- (Exam Topic 2)

An organization is comparing and contrasting migration from its standard desktop configuration to the newest version of the platform. Before this can happen, the
Chief Information Security Officer (CISO) voices the need to evaluate the functionality of the newer desktop platform to ensure interoperability with existing
software in use by the organization. In which of the following principles of architecture and design is the CISO engaging?

A. Dynamic analysis

B. Change management
C. Baselining

D. Waterfalling

Answer: B

NEW QUESTION 89

- (Exam Topic 2)

During a monthly vulnerability scan, a server was flagged for being vulnerable to an Apache Struts exploit. Upon further investigation, the developer responsible for
the server informs the security team that Apache Struts is not installed on the server. Which of the following BEST describes how the security team should reach to
this incident?

A. The finding is a false positive and can be disregarded

B. The Struts module needs to be hardened on the server

C. The Apache software on the server needs to be patched and updated

D. The server has been compromised by malware and needs to be quarantined.

Answer: A

NEW QUESTION 93

- (Exam Topic 2)

An administrator is configuring access to information located on a network file server named “Bowman”. The files are located in a folder named “BalkFiles”. The
files are only for use by the “Matthews” division and should be read-only. The security policy requires permissions for shares to be managed at the file system
layer and also requires those permissions to be set according to a least privilege model. Security policy for this data type also dictates that administrator-level
accounts on the system have full access to the files.

The administrator configures the file share according to the following table:
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Share permissions
1 Evervone Full control

File svstem permissions

2 Bowman'Users Modifv Inherited
3 Domain' Matthews Read Not inherited
4 Bowman'System Full control  Inherited
5 Bowman' Admimistrators Full control Not mherited

Which of the following rows has been misconfigured?

A. Row 1
B. Row 2
C.Row 3
D. Row 4
E. Row 5

Answer: D

NEW QUESTION 96
- (Exam Topic 2)
A security administrator is given the security and availability profiles for servers that are being deployed.

o Match each RAID type with the correct configuration and MINIMUM number of drives.

o Review the server profiles and match them with the appropriate RAID type based on integrity, availability, I/O, storage requirements. Instructions:
o All drive definitions can be dragged as many times as necessary

o Not all placeholders may be filled in the RAID configuration boxes

o If parity is required, please select the appropriate number of parity checkboxes

o Server profiles may be dragged only once
If at any time you would like to bring back the initial state of the simulation, please select the Reset button. When you have completed the simulation, please select
the Done button to submit. Once the simulation is submitted, please select the Next button to continue.

~Instructions: If at any time you would like to bring back the initial state of the simulation, please select the
Reset button. When you have completed the simulation, please select the Done button to submit.

i e L ot
Authentication Server Email Aschive Identity Managemenl Server Media Streaming Server

RAID-1
Disk 1 Disk 2 Disk 3 Disk 4 Disk 1 Disk 2 Disk 3 Disk 4
' e — 1 ' | | i e 3
: E ! ! !
[ Parity Data : O Pariy Data
L-l-'ll--i-'l-l-'l-l--l-" :‘tiﬁiiliti;:
D Pasity Data D Parity Data
RAID-5 Server Profile: RAID-8 Server Profile:
Disk 1 Disk 2 Disk 3 Disk 4 Disk 1 Disk 2 Disk 3 Disk &
___________ : r ;
J Parity Data O Parity Data :
El ; — 3
D Parity Data D Parity Data

Reset All | L e |
=] Eﬁéﬂm

A. Mastered
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B. Not Mastered

Answer: A

Explanation:

RAID-0 is known as striping. It is not a fault tolerant solution but does improve disk performance for read/write operations. Striping requires a minimum of two disks
and does not use parity.

RAID-0 can be used where performance is required over fault tolerance, such as a media streaming server. RAID-1 is known as mirroring because the same data
is written to two disks so that the two disks have

identical data. This is a fault tolerant solution that halves the storage space. A minimum of two disks are used in mirroring and does not use parity. RAID-1 can be
used where fault tolerance is required over performance, such as on an authentication server. RAID-5 is a fault tolerant solution that uses parity and striping. A
minimum of three disks are required for RAID-5 with one disk's worth of space being used for parity information. However, the parity information is distributed
across all the disks. RAID-5 can recover from a sing disk failure.

RAID-6 is a fault tolerant solution that uses dual parity and striping. A minimum of four disks are required for RAID-6. Dual parity allows RAID-6 to recover from the
simultaneous failure of up to two disks. Critical data should be stored on a RAID-6 system.

http://www.adaptec.com/en-us/solutions/raid_levels.html

NEW QUESTION 97

- (Exam Topic 2)

An attacker discovers a new vulnerability in an enterprise application. The attacker takes advantage of the vulnerability by developing new malware. After installing
the malware, the attacker is provided with access to the infected machine.

Which of the following is being described?

A. Zero-day exploit

B. Remote code execution
C. Session hijacking

D. Command injection

Answer: A

NEW QUESTION 100

- (Exam Topic 2)

Before an infection was detected, several of the infected devices attempted to access a URL that was similar to the company name but with two letters transposed.
Which of the following BEST describes the attack vector used to infect the devices?

A. Cross-site scripting
B. DNS poisoning

C. Typo squatting

D. URL hijacking

Answer: C

NEW QUESTION 104

- (Exam Topic 2)

A director of IR is reviewing a report regarding several recent breaches. The director compiles the following statistic’s
-Initial IR engagement time frame

-Length of time before an executive management notice went out

-Average IR phase completion

The director wants to use the data to shorten the response time. Which of the following would accomplish this?

A. CSIRT

B. Containment phase

C. Escalation notifications
D. Tabletop exercise

Answer: D

NEW QUESTION 108

- (Exam Topic 2)

A security administrator has been tasked with improving the overall security posture related to desktop machines on the network. An auditor has recently that
several machines with confidential customer information displayed in the screens are left unattended during the course of the day.

Which of the following could the security administrator implement to reduce the risk associated with the finding?

A. Implement a clean desk policy

B. Security training to prevent shoulder surfing

C. Enable group policy based screensaver timeouts
D. Install privacy screens on monitors

Answer: C

NEW QUESTION 112

- (Exam Topic 2)

A web application is configured to target browsers and allow access to bank accounts to siphon money to a foreign account. This is an example of which of the
following attacks?

A. SQL injection

B. Header manipulation
C. Cross-site scripting
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D. Flash cookie exploitation

Answer: C

NEW QUESTION 116
- (Exam Topic 2)
An in-house penetration tester is using a packet capture device to listen in on network communications. This is an example of:

A. Passive reconnaissance
B. Persistence

C. Escalation of privileges
D. Exploiting the switch

Answer: D

NEW QUESTION 117
- (Exam Topic 2)
Which of the following are methods to implement HA in a web application server environment? (Select two.)

A. Load balancers

B. Application layer firewalls
C. Reverse proxies

D. VPN concentrators

E. Routers

Answer: AB

NEW QUESTION 120

- (Exam Topic 2)

To reduce disk consumption, an organization’s legal department has recently approved a new policy setting the data retention period for sent email at six months.
Which of the following is the BEST way to ensure this

goal is met?

A. Create a daily encrypted backup of the relevant emails.
B. Configure the email server to delete the relevant emails.
C. Migrate the relevant emails into an “Archived” folder.

D. Implement automatic disk compression on email servers.

Answer: A

NEW QUESTION 123

- (Exam Topic 2)

Which of the following precautions MINIMIZES the risk from network attacks directed at multifunction printers, as well as the impact on functionality at the same
time?

A. Isolating the systems using VLANSs

B. Installing a software-based IPS on all devices

C. Enabling full disk encryption

D. Implementing a unique user PIN access functions

Answer: A

NEW QUESTION 125

- (Exam Topic 2)

A security analyst is performing a quantitative risk analysis. The risk analysis should show the potential

monetary loss each time a threat or event occurs. Given this requirement, which of the following concepts would assist the analyst in determining this value?
(Select two.)

A. ALE
B. AV
C. ARO
D. EF
E. ROI

Answer: BD

NEW QUESTION 127

- (Exam Topic 2)

An employee receives an email, which appears to be from the Chief Executive Officer (CEQO), asking for a report of security credentials for all users.
Which of the following types of attack is MOST likely occurring?

A. Policy violation

B. Social engineering
C. Whaling

D. Spear phishing

Answer: D
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NEW QUESTION 129

- (Exam Topic 2)

A member of a digital forensics team, Joe arrives at a crime scene and is preparing to collect system data. Before powering the system off, Joe knows that he must
collect the most volatile date first. Which of the following is the correct order in which Joe should collect the data?

A. CPU cache, paging/swap files, RAM, remote logging data
B. RAM, CPU cach

C. Remote logging data, paging/swap files

D. Paging/swap files, CPU cache, RAM, remote logging data
E. CPU cache, RAM, paging/swap files, remote logging data

Answer: D

NEW QUESTION 134

- (Exam Topic 2)

Technicians working with servers hosted at the company's datacenter are increasingly complaining of electric shocks when touching metal items which have been
linked to hard drive failures.

Which of the following should be implemented to correct this issue?

A. Decrease the room temperature

B. Increase humidity in the room

C. Utilize better hot/cold aisle configurations
D. Implement EMI shielding

Answer: B

NEW QUESTION 135

- (Exam Topic 2)

The security administrator receives an email on a non-company account from a coworker stating that some reports are not exporting correctly. Attached to the
email was an example report file with several customers' names and credit card numbers with the PIN.

Which of the following is the BEST technical controls that will help mitigate this risk of disclosing sensitive data?

A. Configure the mail server to require TLS connections for every email to ensure all transport data is encrypted

B. Create a user training program to identify the correct use of email and perform regular audits to ensure compliance
C. Implement a DLP solution on the email gateway to scan email and remove sensitive data or files

D. Classify all data according to its sensitivity and inform the users of data that is prohibited to share

Answer: C

NEW QUESTION 136
- (Exam Topic 2)
Which of the following cryptographic algorithms is irreversible?

A.RC4
B. SHA-256
C.DES
D. AES

Answer: B

NEW QUESTION 138

- (Exam Topic 2)

A manager suspects that an IT employee with elevated database access may be knowingly modifying financial transactions for the benefit of a competitor. Which
of the following practices should the manager implement to validate the concern?

A. Separation of duties

B. Mandatory vacations

C. Background checks

D. Security awareness training

Answer: A

NEW QUESTION 140

- (Exam Topic 2)

A copy of a highly confidential salary report was recently found on a printer in the IT department. The human resources department does not have this specific
printer mapped to its devices, and it is suspected that an employee in the IT department browsed to the share where the report was located and printed it without
authorization. Which of the following technical controls would be the BEST choice to immediately prevent this from happening again?

A. Implement a DLP solution and classify the report as confidential, restricting access only to human resources staff

B. Restrict access to the share where the report resides to only human resources employees and enable auditing

C. Have all members of the IT department review and sign the AUP and disciplinary policies

D. Place the human resources computers on a restricted VLAN and configure the ACL to prevent access from the IT department

Answer: B

NEW QUESTION 145
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- (Exam Topic 2)

A security analyst reviews the following output:

File name: somefile.pdf

File MD5: EZ28SF21CD33E4F57890DDEASCF26&7ED2
File size: 1.9 Mb

Created by: Jan Smith

Deleted by: Jan Smith

Date deleted: Octobesr 01, 2015 H:432:21 EST

g

[

The analyst loads the hash into the SIEM to discover if this hash is seen in other parts of the network. After inspecting a large number of files, the security analyst
reports the following:

File hash: EZESFZ2ICD33E4AF5T7E80DDEARCEFZETEDZ
Files found: somestuff.xls, somefile.pdf, nofile.doc

Which of the following is the MOST likely cause of the hash being found in other areas?

A. Jan Smith is an insider threat
B. There are MD5 hash collisions
C. The file is encrypted

D. Shadow copies are present

Answer: B

NEW QUESTION 150

- (Exam Topic 2)

A security engineer is configuring a wireless network that must support mutual authentication of the wireless client and the authentication server before users
provide credentials. The wireless network must also support authentication with usernames and passwords. Which of the following authentication protocols MUST
the security engineer select?

A. EAP-FAST
B. EAP-TLS
C. PEAP

D. EAP

Answer: C

NEW QUESTION 151
- (Exam Topic 2)
The availability of a system has been labeled as the highest priority. Which of the following should be focused on the MOST to ensure the objective?

A. Authentication

B. HVAC

C. Full-disk encryption
D. File integrity checking

Answer: B
NEW QUESTION 152

- (Exam Topic 2)
A security analyst has received the following alert snippet from the HIDS appliance:

PROTCCOL SIG SRC.PORT DST.PCORT

TCP XMAS SCAN £ bz o B iy o L e e 0 Y 192 16612278891
TCP XMAS SCAN 92 i Lakr6d9 B2 blageitl if 3 PR SRR P Ste £ B
TCE XMAS SCAN 192.168.1.1:2264 192.168.1.2:6455
TCP XMAS SCAN 192 168 1.1:3464 192.168.1.2:8744

Given the above logs, which of the following is the cause of the attack?

A. The TCP ports on destination are all open

B. FIN, URG, and PSH flags are set in the packet header
C. TCP MSS is configured improperly

D. There is improper Layer 2 segmentation

Answer: B

NEW QUESTION 156
- (Exam Topic 2)
After an identified security breach, an analyst is tasked to initiate the IR process. Which of the following is the NEXT step the analyst should take?

A. Recovery

B. Identification
C. Preparation

D. Documentation
E. Escalation

Answer: B
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NEW QUESTION 158

- (Exam Topic 2)

A black hat hacker is enumerating a network and wants to remain covert during the process. The hacker initiates a vulnerability scan. Given the task at hand the
requirement of being covert, which of the following statements BEST indicates that the vulnerability scan meets these requirements?

A. The vulnerability scanner is performing an authenticated scan.
B. The vulnerability scanner is performing local file integrity checks.
C. The vulnerability scanner is performing in network sniffer mode.
D. The vulnerability scanner is performing banner grabbing.

Answer: C

NEW QUESTION 159

- (Exam Topic 2)

A technician is configuring a wireless guest network. After applying the most recent changes the technician finds the new devices can no longer find the wireless
network by name but existing devices are still able to use the wireless network.

Which of the following security measures did the technician MOST likely implement to cause this Scenario?

A. Deactivation of SSID broadcast

B. Reduction of WAP signal output power
C. Activation of 802.1X with RADIUS

D. Implementation of MAC filtering

E. Beacon interval was decreased

Answer: A

NEW QUESTION 164

- (Exam Topic 2)

After a routine audit, a company discovers that engineering documents have been leaving the network on a particular port. The company must allow outbound
traffic on this port, as it has a legitimate business use. Blocking the port would cause an outage. Which of the following technology controls should the company
implement?

A.NAC
B. Web proxy
C.DLP
D. ACL

Answer: C

NEW QUESTION 169

- (Exam Topic 2)

A user of the wireless network is unable to gain access to the network. The symptoms are:

1.) Unable to connect to both internal and Internet resources

2.) The wireless icon shows connectivity but has no network access

The wireless network is WPA2 Enterprise and users must be a member of the wireless security group to authenticate.
Which of the following is the MOST likely cause of the connectivity issues?

A. The wireless signal is not strong enough

B. A remote DDoS attack against the RADIUS server is taking place

C. The user's laptop only supports WPA and WEP

D. The DHCP scope is full

E. The dynamic encryption key did not update while the user was offline

Answer: A

NEW QUESTION 170

- (Exam Topic 2)

A help desk is troubleshooting user reports that the corporate website is presenting untrusted certificate errors to employees and customers when they visit the
website. Which of the following is the MOST likely cause of this error, provided the certificate has not expired?

A. The certificate was self signed, and the CA was not imported by employees or customers
B. The root CA has revoked the certificate of the intermediate CA

C. The valid period for the certificate has passed, and a new certificate has not been issued
D. The key escrow server has blocked the certificate from being validated

Answer: C

NEW QUESTION 173

- (Exam Topic 2)

A user is presented with the following items during the new-hire onboarding process:
-Laptop

-Secure USB drive
-Hardware OTP token
-External high-capacity HDD
-Password complexity policy
-Acceptable use policy
-HASP key

-Cable lock
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Which of the following is one component of multifactor authentication?

A. Secure USB drive

B. Cable lock

C. Hardware OTP token
D. HASP key

Answer: C

NEW QUESTION 177

- (Exam Topic 2)

Company policy requires the use if passphrases instead if passwords.

Which of the following technical controls MUST be in place in order to promote the use of passphrases?

A. Reuse
B. Length
C. History
D. Complexity

Answer: D

NEW QUESTION 182

- (Exam Topic 2)

An organization uses SSO authentication for employee access to network resources. When an employee resigns, as per the organization’s security policy, the
employee’s access to all network resources is terminated immediately. Two weeks later, the former employee sends an email to the help desk for a password
reset to access payroll information from the human resources server. Which of the following represents the BEST course of action?

A. Approve the former employee’s request, as a password reset would give the former employee access to only the human resources server.

B. Deny the former employee’s request, since the password reset request came from an external email address.

C. Deny the former employee’s request, as a password reset would give the employee access to all network resources.

D. Approve the former employee’s request, as there would not be a security issue with the former employee gaining access to network resources.

Answer: C

NEW QUESTION 186

- (Exam Topic 2)

A portable data storage device has been determined to have malicious firmware. Which of the following is the BEST course of action to ensure data
confidentiality?

A. Format the device

B. Re-image the device

C. Perform virus scan in the device
D. Physically destroy the device

Answer: C
NEW QUESTION 191

- (Exam Topic 2)
A systems administrator is reviewing the following information from a compromised server:

Process DEP Local Address Remote Address

LSASS YES 0.0.0.0. 10.210.100.62
APACHE NO 0.0.0.0 10.130.210.20
MySQL NO 127.0.0.1 127.0.0.1
TETP YES 191.168.1.10 10.34.221.96

Given the above information, which of the following processes was MOST likely exploited via a remote buffer overflow attack?

A. Apache
B. LSASS
C. MySQL
D. TFTP

Answer: A

NEW QUESTION 194

- (Exam Topic 2)

A security administrator is configuring a new network segment, which contains devices that will be accessed by external users, such as web and FTP server.
Which of the following represents the MOST secure way to

configure the new network segment?

A. The segment should be placed on a separate VLAN, and the firewall rules should be configured to allow external traffic.

B. The segment should be placed in the existing internal VLAN to allow internal traffic only.

C. The segment should be placed on an intranet, and the firewall rules should be configured to allow external traffic.

D. The segment should be placed on an extranet, and the firewall rules should be configured to allow both internal and external traffic.
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Answer: A

NEW QUESTION 196
- (Exam Topic 3)
A company is planning to encrypt the files in several sensitive directories of a file server with a symmetric key. Which of the following could be used?

A. RSA

B. TwoFish

C. Diffie-Helman
D. NTLMv2

E. RIPEMD

Answer: B

NEW QUESTION 197

- (Exam Topic 3)

A security administrator wants to implement a company-wide policy to empower data owners to manage and enforce access control rules on various resources.
Which of the following should be implemented?

A. Mandatory access control
B. Discretionary access control
C. Role based access control
D. Rule-based access control

Answer: B

NEW QUESTION 198

- (Exam Topic 3)

An organization is moving its human resources system to a cloud services provider.

The company plans to continue using internal usernames and passwords with the service provider, but the security manager does not want the service provider to
have a company of the passwords. Which of the following options meets all of these requirements?

A. Two-factor authentication

B. Account and password synchronization
C. Smartcards with PINS

D. Federated authentication

Answer: D

NEW QUESTION 199

- (Exam Topic 3)

The chief security officer (CS0) has issued a new policy that requires that all internal websites be configured for HTTPS traffic only. The network administrator has
been tasked to update all internal sites without incurring additional costs. Which of the following is the best solution for the network administrator to secure each
internal website?

A. Use certificates signed by the company CA

B. Use a signing certificate as a wild card certificate
C. Use certificates signed by a public ca

D. Use a self-signed certificate on each internal server

Answer: D

Explanation:

This is a way to update all internal sites without incurring additional costs?

To be a CA (Certificate Authority), you need an infrastructure that consists of considerable operational elements, hardware, software, policy frameworks and
practice statements, auditing, security infrastructure and personnel.

NEW QUESTION 202

- (Exam Topic 3)

After correctly configuring a new wireless enabled thermostat to control the temperature of the company's meeting room, Joe, a network administrator determines
that the thermostat is not connecting to the internetbased control system. Joe verifies that the thermostat received the expected network parameters and it is
associated with the AP. Additionally, the other wireless mobile devices connected to the same wireless network are functioning properly. The network administrator
verified that the thermostat works when tested at his residence. Which of the following is the MOST likely reason the thermostat is not connecting to the internet?

A. The company implements a captive portal

B. The thermostat is using the incorrect encryption algorithm
C. the WPAZ2 shared likely is incorrect

D. The company's DHCP server scope is full

Answer: C

NEW QUESTION 204

- (Exam Topic 3)

Joe a computer forensic technician responds to an active compromise of a database server. Joe first collects information in memory, then collects network traffic

and finally conducts an image of the hard drive. Which of the following procedures did Joe follow?

A. Order of volatility
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B. Chain of custody
C. Recovery procedure
D. Incident isolation

Answer: A

NEW QUESTION 209

- (Exam Topic 3)

Ann a security analyst is monitoring the IDS console and noticed multiple connections from an internal host to a suspicious call back domain. Which of the
following tools would aid her to decipher the network traffic?

A. Vulnerability Scanner
B. NMAP

C. NETSTAT

D. Packet Analyzer

Answer: C

NEW QUESTION 210

- (Exam Topic 3)

A new intern in the purchasing department requires read access to shared documents. Permissions are normally controlled through a group called "Purchasing”,
however, the purchasing group permissions allow write access. Which of the following would be the BEST course of action?

A. Modify all the shared files with read only permissions for the intern.
B. Create a new group that has only read permissions for the files.

C. Remove all permissions for the shared files.

D. Add the intern to the "Purchasing" group.

Answer: B

NEW QUESTION 212
- (Exam Topic 3)
Which of the following would verify that a threat does exist and security controls can easily be bypassed without actively testing an application?

A. Protocol analyzer
B. Vulnerability scan
C. Penetration test
D. Port scanner

Answer: B

Explanation:

A vulnerability scan is the automated process of proactively identifying security vulnerabilities of computing systems in a network in order to determine if and where
a system can be exploited and/or threatened. While

public servers are important for communication and data transfer over the Internet, they open the door to potential security breaches by threat agents, such as
malicious hackers.

Vulnerability scanning employs software that seeks out security flaws based on a database of known flaws, testing systems for the occurrence of these flaws and
generating a report of the findings that an individual or an enterprise can use to tighten the network's security.

Vulnerability scanning typically refers to the scanning of systems that are connected to the Internet but can also refer to system audits on internal networks that are
not connected to the Internet in order to assess the threat of rogue software or malicious employees in an enterprise.

NEW QUESTION 214
- (Exam Topic 3)
The process of applying a salt and cryptographic hash to a password then repeating the process many times is known as which of the following?

A. Collision resistance
B. Rainbow table

C. Key stretching

D. Brute force attack

Answer: C

NEW QUESTION 215
- (Exam Topic 3)
Which of the following is the LEAST secure hashing algorithm?

A. SHA1

B. RIPEMD
C. MD5

D. DES

Answer: C

NEW QUESTION 216

- (Exam Topic 3)

An attacker uses a network sniffer to capture the packets of a transaction that adds $20 to a gift card. The attacker then user a function of the sniffer to push those
packets back onto the network again, adding another $20 to the gift card. This can be done many times. Which of the following describes this type of attack?
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A. Integer overflow attack

B. Smurf attack

C. Replay attack

D. Buffer overflow attack

E. Cross-site scripting attack

Answer: C

NEW QUESTION 219

- (Exam Topic 3)

During a data breach cleanup, it is discovered that not all of the sites involved have the necessary data wiping tools. The necessary tools are quickly distributed to
the required technicians, but when should this problem BEST be revisited?

A. Reporting

B. Preparation

C. Mitigation

D. Lessons Learned

Answer: D

NEW QUESTION 223

- (Exam Topic 3)

Given the log output:

Max 15 00:15:23.431 CRT: #SEC_LOGIN-5-LOGIN_SUCCESS:

Login Success [user: msmith] [Source: 10.0.12.45] [localport: 23] at 00:15:23:431 CET Sun Mar 15 2015
Which of the following should the network administrator do to protect data security?

A. Configure port security for logons

B. Disable telnet and enable SSH

C. Configure an AAA server

D. Disable password and enable RSA authentication

Answer: B

NEW QUESTION 227

- (Exam Topic 3)

Two users need to securely share encrypted files via email. Company policy prohibits users from sharing credentials or exchanging encryption keys. Which of the
following can be implemented to enable users to share encrypted data while abiding by company policies?

A. Key escrow

B. Digital signatures
C. PKI

D. Hashing

Answer: B

NEW QUESTION 231

- (Exam Topic 3)

A security administrator wishes to implement a secure a method of file transfer when communicating with outside organizations. Which of the following protocols
would BEST facilitate secure file transfers? (Select TWO)

A. SCP
B. TFTP
C. SNMP
D.FTP
E. SMTP
F. FTPS

Answer: AF

NEW QUESTION 236
- (Exam Topic 3)
Which of the following is the summary of loss for a given year?

A. MTBF
B. ALE
C. SLA
D. ARO

Answer: B

NEW QUESTION 239

- (Exam Topic 3)

Which of the following is a document that contains detailed information about actions that include how something will be done, when the actions will be performed,

and penalties for failure?

A. MOU
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B. ISA
C. BPA
D. SLA

Answer: D

NEW QUESTION 243

- (Exam Topic 3)

During a recent audit, it was discovered that several user accounts belonging to former employees were still active and had valid VPN permissions. Which of the
following would help reduce the amount of risk the organization incurs in this situation in the

future?

A. Time-of-day restrictions

B. User access reviews

C. Group-based privileges

D. Change management policies

Answer: B

NEW QUESTION 246

- (Exam Topic 3)

A Security Officer on a military base needs to encrypt several smart phones that will be going into the field. Which of the following encryption solutions should be
deployed in this situation?

A. Elliptic curve
B. One-time pad
C. 3DES

D. AES-256

Answer: D

NEW QUESTION 247
- (Exam Topic 3)
An administrator is testing the collision resistance of different hashing algorithms. Which of the following is the strongest collision resistance test?

A. Find two identical messages with different hashes

B. Find two identical messages with the same hash

C. Find a common has between two specific messages

D. Find a common hash between a specific message and a random message

Answer: A

NEW QUESTION 250
- (Exam Topic 3)
A technician must configure a firewall to block external DNS traffic from entering a network. Which of the following ports should they block on the firewall?

A. 53

B. 110
C. 143
D. 443

Answer: A

NEW QUESTION 251

- (Exam Topic 3)

During an application design, the development team specifics a LDAP module for single sign-on communication with the company's access control database. This
is an example of which of the following?

A. Application control
B. Data in-transit

C. Identification

D. Authentication

Answer: D

NEW QUESTION 256

- (Exam Topic 3)

An auditor has identified an access control system that can incorrectly accept an access attempt from an unauthorized user. Which of the following authentication
systems has the auditor reviewed?

A. Password-based
B. Biometric-based
C. Location-based

D. Certificate-based

Answer: B
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NEW QUESTION 261

- (Exam Topic 3)

A forensic analyst is asked to respond to an ongoing network attack on a server. Place the items in the list below in the correct order in which the forensic analyst
should preserve them.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

When dealing with multiple issues, address them in order of volatility (OOV); always deal with the most volatile first. Volatility can be thought of as the amount of
time that you have to collect certain data before a window of opportunity is gone. Naturally, in an investigation you want to collect everything, but some data will
exist longer than others, and you cannot possibly collect all of it once. As an example, the OOV in an investigation may be RAM, hard drive data, CDs/DVDs, and
printouts.

Order of volatility: Capture system images as a snapshot of what exists, look at network traffic and logs, capture any relevant video/screenshots/hashes, record
time offset on the systems, talk to witnesses, and track total man-hours and expenses associated with the investigation.

NEW QUESTION 266

- (Exam Topic 3)

An administrator intends to configure an IPSec solution that provides ESP with integrity protection, but not confidentiality protection. Which of the following AES
modes of operation would meet this integrity-only requirement?

A. HMAC
B. PCBC
C.CBC
D. GCM
E.CFB

Answer: A

NEW QUESTION 270

- (Exam Topic 3)

A company researched the root cause of a recent vulnerability in its software. It was determined that the vulnerability was the result of two updates made in the last
release. Each update alone would not have resulted in the vulnerability. In order to prevent similar situations in the future, the company should improve which of
the following?

A. Change management procedures
B. Job rotation policies

C. Incident response management
D. Least privilege access controls

Answer: A

NEW QUESTION 272

- (Exam Topic 3)

New magnetic locks were ordered for an entire building. In accordance with company policy, employee safety is the top priority. In case of a fire where electricity is

cut, which of the following should be taken into consideration when installing the new locks?

A. Fail safe
B. Fault tolerance
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C. Fail secure
D. Redundancy

Answer: A

NEW QUESTION 275
- (Exam Topic 3)
Task: Configure the firewall (fill out the table) to allow these four rules:

o Only allow the Accounting computer to have HTTPS access to the Administrative server.
o Only allow the HR computer to be able to communicate with the Server 2 System over SCP.

o Allow the IT computer to have access to both the Administrative Server 1 and Administrative Server 2
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A. Mastered
B. Not Mastered

Answer: A
Explanation:

Use the following answer for this simulation task.
Below table has all the answers required for this question.
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10. 4. 255. 10/24 10. 4. 255. 101 443 Allow
10. 4. 255. 10/23 10. 4. 255. 2 29 TCP Allow
10. 4. 255. 10/25 10. 4. 255. 101 Aii+ v AT Taw
10. 4. 255. 10/25 10. 4. 255. 102 Any Any Allow

Firewall rules act like ACLs, and they are used to dictate what traffic can pass between the firewall and the internal network. Three possible actions can be taken
based on the rule's criteria:

Block the connection Allow the connection Allow the connection only if it is secured

TCP is responsible for providing a reliable, one-to-one, connection-oriented session. TCP establishes a connection and ensures that the other end receives any
packets sent.

Two hosts communicate packet results with each other. TCP also ensures that packets are decoded and sequenced properly. This connection is persistent during
the session.

When the session ends, the connection is torn down.

UDP provides an unreliable connectionless communication method between hosts. UDP is considered a best-effort protocol, but it's considerably faster than TCP.
The sessions don't establish a synchronized session like the kind used in TCP, and UDP doesn't guarantee error-free communications.

The primary purpose of UDP is to send small packets of information.

The application is responsible for acknowledging the correct reception of the data. Port 22 is used by both SSH and SCP with UDP.

Port 443 is used for secure web connections? HTTPS and is a TCP port.

Thus to make sure only the Accounting computer has HTTPS access to the Administrative server you should use TCP port 443 and set the rule to allow
communication between 10.4.255.10/24 (Accounting) and 10.4.255.101 (Administrative serverl) Thus to make sure that only the HR computer has access to
Server2 over SCP you need use of TCP port 22 and set the rule to allow communication between 10.4.255.10/23 (HR) and 10.4.255.2 (server2)

Thus to make sure that the IT computer can access both the Administrative servers you need to use a port and accompanying port number and set the rule to
allow communication between: 10.4.255.10.25 (IT computer) and 10.4.255.101 (Administrative serverl)

10.4.255.10.25 (IT computer) and 10.4.255.102 (Administrative server2)

NEW QUESTION 277

- (Exam Topic 3)

A network operations manager has added a second row of server racks in the datacenter. These racks face the opposite direction of the first row of racks.
Which of the following is the reason the manager installed the racks this way?

A. To lower energy consumption by sharing power outlets

B. To create environmental hot and cold isles

C. To eliminate the potential for electromagnetic interference
D. To maximize fire suppression capabilities

Answer: B

NEW QUESTION 282

- (Exam Topic 3)

A security administrator is tasked with conducting an assessment made to establish the baseline security posture of the corporate IT infrastructure. The
assessment must report actual flaws and weaknesses in the infrastructure. Due to the expense of hiring outside consultants, the testing must be performed using
in-house or cheaply available resource. There cannot be a possibility of any requirement being damaged in the test.

Which of the following has the administrator been tasked to perform?

A. Risk transference

B. Penetration test

C. Threat assessment

D. Vulnerability assessment

Answer: D

NEW QUESTION 286

- (Exam Topic 4)

An incident involving a workstation that is potentially infected with a virus has occurred. The workstation may have sent confidential data to an unknown internet
server. Which of the following should a security analyst do FIRST?

A. Make a copy of everything in memory on the workstation.
B. Turn off the workstation.

C. Consult information security policy.

D. Run a virus scan.

Answer: A

NEW QUESTION 289

- (Exam Topic 4)

While performing a penetration test, the technicians want their efforts to go unnoticed for as long as possible while they gather useful data about the network they

are assessing. Which of the following would be the BEST choice for the technicians?

A. Vulnerability scanner
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B. Offline password cracker
C. Packet sniffer
D. Banner grabbing

Answer: C

NEW QUESTION 292
- (Exam Topic 4)
To determine the ALE of a particular risk, which of the following must be calculated? (Select two.)

A. ARO
B. ROI

C. RPO
D. SLE
E. RTO

Answer: AD

NEW QUESTION 297

- (Exam Topic 4)

A security analyst has set up a network tap to monitor network traffic for vulnerabilities. Which of the following techniques would BEST describe the approach the
analyst has taken?

A. Compliance scanning

B. Credentialed scanning

C. Passive vulnerability scanning
D. Port scanning

Answer: D

NEW QUESTION 302

- (Exam Topic 4)

A company would like to prevent the use of a known set of applications from being used on company computers. Which of the following should the security
administrator implement?

A. Whitelisting

B. Anti-malware

C. Application hardening

D. Blacklisting

E. Disable removable media

Answer: D

NEW QUESTION 306

- (Exam Topic 4)

A penetration tester harvests potential usernames from a social networking site. The penetration tester then uses social engineering to attempt to obtain
associated passwords to gain unauthorized access to shares on a network server.

Which of the following methods is the penetration tester MOST likely using?

A. Escalation of privilege
B. SQL injection
C. Active reconnaissance
D. Proxy server

Answer: C

NEW QUESTION 311

- (Exam Topic 4)

A global gaming console manufacturer is launching a new gaming platform to its customers. Which of the following controls reduces the risk created by malicious
gaming customers attempting to circumvent control by way of modifying consoles?

A. Firmware version control
B. Manual software upgrades
C. Vulnerability scanning

D. Automatic updates

E. Network segmentation

F. Application firewalls

Answer: AD

NEW QUESTION 316
- (Exam Topic 4)
A security analyst is working on a project that requires the implementation of a stream cipher. Which of the following should the analyst use?

A. Hash function

B. Elliptic curve
C. Symmetric algorithm
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D. Public key cryptography

Answer: C

NEW QUESTION 320

- (Exam Topic 4)

The IT department is deploying new computers. To ease the transition, users will be allowed to access their old and new systems.
The help desk is receive reports that users are experiencing the following error when attempting to log in to their previous system:
Logon Failure: Access Denied

Which of the following can cause this issue?

A. Permission issues
B. Access violations
C. Certificate issues
D. Misconfigured devices

Answer: C

NEW QUESTION 325

- (Exam Topic 4)

Ann, a college professor, was recently reprimanded for posting disparaging remarks re-grading her coworkers on a web site. Ann stated that she was not aware
that the public was able to view her remakes. Which of the following security-related trainings could have made Ann aware of the repercussions of her actions?

A. Data Labeling and disposal
B. Use of social networking
C. Use of P2P networking

D. Role-based training

Answer: B

NEW QUESTION 326
- (Exam Topic 4)
A malicious attacker has intercepted HTTP traffic and inserted an ASCII line that sets the referrer URL. Which of the following is the attacker most likely utilizing?

A. Header manipulation
B. Cookie hijacking

C. Cross-site scripting
D. Xml injection

Answer: A

NEW QUESTION 331

- (Exam Topic 4)

A company'’s loss control department identifies theft as a recurring loss type over the past year. Based on the department’s report, the Chief Information Officer
(ClO) wants to detect theft of datacenter equipment. Which of the following controls should be implemented?

A. Biometrics

B. Cameras

C. Motion detectors
D. Mantraps

Answer: C

NEW QUESTION 335
- (Exam Topic 4)
Which of the following techniques can be bypass a user or computer's web browser privacy settings? (Select Two)

A. SQL injection

B. Session hijacking

C. Cross-site scripting

D. Locally shared objects
E. LDAP injection

Answer: BC

NEW QUESTION 340

- (Exam Topic 4)

A company recently replaced its unsecure email server with a cloud-based email and collaboration solution that is managed and insured by a third party. Which of
the following actions did the company take regarding risks related to its email and collaboration services?

A. Transference
B. Acceptance
C. Mitigation

D. Deterrence

Answer: A
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NEW QUESTION 342

- (Exam Topic 4)

The security administrator has noticed cars parking just outside of the building fence line. Which of the following security measures can the administrator use to
help protect the company's WiFi network against war driving? (Select TWO)

A. Create a honeynet

B. Reduce beacon rate

C. Add false SSIDs

D. Change antenna placement
E. Adjust power level controls
F. Implement a warning banner

Answer: DE

NEW QUESTION 347

- (Exam Topic 4)

A security administrator is tasked with implementing centralized management of all network devices. Network administrators will be required to logon to network
devices using their LDAP credentials. All command executed by network administrators on network devices must fall within a preset list of authorized commands
and must be logged to a central facility. Which of the following configuration commands should be implemented to enforce this requirement?

A. LDAP server 10.55.199.3

B. CN=company, CN=com, OU=netadmin, DC=192.32.10.233
C. SYSLOG SERVER 172.16.23.50

D. TACAS server 192.168.1.100

Answer: B

NEW QUESTION 351

- (Exam Topic 4)

A remote user (Userl) is unable to reach a newly provisioned corporate windows workstation. The system administrator has been given the following log files from
the VPN, corporate firewall and workstation host.

VPN log

[CO1l%-03-°8 DB:00.73 C8T-6: VON-Server-Lk: Userl 5.%.5%.5 authenticatien failed. Weeng password.]
[CO15-03-% OB:00.7% CaT=&: VPH-3ecver=1: Userl 5.5.5.5 authentication failed. Wrong pasaword. ]
[C01%-03-25% O0B8:00.40 CHT=6G:1 VPN-Server=1: Userl 5.5.5.% authentication failed. Wraong password. ]
(CO15-03==3% O8:01.11 <37=6&1 VPH-Server=1l: Usecl 5.5.5.5% authentication susceeded.]

[P013%-03=25 09101.35 CAT=E1 VPN-3erver=l: Umerl 5.5%.5%.9% disconnected. Idle Timeout.]

Corporate firevvall log

[COL5-DF-280 149:01.1T7 <AT: dennded 5.%5.5.5 (aemp) = 10,1 |.f':|'i'j.f.lllul":l:|

[S0L5-0F-T5% L4:01.13 €37T: dended 5.%.%.5{iemp) -+ L0.L.1.5{icmp)]

[SDL15-D3-05% 1l4:01.14 CaT: denied :l..'J..':-..'lla'.l.'mp] == 10 ].J..fl{.il\'_'ﬂ.'iq.l;l]

SO12-03-7% 14:01.1% CO97: denled 5.38.5.5(iemp) => 10.1.1.5{icmp)]

t::l’.‘ﬁlh-l.'l]-::h 19:01.1& CBT: ol acst b ik Bt 1 e 0 - vy

(Z015%-D3=28 14:01.1& C8T: acceprted 5.5.5.5%{(10T35) > J0.L.1.5(238%))

(ZO015=D03=25 19:01.17 C8T: <deniesd 5.5%.5.5(icmp}) = l0.1.1.50aem}]

[ZO015=03=25 149:04..18 C3T: denied F.5%.5,.3(iemp) =-> 10.1.1.3{icmp}]

Wiarkstabon host brawall lag

[Z0L5-03-2L 0O2:00.00 <C3T-%: 10.1.L.5 > wees bhackeraitel LILA omihttpea) (action™allow) ]
[ZOL1L5-03-2= 0B 00.00 C3T=-%: AO.L.L.5 * wwwshackermitedilll . comihttpa) {action®allow)]
[COL5-03-20 DE:00.00 CorT=-5 10.L. L. 5  owww, hachermpitalllll . comihttpral (actionTallow) ]
[COL1L5-03-"4 DBE:00.00 C8T-3 10.L0.1.5 = ey Bach=r&ait=1Lbll.comibttras)l (action=allow) )
[COL5=-03-25 DB+OD0.00 ©3T-%: 10.1.L.5 v et BB R &Lt LLLL SomiBEtral (action®allow) )
[EO0LS-D03-285 O0%:0L.17 C87T-%: 5.%.5%.% = 0. L. L5 lmavddjl acBian®=drapl )

[=01L%-02-06 DB: 00,00 C8T-%: 1D.L.L1.% - e BidcRhesi i Tl il Ll SSmibhEEia) faction®=all 3w} |

Which of the following is preventing the remote user from being able to access the workstation?

A. Network latency is causing remote desktop service request to time out

B. Userl has been locked out due to too many failed passwords

C. Lack of network time synchronization is causing authentication mismatches

D. The workstation has been compromised and is accessing known malware sites
E. The workstation host firewall is not allowing remote desktop connections

Answer: B

NEW QUESTION 353
- (Exam Topic 4)

During a recent audit, it was discovered that many services and desktops were missing security patches. Which of the following BEST describes the assessment
that was performed to discover this issue?

A. Network mapping
B. Vulnerability scan
C. Port Scan

D. Protocol analysis

Answer: B

NEW QUESTION 356
- (Exam Topic 4)
Which of the following could occur when both strong and weak ciphers are configured on a VPN concentrator? (Select TWO)

A. An attacker could potentially perform a downgrade attack.
B. The connection is vulnerable to resource exhaustion.

C. The integrity of the data could be at risk.

D. The VPN concentrator could revert to L2TP.

E. The IPSec payload reverted to 16-bit sequence numbers.
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Answer: AE

NEW QUESTION 359

- (Exam Topic 4)

An actor downloads and runs a program against a corporate login page. The program imports a list of usernames and passwords, looking for a successful attempt.
Which of the following terms BEST describes the actor in this situation?

A. Script kiddie

B. Hacktivist

C. Cryptologist

D. Security auditor

Answer: A

NEW QUESTION 361
- (Exam Topic 4)
A wireless network has the following design requirements:

o Authentication must not be dependent on enterprise directory service
o It must allow background reconnection for mobile users

o It must not depend on user certificates
Which of the following should be used in the design to meet the requirements? (Choose two.)

A. PEAP

B. PSK

C. Open systems authentication
D. EAP-TLS

E. Captive portals

Answer: BE

NEW QUESTION 362

- (Exam Topic 4)

The help desk is receiving numerous password change alerts from users in the accounting department. These alerts occur multiple times on the same day for each
of the affected users' accounts. Which of the following controls should be implemented to curtail this activity?

A. Password Reuse

B. Password complexity
C. Password History

D. Password Minimum age

Answer: D

NEW QUESTION 366

- (Exam Topic 4)

Which of the following can be used to control specific commands that can be executed on a network
infrastructure device?

A. LDAP

B. Kerberos
C. SAML

D. TACACS+

Answer: D

NEW QUESTION 368
- (Exam Topic 4)
Which of the following allows an application to securely authenticate a user by receiving credentials from a web domain?

A. TACACS+
B. RADIUS
C. Kerberos
D. SAML

Answer: D

NEW QUESTION 371

- (Exam Topic 4)

A security engineer wants to implement a site-to-site VPN that will require SSL certificates for mutual authentication. Which of the following should the engineer
implement if the design requires client MAC address to be visible across the tunnel?

A. Tunnel mode IPSec

B. Transport mode VPN IPSec
C.L2TP

D. SSL VPN
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Answer: D

NEW QUESTION 372
- (Exam Topic 4)
Which of the following penetration testing concepts is being used when an attacker uses public Internet databases to enumerate and learn more about a target?

A. Reconnaissance

B. Initial exploitation

C. Pivoting

D. Vulnerability scanning
E. White box testing

Answer: A

NEW QUESTION 374
- (Exam Topic 4)
Which of the following delineates why it is important to perform egress filtering and monitoring on Internet connected security zones of interfaces on a firewall?

A. Egress traffic is more important than ingress traffic for malware prevention
B. To rebalance the amount of outbound traffic and inbound traffic

C. Outbound traffic could be communicating to known botnet sources

D. To prevent DDoS attacks originating from external network

Answer: B

NEW QUESTION 377

- (Exam Topic 5)

Legal authorities notify a company that its network has been compromised for the second time in two years. The investigation shows the attackers were able to
use the same vulnerability on different systems in both attacks. Which of the following would have allowed the security team to use historical information to protect
against the second attack?

A. Key risk indicators

B. Lessons learned

C. Recovery point objectives
D. Tabletop exercise

Answer: B

NEW QUESTION 379

- (Exam Topic 5)

Every morning, a systems administrator monitors failed login attempts on the company's log management server. The administrator notices the DBAdmin account
has five failed username and/or password alerts during a ten-minute window. The systems administrator determines the user account is a dummy account used to
attract attackers. Which of the following techniques should the systems administrator implement?

A. Role-based access control
B. Honeypot

C. Rule-based access control
D. Password cracker

Answer: B

NEW QUESTION 384

- (Exam Topic 5)

The help desk received a call after hours from an employee who was attempting to log into the payroll server remotely. When the help desk returned the call the
next morning, the employee was able to log into the server remotely without incident. However, the incident occurred again the next evening. Which of the
following BEST describes the cause of the issue?

A. The password expired on the account and needed to be reset

B. The employee does not have the rights needed to access the database remotely
C. Time-of-day restrictions prevented the account from logging in

D. The employee's account was locked out and needed to be unlocked

Answer: C

NEW QUESTION 386

- (Exam Topic 5)

Which of the following refers to the term used to restore a system to its operational state?
A. MTBF

B. MTTR

C.RTO

D. RPO

Answer: B

NEW QUESTION 388
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- (Exam Topic 5)
When sending messages using symmetric encryption, which of the following must happen FIRST?

A. Exchange encryption key

B. Establish digital signatures

C. Agree on an encryption method
D. Install digital certificates

Answer: C

NEW QUESTION 393

- (Exam Topic 5)

A security administrator is diagnosing a server where the CPU utilization is at 100% for 24 hours. The main culprit of CPU utilization is the antivirus program.
Which of the following issue could occur if left unresolved? (Select TWO)

A. MITM attack

B. DoS attack

C. DLL injection

D. Buffer overflow

E. Resource exhaustion

Answer: BE

NEW QUESTION 394

- (Exam Topic 5)

AChief Information Officer (CIO) asks the company's security specialist if the company should spend any funds on malware protection for a specific server. Based
on a risk assessment, the ARO value of a malware infection for a server is 5 and the annual cost for the malware protection is $2500. Which of the following SLE
values warrants a recommendation against purchasing the malware protection?

A. $500

B. $1000
C. $2000
D. $2500

Answer: A

NEW QUESTION 396

- (Exam Topic 5)

Company A has acquired Company B. Company A has different domains spread globally, and typically migrates its acquisitions infrastructure under its own
domain infrastructure. Company B, however, cannot be merged into Company A's domain infrastructure. Which of the following methods would allow the two
companies to access one another's resources?

A. Attestation

B. Federation

C. Single sign-on
D. Kerberos

Answer: B

NEW QUESTION 398
- (Exam Topic 5)
A malicious system continuously sends an extremely large number of SYN packets to a server. Which of the following BEST describes the resulting effect?

A. The server will be unable to server clients due to lack of bandwidth

B. The server's firewall will be unable to effectively filter traffic due to the amount of data transmitted
C. The server will crash when trying to reassemble all the fragmented packets

D. The server will exhaust its memory maintaining half-open connections

Answer: D

NEW QUESTION 399

- (Exam Topic 5)

Ann, a user, reports she is unable to access an application from her desktop. A security analyst verifies Ann's access and checks the SIEM for any errors. The
security analyst reviews the log file from Ann's system and notices the following output:

2017--08-21 10:48:12 DROPTCP 172.20.89.232 239.255.255.255 443
1900 250 - RECEIVE 2017--08-21 10:48:12 DROPUDP
192.168.72.205 239.255 255255 443 1900 250 - RECEIVE

Which of the following is MOST likely preventing Ann from accessing the application from the desktop?

A. Web application firewall
B. DLP

C. Host-based firewall
D.UTM

E. Network-based firewall

Answer: C
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NEW QUESTION 401
- (Exam Topic 5)
Two users must encrypt and transmit large amounts of data between them. Which of the following should they use to encrypt and transmit the data?

A. Symmetric algorithm
B. Hash function

C. Digital signature

D. Obfuscation

Answer: A

NEW QUESTION 404
- (Exam Topic 5)
Which of the following is the BEST reason to run an untested application is a sandbox?

A. To allow the application to take full advantage of the host system's resources and storage

B. To utilize the host systems antivirus and firewall applications instead of running it own protection
C. To prevent the application from acquiring escalated privileges and accessing its host system

D. To increase application processing speed so the host system can perform real-time logging

Answer: C

NEW QUESTION 405

- (Exam Topic 5)

A security analyst is reviewing patches on servers. One of the servers is reporting the following error message in the WSUS management console:
The computer has not reported status in 30 days.

Given this scenario, which of the following statements BEST represents the issue with the output above?

A. The computer in QUESTION NO: has not pulled the latest ACL policies for the firewall.

B. The computer in QUESTION NO: has not pulled the latest GPO policies from the management server.

C. The computer in QUESTION NO: has not pulled the latest antivirus definitions from the antivirus program.
D. The computer in QUESTION NO: has not pulled the latest application software updates.

Answer: D

NEW QUESTION 407

- (Exam Topic 5)

A security architect has convened a meeting to discuss an organization's key management policy. The organization has a reliable internal key management
system, and some argue that it would be best to manage the cryptographic keys internally as opposed to using a solution from a third party. The company should
use:

A. the current internal key management system.

B. a third-party key management system that will reduce operating costs.
C. risk benefits analysis results to make a determination.

D. a software solution including secure key escrow capabilities.

Answer: C

NEW QUESTION 412

- (Exam Topic 5)

A penetration tester is conducting an assessment on Comptia.org and runs the following command from a coffee shop while connected to the public Internet:
c:\nslookup - querytype=MX comptia.org

Server: Unknown Address: 198.51.100.45

comptia.org MX preference=10, mail exchanger = 92.68.102.33 comptia.org MX preference=20, mail exchanger = exchgl.comptia.org exchgl.comptia.org internet
address = 192.168.102.67

Which of the following should the penetration tester conclude about the command output?

A. The public/private views on the Comptia.org DNS servers are misconfigured.

B. Comptia.org is running an older mail server, which may be vulnerable to exploits.
C. The DNS SPF records have not been updated for Comptia.org.

D. 192.168.102.67 is a backup mail server that may be more vulnerable to attack.

Answer: D

NEW QUESTION 413

- (Exam Topic 5)

A security analyst is attempting to identify vulnerabilities in a customer's web application without impacting the system or its data. Which of the following BEST
describes the vulnerability scanning concept performed?

A. Aggressive scan

B. Passive scan

C. Non-credentialed scan

D. Compliance scan

Answer: B

Explanation:
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Passive scanning is a method of vulnerability detection that relies on information gleaned from network data that is captured from a target computer without direct
interaction.

Packet sniffing applications can be used for passive scanning to reveal information such as operating system, known protocols running on non-standard ports and
active network applications with known bugs. Passive scanning may be conducted by a network administrator scanning for security vulnerabilities or by an intruder
as a preliminary to an active attack.

For an intruder, passive scanning's main advantage is that it does not leave a trail that could alert users or administrators to their activities. For an administrator,
the main advantage is that it doesn't risk causing undesired behavior on the target computer, such as freezes. Because of these advantages, passive scanning
need not be limited to a narrow time frame to minimize risk or disruption, which means that it is likely to return more information.

Passive scanning does have limitations. It is not as complete in detail as active vulnerability scanning and cannot detect any applications that are not currently
sending out traffic; nor can it distinguish false information put out for obfuscation.

NEW QUESTION 415

- (Exam Topic 5)

A user typically works remotely over the holidays using a web-based VPN to access corporate resources. The user reports getting untrusted host errors and being
unable to connect. Which of the following is MOST likely the case?

A. The certificate has expired

B. The browser does not support SSL

C. The user's account is locked out

D. The VPN software has reached the seat license maximum

Answer: A

NEW QUESTION 418

- (Exam Topic 5)

A remote intruder wants to take inventory of a network so exploits can be researched. The intruder is looking for information about software versions on the
network. Which of the following techniques is the intruder using?

A. Banner grabbing
B. Port scanning

C. Packet sniffing
D. Virus scanning

Answer: A

NEW QUESTION 420

- (Exam Topic 5)

A security auditor is testing perimeter security in a building that is protected by badge readers. Which of the following types of attacks would MOST likely gain
access?

A. Phishing

B. Man-in-the-middle
C. Tailgating

D. Watering hole

E. Shoulder surfing

Answer: C

NEW QUESTION 425

- (Exam Topic 5)

A software developer is concerned about DLL hijacking in an application being written. Which of the following is the MOST viable mitigation measure of this type of
attack?

A. The DLL of each application should be set individually

B. All calls to different DLLs should be hard-coded in the application
C. Access to DLLs from the Windows registry should be disabled

D. The affected DLLs should be renamed to avoid future hijacking

Answer: B

NEW QUESTION 430
- (Exam Topic 5)
Which of the following components of printers and MFDs are MOST likely to be used as vectors of compromise if they are improperly configured?

A. Embedded web server
B. Spooler

C. Network interface

D. LCD control panel

Answer: A

NEW QUESTION 434

- (Exam Topic 5)

A security administrator is trying to eradicate a worm, which is spreading throughout the organization, using an old remote vulnerability in the SMB protocol. The
worm uses Nmap to identify target hosts within the company. The administrator wants to implement a solution that will eradicate the current worm and any future
attacks that may be using zero-day vulnerabilities. Which of the following would BEST meet the requirements when implemented?
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A. Host-based firewall

B. Enterprise patch management system

C. Network-based intrusion prevention system
D. Application blacklisting

E. File integrity checking

Answer: C

NEW QUESTION 435

- (Exam Topic 5)

A security administrator installed a new network scanner that identifies new host systems on the network. Which of the following did the security administrator
install?

A. Vulnerability scanner

B. Network-based IDS

C. Rogue system detection

D. Configuration compliance scanner

Answer: C

NEW QUESTION 437

- (Exam Topic 5)

A systems administrator has isolated an infected system from the network and terminated the malicious process from executing. Which of the following should the
administrator do NEXT according to the incident response process?

A. Restore lost data from a backup.
B. Wipe the system.

C. Document the lessons learned.
D. Determine the scope of impact.

Answer: A

NEW QUESTION 439
- (Exam Topic 5)
To help prevent one job role from having sufficient access to create, modify, and approve payroll data, which of the following practices should be employed?

A. Least privilege

B. Job rotation

C. Background checks
D. Separation of duties

Answer: D

NEW QUESTION 442

- (Exam Topic 5)

An external auditor visits the human resources department and performs a physical security assessment. The auditor observed documents on printers that are
unclaimed. A closer look at these documents reveals employee names, addresses, ages, and types of medical and dental coverage options each employee has
selected. Which of the following is the MOST appropriate actions to take?

A. Flip the documents face down so no one knows these documents are PII sensitive

B. Shred the documents and let the owner print the new set

C. Retrieve the documents, label them with a PII cover sheet, and return them to the printer
D. Report to the human resources manager that their personnel are violating a privacy policy

Answer: D

NEW QUESTION 443

- (Exam Topic 5)

An organization has several production-critical SCADA supervisory systems that cannot follow the normal 30-day patching policy. Which of the following BEST
maximizes the protection of these systems from malicious software?

A. Configure a firewall with deep packet inspection that restricts traffic to the systems.

B. Configure a separate zone for the systems and restrict access to known ports.

C. Configure the systems to ensure only necessary applications are able to run.

D. Configure the host firewall to ensure only the necessary applications have listening ports

Answer: A

NEW QUESTION 446

- (Exam Topic 5)

A penetration tester has written an application that performs a bit-by-bit XOR OxFF operation on binaries prior to transmission over untrusted mediA. Which of the
following BEST describes the action performed by this type of application?

A. Hashing

B. Key exchange
C. Encryption

D. Obfusication
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Answer: D

NEW QUESTION 449

- (Exam Topic 5)

A stock trading company had the budget for enhancing its secondary datacenter approved. Since the main site is a hurricane-affected area and the disaster
recovery site is 100 mi (161 km) away, the company wants to ensure its business is always operational with the least amount of man hours needed. Which of the
following types of disaster recovery sites should the company implement?

A. Hot site

B. Warm site

C. Cold site

D. Cloud-based site

Answer: D

NEW QUESTION 452

- (Exam Topic 5)

A company is performing an analysis of the corporate enterprise network with the intent of identifying what will cause losses in revenue, referrals, and/or reputation
when out of commission. Which of the following is an element of a BIA that is being addressed?

A. Mission-essential function

B. Single point of failure

C. backup and restoration plans
D. Identification of critical systems

Answer: A

Explanation:
The BIA is composed of the following three steps: Determine mission/business processes and recovery criticality. Mission/business processes supported by the
system are identified and the impact of a system disruption to those processes is determined along with outage impacts and estimated downtime.

NEW QUESTION 456
- (Exam Topic 5)
When attackers use a compromised host as a platform for launching attacks deeper into a company's network, it is said that they are:

A. escalating privilege
B. becoming persistent
C. fingerprinting

D. pivoting

Answer: D

NEW QUESTION 457

- (Exam Topic 5)

A user receives an email from ISP indicating malicious traffic coming from the user's home network is detected. The traffic appears to be Linux-based, and it is
targeting a website that was recently featured on the news as being taken offline by an Internet attack. The only Linux device on the network is a home
surveillance camera system.

Which of the following BEST describes what is happening?

A. The camera system is infected with a bot.

B. The camera system is infected with a RAT.

C. The camera system is infected with a Trojan.

D. The camera system is infected with a backdoor.

Answer: A

NEW QUESTION 458

- (Exam Topic 5)

A systems administrator wants to generate a self-signed certificate for an internal website. Which of the following steps should the systems administrator complete
prior to installing the certificate on the server?

A. Provide the private key to a public CA.

B. Provide the public key to the internal CA.

C. Provide the public key to a public CA.

D. Provide the private key to the internal CA.

E. Provide the public/private key pair to the internal CA
F. Provide the public/private key pair to a public CA.

Answer: D

NEW QUESTION 460

- (Exam Topic 5)

A company stores highly sensitive data files used by the accounting system on a server file share. The accounting system uses a service account named
accounting-svc to access the file share. The data is protected will a full disk encryption, and the permissions are set as follows:

File system permissions: Users = Read Only Share permission: accounting-svc = Read Only

Given the listed protections are in place and unchanged, to which of the following risks is the data still subject?
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A. Exploitation of local console access and removal of data

B. Theft of physical hard drives and a breach of confidentiality

C. Remote exfiltration of data using domain credentials

D. Disclosure of sensitive data to third parties due to excessive share permissions

Answer: A

NEW QUESTION 462
- (Exam Topic 5)
Which of the following is the proper order for logging a user into a system from the first step to the last step?

A. ldentification, authentication, authorization
B. Identification, authorization, authentication
C. Authentication, identification, authorization
D. Authentication, identification, authorization
E. Authorization, identification, authentication

Answer: A

NEW QUESTION 464

- (Exam Topic 5)

A computer emergency response team is called at midnight to investigate a case in which a mail server was restarted. After an initial investigation, it was
discovered that email is being exfiltrated through an active connection. Which of the following is the NEXT step the team should take?

A. Identify the source of the active connection

B. Perform eradication of active connection and recover

C. Performance containment procedure by disconnecting the server
D. Format the server and restore its initial configuration

Answer: A

NEW QUESTION 465

- (Exam Topic 5)

A systems administrator wants to implement a wireless protocol that will allow the organization to authenticate mobile devices prior to providing the user with a
captive portal login. Which of the following should the systems administrator configure?

A. L2TP with MAC filtering
B. EAP-TTLS

C. WPA2-CCMP with PSK
D. RADIUS federation

Answer: D

Explanation:
RADIUS generally includes 802.1X that pre-authenticates devices.

NEW QUESTION 468

- (Exam Topic 5)

A systems administrator is deploying a new mission essential server into a virtual environment. Which of the following is BEST mitigated by the environment's rapid
elasticity characteristic?

A. Data confidentiality breaches
B. VM escape attacks

C. Lack of redundancy

D. Denial of service

Answer: D

NEW QUESTION 473

- (Exam Topic 5)

A systems administrator is configuring a system that uses data classification labels.
Which of the following will the administrator need to implement to enforce access control?

A. Discretionary access control
B. Mandatory access control
C. Role-based access control
D. Rule-based access control

Answer: B

NEW QUESTION 474

- (Exam Topic 5)

A new security administrator ran a vulnerability scanner for the first time and caused a system outage. Which of the following types of scans MOST likely caused

the outage?

A. Non-intrusive credentialed scan
B. Non-intrusive non-credentialed scan
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C. Intrusive credentialed scan
D. Intrusive non-credentialed scan

Answer: D

NEW QUESTION 479

- (Exam Topic 5)

A systems administrator wants to provide balance between the security of a wireless network and usability. The administrator is concerned with wireless encryption
compatibility of older devices used by some employees. Which of the following would provide strong security and backward compatibility when accessing the
wireless network?

A. Open wireless network and SSL VPN

B. WPA using a preshared key

C. WPAZ2 using a RADIUS back-end for 802.1x authentication
D. WEP with a 40-bit key

Answer: A

NEW QUESTION 483
- (Exam Topic 5)
An active/passive configuration has an impact on:

A. confidentiality
B. integrity

C. availability

D. non-repudiation

Answer: C

NEW QUESTION 485

- (Exam Topic 5)

A home invasion occurred recently in which an intruder compromised a home network and accessed a WiFlenabled baby monitor while the baby's parents were
sleeping.

Which of the following BEST describes how the intruder accessed the monitor?

A. Outdated antivirus
B. WiFi signal strength
C. Social engineering
D. Default configuration

Answer: D

NEW QUESTION 489
- (Exam Topic 5)
Which of the following is an asymmetric function that generates a new and separate key every time it runs?

A. RSA

B. DSA

C. DHE

D. HMAC
E. PBKDF2

Answer: C

NEW QUESTION 493

- (Exam Topic 5)

A security administrator learns that PII, which was gathered by the organization, has been found in an open

forum. As a result, several C-level executives found their identities were compromised, and they were victims of a recent whaling attack.
Which of the following would prevent these problems in the future? (Select TWO).

A. Implement a reverse proxy.

B. Implement an email DLP.

C. Implement a spam filter.

D. Implement a host-based firewall.
E. Implement a HIDS.

Answer: BC

NEW QUESTION 498
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