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NEW QUESTION 1
What is a permanent public IP called on Amazon Web Services?

A. Reserved IP
B. PIP
C. EIP
D. Floating IP

Answer: C

NEW QUESTION 2
In which two ways does Palo Alto Networks VM orchestration help service providers automatically provision security instances and policies? (Choose two.)

A. fully instrumented API
B. Aperture Orchestration Engine
C. VM Orchestration Policy Editor
D. support for Dynamic Address Groups

Answer: AD

NEW QUESTION 3
Which Amazon Web Services security service can provide host vulnerability information to Prisma Public Cloud?

A. Shield
B. Inspector
C. GuardDuty
D. Amazon Web Services WAF

Answer: B

NEW QUESTION 4
When an on-premises NGFW (customer gateway) is used to connect to the Virtual Gateway, which two IKE profiles cannot be used? (Choose two.)

A. Group2 / SHA-1 / AES-128-CBC / IKE-V1
B. Group2 / SHA-1 / AES-128-GCM / IKE-V1
C. Group14 / SHA-256 / AES-256-GCM / IKE-V1
D. Group2 / SHA-1 / AES-128-CBC
E. Group14 / SHA-256 / AES-256-CBC / IKE-V1

Answer: CE

NEW QUESTION 5
Which RQL string returns a list of all Azure virtual machines that are not currently running?

A. config where api.name = 'azure-vm-list' AND json.rule = powerState = "off'
B. config where api.name = 'azure-vm-list' AND json.rule = powerState does not contain "running"
C. config where api.name = 'azure-vm-list' AND json.rule = powerState = "running"
D. config where api.name = 'azure-vm-list' AND json.rule = powerState contains "running"

Answer: B

NEW QUESTION 6
What is the default capacity license of a VM-Series NGFW being deployed from the Google Cloud Platform Marketplace?

A. VM-GCP
B. VM-100
C. VM-500
D. VM-300

Answer: D

Explanation: 
https://docs.paloaltonetworks.com/vm-series/8-1/vm-series-deployment/set-up-the-vm-series-firewall-on-google

NEW QUESTION 7
Which three anomaly policies are predefined in Prisma Public Cloud? (Choose three.)

A. Excessive login failures
B. Unusual user activity
C. Denial-of-service activity
D. Account hijacking attempts
E. Suspicious file activity

Answer: ABD
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Explanation: 
Account hijacking attempts
??Detect potential account hijacking attempts discovered by identifying unusual login activities. These can happen if there are concurrent login attempts made in
short duration from two different geographic locations, which is impossible time travel, or login from a previously unknown browser, operating system, or location.
Excessive login failures
??Detect potential account hijacking attempts discovered by identifying brute force login attempts. Excessive login failure attempts are evaluated dynamically
based on the models observed with continuous learning.
Unusual user activity
??Discover insider threat and an account compromise using advanced data science. The Prisma Cloud machine learning algorithm profiles a user's activities on
the console, as well as the usage of access keys based on the location and the type of cloud resources.
https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/prisma-cloud-policies/anomaly-pol

NEW QUESTION 8
An administrator deploys a VM-Series firewall into Amazon Web Services. Which attribute must be disabled on the data-plane elastic network interface for the
instance to handle traffic that is not destined to its own IP address?

A. security group
B. tags
C. elastic ip address
D. source/destination checking

Answer: D

Explanation: 
https://docs.paloaltonetworks.com/vm-series/8-1/vm-series-deployment/set-up-the-vm-series-firewall-on-aws/de

NEW QUESTION 9
Based on the diagram, prioritize the order in which the Virtual Gateway evaluates the best route based on the deterministic B6P Path selection process.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
longest, shortest, path, lowest multi, lowest peer

NEW QUESTION 10
Match the query type with its corresponding search
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A. Mastered
B. Not Mastered

Answer: A

Explanation: 

network where, event where, config where

NEW QUESTION 10
What are three examples of outbound traffic flow? (Choose three.)

A. issue yum update command on an instance inside Amazon Web Services
B. Microsoft Windows inside Azure requesting a security patch
C. web server inside Amazon Web Services receiving web requests from internet
D. issue apt-get install command on an instance inside Amazon Web Services
E. outgoing Prisma Public Cloud API calls

Answer: ADE

NEW QUESTION 11
can you create a custom compliance standard in Prisma Public Cloud?

A. Generate a new Compliance Report.
B. Create compliance framework in a spreadsheet then import into Prisma Public Cloud.
C. From Compliance tab, clone a default framework and customize.
D. From Compliance tab > Compliance Standards, click "Add New."

Answer: D

Explanation: 
https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/prisma-cloud-compliance/create-a

NEW QUESTION 15
When protecting against attempts to exploit client-side and server-side vulnerabilities, what is the Palo Alto Networks best practice when using NGFW
VulnerabilityProtection Profiles?

A. Use the default Vulnerability Protection Profile to protect clients from all known critical, high, and medium-severity threats
B. Clone the predefined Strict Profile, with packet capture settings disabled
C. Use the default Vulnerability Protection Profile to protect servers from all known critical, high, and medium-severity threats
D. Clone the predefined Strict Profile, with packet capture settings enabled

Answer: D

NEW QUESTION 20
Which RQL string monitors all traffic from the Internet and Suspicious IPs destined for your Amazon Web Services databases''

A. network where source.publicnetwork IN ('Suspicious IPs') and dest.resource IN (resource where role IN ('AWS RDS', 'Database'))
B. network where source.publicnetwork IN ('Suspicious IPs', 'Internet IPs') and dest.resource IN (resource where role IN ('LDAP'))
C. network where dest.resource IN (resource where role = 'Database'}
D. network where source.publicnetwork IN ('Suspicious IPs', 'Internet IPs') and dest resource IN (resource where role IN ('AWS RDS'. 'Database'))

Answer: D

NEW QUESTION 24
A customer has just launched a Palo Alto Networks VM-Series NGFW into an Amazon Web Services VPC to protect a cloud hosted application. They are
experiencing unpredictable results and have identified that the interfaces on the firewall are in the incorrect order
Which PAN-OS CLI command resolves this issue?
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A. set system setting mgmt-interface-swap enable yes
B. set mgmt-interface settings swap yes
C. set mgmt-interface swap yes
D. set system setting mgmt-interface swap yes

Answer: A

NEW QUESTION 25
Which Prisma Public Cloud policy alerts administrators to unusual user activity?

A. Anomaly
B. Audit Event
C. Network
D. Configuration

Answer: A

Explanation: 
https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/prisma-cloud-policies/anomaly-pol

NEW QUESTION 28
A customer has deployed a VM-Series NGFW on Amazon Web Services using a PAYG license. What is the sequence required by the customer to switch to a
BYOL license?

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
backup, register, deploy, activate, load

NEW QUESTION 29
What are two ways to enable interface swap when deploying a VM-Series NGFW in Google Cloud Platform? (Choose two.)

A. run the PAN-OS CLI command: set system mgmt-interface-swap enable yes
B. run the PAN-OS CLI command: set system mgmt-interface-swap setting enable yes
C. create a bootstrap file that includes the mgmt-interface-swap command
D. in the Google Cloud Console Metadata Field, enter a key-value pair where mgmt-interface-swap is the key and enable is the value

Answer: CD

Explanation: 
https://docs.paloaltonetworks.com/vm-series/8-1/vm-series-deployment/set-up-the-vm-series-firewall-on-google

NEW QUESTION 31
Which RQL string using network query attributes returns all traffic destined for Internet or for Suspicious IPs that also exceeds 1GB?

A. network where publicnetwork = ('Internet IPs', 'Suspicious IPs') AND bytes > 1000000000
B. network where dest publicnetwork IN ('Internet IPs', 'Suspicious IPs') AND bytes > 1000000000
C. show traffic where destination.network = ('Internet IPs', 'Suspicious IPs') AND bytes > 1000000000
D. network where bytes > 1GB and destination = 'Internet IPs' OR 'Suspicious IPs'

Answer: 
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B

Explanation: 
https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-rql-reference/rql-reference/rql-examples All network traffic that is greater than 1GB and
destined to Internet or Suspicious IPs (allows you to identify data exfiltration attempt on any cloud environment).
networkwheredest.publicnetwork IN ('Internet IPs','Suspicious IPs') AND bytes > 1000000000

NEW QUESTION 35
Which three features are not supported by VM-Series NGFWs on Azure Stack? (Choose three.)

A. Azure Application Insight
B. Resource Group
C. Azure Security Center
D. Bootstrapping
E. ARM Template

Answer: ACD

NEW QUESTION 39
Which option is defined by the creation and change of public cloud services managed in a repeatable and predictable fashion?

A. platform as a service
B. infrastructure as a service
C. software as code
D. infrastructure as code

Answer: B

NEW QUESTION 40
Which configuration needs to be done to perform user entity behavior analysis with Prisma PublicCloud?

A. Create alert rules.
B. Whitelist IP addresses.
C. Configure User-ID.
D. Define enterprise settings.

Answer: D

Explanation: 
https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/prisma-cloud-policies/anomaly-pol

NEW QUESTION 44
A client has a sensitive internet-facing application server in Microsoft Azure and is concerned about resource exhaustion because of distributed denial-of-service
attacks What can be configured on the VM-Series firewall to specifically protect this server against this type of attack?

A. Custom threat signature
B. Zone Protection Profile
C. QoS Profile to limit incoming requests
D. DoS Protection Profile with specific session counts

Answer: D

NEW QUESTION 46
What are the two options to dynamically register tags used by Dynamic Address Groups that are referenced in policy? (Choose two.)

A. VM Monitoring
B. External Dynamic List
C. CFT Template
D. XML API

Answer: AD

Explanation: 
https://docs.paloaltonetworks.com/pan-os/8-1/pan-os-admin/policy/monitor-changes-in-the-virtual-environment/

NEW QUESTION 51
Palo Alto Networks recommends which two options for outbound HA design in Amazon Web Services using VM-Series NGFW? (Choose two.)

A. iLB-as-next-hop
B. transit gateway and security VPC with VM-Series
C. traditional active/standby HA on VM-Series
D. transit VPC and security VPC with VM-Series

Answer: BC
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NEW QUESTION 52
How does a customer that has deployed a VM-Series NGFW on Microsoft Azure using a BYOL license change to a PAYG license structure?

A. purchase a new PAYG license from a reseller
B. go to Palo Alto Networks Support website to change the BYOL license to a PAYG license
C. purchase a new PAYG license for Microsoft Azure from Palo Alto Networks
D. launch a new VM using the PAYG image

Answer: D

NEW QUESTION 54
What is Prisma Public Cloud licensing based on?

A. number of alerts generated
B. number of accounts onboarded
C. number of monitored workloads
D. volume of flow logs consumed

Answer: C

NEW QUESTION 59
What resource is required to receive inbound traffic from the internet to VM-Series NGFW deployed as a gateway for Azure Stack workloads?

A. Public IP for the VM-Series NGFW
B. NAT appliance
C. Azure Stack Edge Router
D. Border Customer Network

Answer: B

NEW QUESTION 61
......
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