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NEW QUESTION 1
Scenario: A Citrix Engineer is asked to implement multi-factor authentication for Citrix Gateway. The engineer creates the authentication policies and binds the
policies to the appropriate bind points. The engineer creates a custom form using Notepad++ to format the page which will capture the user's credentials. The
engineer uploads the form and binds the form to the authentication policy.
When the engineer connects to the Citrix Gateway for validation testing, the form fields are NOT correctly displayed. What is the most likely cause of this display
issue?

A. The login schema contains invalid XML syntax.
B. The authentication policies are bound in the wrong order
C. The first authentication server is offline.
D. The policy bindings are NOT consistent with the login schema.

Answer: A

NEW QUESTION 2
Scenario: A Citrix Engineer implements Application-level Quality of Experience (AppQoE) to protect a web application. The engineer configures the AppQoE action
to deliver a custom response from a backup server once the maximum number of concurrent connection is reached.
To achieve this, the engineer should set the Acton Type to and specify the . (Choose the correct option to complete the sentence.)

A. NS; Alternate Content Server Name
B. ACS; Custom File
C. ACS; Alternate Content Server Name
D. NS; Custom File

Answer: C

NEW QUESTION 3
Scenario: A Citrix Engineer implements Application-level Quality of Experience (AppQoE) to protect a web application. Shortly after that, users call to complain that
nearly every request is being met with a Captcha.
What can the engineer do to improve the user experience?

A. Disable the Captcha.
B. Increase the DOS Attack Threshold.
C. Increase the Policy Queue Depth.
D. Increase the Session Life.

Answer: B

NEW QUESTION 4
A Citrix Engineer needs to set up access to an internal application for external partners.
Which two entities must the engineer configure on the Citrix ADC to support this? (Choose two.)

A. SAML Policy
B. SAMLldP Profile
C. SAMLldP Policy
D. SAML Action

Answer: AB

NEW QUESTION 5
Scenario: A Citrix Engineer needs to limit Front End Optimization (FEO) on a web application to mobile users with mobile devices. The engineer decides to create
and bind an FEO policy.
Which advanced expression should the engineer use in the FEO policy?

A. HTTP.REG.HEADER(“User-Agent”).CONTAINS(“Mobile”)&&CLIENT.IP.SRC.IN_SUBNET(192.168
B. HTTP.REQ.HEADER(“User-Agent”).NOTCONTAINS(“Windows”)&&CLIENT.IS_MOBILE
C. CLIENT.IP.SRC.IS_MOBILE
D. HTTP.RED.HEADER(“User-Agent”).CONTAINS(“Ios”) II HTTP.REQ.HEADER(“User-Agent”).CONTAINS(“Andriod”)

Answer: A

NEW QUESTION 6
A Citrix Engineer wants the Citrix Web App Firewall to respond with a page stored on the Citrix ADC when a violation is detected.
Which profile setting accomplishes this?

A. Redirect URL
B. RFC Profile
C. Default Request
D. HTML Error Object

Answer: D

NEW QUESTION 7
Which setting in the Cookie Consistency protection feature does a Citrix Engineer need to configure to ensure that all a cookie is sent using TLS only?
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A. Encrypt Server Cookies > Encrypt All
B. Flags to Add in Cookies > Secure
C. Encrypt Server Cookies > Encrypt Session Only
D. Proxy Server Cookies > Session Only

Answer: B

NEW QUESTION 8
Which Citrix Application Delivery Management (ADM) Analytics page allows an engineer to measure the ICA Round Trip Time for user connections?

A. Security Insight
B. Gateway Insight
C. TCP Insight
D. HDX Insight
E. Web Insight

Answer: B

NEW QUESTION 9
Scenario: A Citrix Engineer is implementing Citrix Web App Firewall to protect a new web application. The engineer has created a profile, configured the relaxation
rules, and applied signature protections. Additionally, the engineer has assigned the profile to a policy and bound the policy to the application.
What is the next step for the engineer in protecting the web application?

A. Update the global default Citrix Wed App Firewall profile with the new signature file.
B. Enable the Signature Auto-Update feature.
C. Enable logging on key protections.
D. Test the web application protections with a group of trusted users.

Answer: B

NEW QUESTION 10
Scenario: A Citrix Engineer manages Citrix Application Delivery Management (ADM) for a large holding company. Each division maintains its own ADC appliances.
The engineer wants to make Citrix ADM features and benefits available to each group independently.
What can the engineer create for each division to achieve this?

A. A site
B. A role
C. A tenant
D. A dashboard
E. A group

Answer: C

NEW QUESTION 10
Which Citrix Web App Firewall profile setting can a Citrix Engineer implement to remove non-essential content from web files to improve response time?

A. Strip HTML Comments
B. Exclude Uploaded Files from Security Checks
C. Enable Form Tagging
D. Exempt Closure URLs from Security Checks

Answer: A

NEW QUESTION 14
What can a Citrix Engineer do to aggregate Citrix Web App Firewall log messages to a central location?

A. Enable AppFlow and forward AppFlow records to a Citrix Application Delivery Management (ADM) server.
B. Modifythe CitrixWeb App Firewall settings.
C. Create a Citrix Web App Firewall Audit policy.
D. Create a Responder action and policy, and bind it to the virtual server.

Answer: C

NEW QUESTION 18
Scenario: A Citrix Engineer is reviewing the Citrix Web App Firewall log files using the GUI. Upon further analysis, the engineer notices that legitimate application
traffic is being blocked.
What can the engineer do to allow the traffic to pass through while maintaining security?

A. Note the protection blocking the traffic in the log entr
B. Edit the profile and deselect the Block action for the protection.
C. Select the check box in the log entr
D. Choose Dismiss to allow the traffic to pass through from the Action menu.
E. Note the protection blocking the traffic in the log entr
F. Create a new profile and policy and bind it with a larger priority number.
G. Select the check box in the log entr
H. Choose Edit & Deploy to create a relaxation rule from the Action menu.
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Answer: D

NEW QUESTION 22
Scenario: A Citrix Engineer wants to protect a web application using Citrix Web App Firewall. After the Web App Firewall policy afweb_protect is bound to the
virtual server, the engineer notices that pages are displaying in plain text with graphics included.
What is the likely cause of this?

A. The Safe Objects protection is NOT properly configured.
B. The Start URL list does NOT include CSS files.
C. The Web App Firewall feature is disabled.
D. The policy expression allows for HTML files only.

Answer: B

NEW QUESTION 24
Which Front End Optimization technique can a Citrix Engineer enable on the Citrix ADC to remove all excess whitespace from a file?

A. Shrink to Attributes
B. Minify
C. Lazy Load
D. Inlining

Answer: B

NEW QUESTION 25
Scenario: A Citrix Engineer is implementing Integrated Caching to increase performance of a web application. The Application Engineer replaces a small logo on
the main page with a new one. Later on, when the engineer attempts to access the page, the old logo is displayed. Which enabled setting in the Content Group
would cause this to happen?

A. Ignore browser's reload request
B. Do not cache—if size exceeds 500 KB
C. Expire content after 60 seconds
D. Do not cache—if hits are less than 1

Answer: A

NEW QUESTION 27
Which Citrix Web App Firewall profile setting can a Citrix Engineer configure to provide a response when a violation occurs?

A. Default Request
B. Redirect URL
C. Return URL
D. Default Response

Answer: B

NEW QUESTION 29
Scenario: A Citrix Engineer is asked to help improve the performance of a web application. After capturing and analyzing a typical session, the engineer notices a
large number of user requests for the stock price of the company.
Which action can the engineer take to improve web application performance for the stock quote?

A. Enable the Combine CSS optimization.
B. Create a static content group.
C. Create a dynamic content group.
D. Enable the Minify JavaScript optimization.

Answer: C

NEW QUESTION 33
A Citrix Engineer is notified that no traffic is reaching the protected web application. While investigating, the engineer notices that the Citrix Web App Firewall policy
has 516,72 hits. What should the engineer check next?

A. The security checks in the assigned profile
B. The HTML Error Object
C. The policy expression
D. The security checks in the global default profile

Answer: A

NEW QUESTION 37
Which three items does Citrix Application Delivery Management (ADM) require when adding an instances? (Choose three.)

A. Site
B. Tags
C. IP address
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D. Agent
E. Profile

Answer: CDE

NEW QUESTION 38
Which data populates the Events Dashboard?

A. Syslog messages
B. SNMP trap messages
C. API calls
D. AppFlow IPFIX records

Answer: A

NEW QUESTION 39
Scenario: A Citrix Engineer wants to protect a web application using Citrix Web App Firewall. The engineer enables the Learn action for the Start URL, HTML,
Cross-Site Scripting, and HTML SQL Injection protections. The engineer assigns this profile to a policy, which is then bound to the virtual server.
Which two items can the engineer check to determine that the Learn action is NOT capturing any rules? (Choose two.)

A. The HTML Error Object is configured for the profile.
B. Enough space is left on the /flash file system.
C. The aslearn process is running on the Citrix ADC appliance.
D. The Learn database is less than 20 MB.

Answer: AC

NEW QUESTION 40
A Citrix Engineer has defined an HTTP Callout, hc_authorized_location, to return the value “Authorized” if client’s IP address is on a list of authorized external
locations.
Which advanced expression should the engineer use in a policy for testing this condition?

A. SYS.HTTP_CALLOUT(hc_authorized_location).IS_TRUE
B. SYS.HTTP_CALLOUT(hc_authorized_location).EQ(“Authorized”)
C. SYS.HTTP_CALLOUT(hc_authorized_location).IS_VALID
D. SYS.HTTP_CALLOUT(hc_authorized_location).EQUALS_ANY(“Authorized”)

Answer: D

NEW QUESTION 42
Which protection ensures that links to sensitive pages can only be reached from within an application?

A. Form Field Consistency Check
B. Buffer Overflow Check
C. URL Closure
D. Deny URL

Answer: C

NEW QUESTION 44
......
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