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NEW QUESTION 1
Which two conditions are necessary for high availability to function between two Cisco FTD devices? (Choose two.)

A. The units must be the same version

B. Both devices can be part of a different group that must be in the same domain when configured within the FMC.
C. The units must be different models if they are part of the same series.

D. The units must be configured only for firewall routed mode.

E. The units must be the same model.

Answer: AE

NEW QUESTION 2
What is the difference between inline and inline tap on Cisco Firepower?

A. Inline tap mode can send a copy of the traffic to another device.
B. Inline tap mode does full packet capture.

C. Inline mode cannot do SSL decryption.

D. Inline mode can drop malicious traffic.

Answer: D

NEW QUESTION 3
Which protocol establishes network redundancy in a switched Firepower device deployment?

A. STP

B. HSRP
C. GLBP
D. VRRP

Answer: A

NEW QUESTION 4
What are two application layer preprocessors? (Choose two.)

A. CIFS
B. IMAP
C.SSL

D. DNP3
E. ICMP

Answer: BC

NEW QUESTION 5
Which two routing options are valid with Cisco Firepower Threat Defense? (Choose two.)

A. BGPv6

B. ECMP with up to three equal cost paths across multiple interfaces
C. ECMP with up to three equal cost paths across a single interface
D. BGPv4 in transparent firewall mode

E. BGPv4 with nonstop forwarding

Answer: AC

NEW QUESTION 6
After deploying a network-monitoring tool to manage and monitor networking devices in your organization, you realize that you need to manually upload an MIB for
the Cisco FMC. In which folder should you upload the MIB file?

A. letc/sf/IDCMIB.ALERT

B. /sf/letc/DCEALERT.MIB

C. /etc/sf/DCEALERT.MIB

D. system/etc/DCEALERT.MIB

Answer: C

NEW QUESTION 7

Which command is run at the CLI when logged in to an FTD unit, to determine whether the unit is managed locally or by a remote FMC server?
A. system generate-troubleshoot

B. show configuration session

C. show managers

D. show running-config | include manager

Answer: C
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NEW QUESTION 8
Which command should be used on the Cisco FTD CLI to capture all the packets that hit an interface?

A. configure coredump packet-engine enable
B. capture-traffic

C. capture

D. capture WORD

Answer: B

NEW QUESTION 9
Which report template field format is available in Cisco FMC?

A. box lever chart
B. arrow chart

C. bar chart

D. benchmark chart

Answer: C

NEW QUESTION 10
Which group within Cisco does the Threat Response team use for threat analysis and research?

A. Cisco Deep Analytics

B. OpenDNS Group

C. Cisco Network Response
D. Cisco Talos

Answer: D

NEW QUESTION 10
Which CLI command is used to generate firewall debug messages on a Cisco Firepower?

A. system support firewall-engine-debug
B. system support ssl-debug

C. system support platform

D. system support dump-table

Answer: A

NEW QUESTION 13
Within Cisco Firepower Management Center, where does a user add or modify widgets?

A. dashboard

B. reporting

C. context explorer
D. summary tool

Answer: A

NEW QUESTION 15

Which two packet captures does the FTD LINA engine support? (Choose two.)
A. Layer 7 network ID

B. source IP

C. application ID

D. dynamic firewall importing

E. protocol

Answer: BE

NEW QUESTION 17

In a Cisco AMP for Networks deployment, which disposition is returned if the cloud cannot be reached?
A. unavailable

B. unknown

C. clean

D. disconnected

Answer: A

NEW QUESTION 22

Which two remediation options are available when Cisco FMC is integrated with Cisco ISE? (Choose two.)

A. dynamic null route configured
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B. DHCP pool disablement
C. quarantine

D. port shutdown

E. host shutdown

Answer: CD

NEW QUESTION 26

Which connector is used to integrate Cisco ISE with Cisco FMC for Rapid Threat Containment?
A. pxGrid

B. FTD RTC

C. FMC RTC

D. ISEGrid

Answer: A

NEW QUESTION 30
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